
Intelligent Cybersecurity 

with Microsoft
NTT Germany / Secure by Design – M365 Security 360°



2021 © NTT ‘All Rights Reserved’ 2

Secure by Design

Microsoft 365 Security 360° with NTT                     

based on Zero Trust
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We can help you to implement Zero Trust controls with our our

Secure by Design Approach

We’ll work with you 

to ensure security 

is a key tenant of 

a business’ overall

business strategy

We’ll create a 

Microsoft security 

strategy aligned to 

what 

the business’ 

risk-tolerance is, and 

in line with what the 

business wants and 

needs to achieve

Our experts will 

help you build an 

intelligence-driven 

cybersecurity 

posture with

Microsoft solutions

We’ll help you to 

build-in, rather than 

bolt-on security to 

your digital programs, 

be it your network, 

data center, cloud, 

employee or customer 

experience initiatives

We design an 

integrated security 

architecture that 

enables businesses 

to be agile in the 

face of a changing 

threat landscape and 

technology ecosystem

5 key pillars
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Secure by design
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M365 Security integrated to digital transformation strategies and programs to minimize 

risk and support innovation with Zero Trust controls.

Endpoint 

security
Data 

Security

GRC IAM & PAMApplication 

security

Network 

Security

Threat 

Protection
Threat 

Management

Infrastructure 

Protection

We can advise you on the security capabilities that will help you identify, protect, manage, respond and recover and deliver as a managed security service.

Intelligent 

Transformation

IoT | Applications

Intelligent CXIntelligent 

Workplace

Devices | Users | 

Information | Access

Intelligent Data 

Center and Hybrid 

Cloud

Intelligent 

Network

Connectivity and 

Access | WAN

Threat intelligence
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Secure by design
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Helping clients to achieve their desired business outcomes securely

Cross-domain expertise

Security embedded into your digital transformation programs and across technology architectures

Network
Data Center and 

Hybrid Cloud
CX Workplace Digital transformation

Security

Our security service portfolio

Full lifecycle of cybersecurity services

Consulting Services Technical Services Support Services Managed Services

Value drivers

R&D and Innovation

• Global R&D Centers

• Innovative Service 

Packaging, Innovation 

Incubation and 

In-House Innovation

Client expertise 

and insights

• Cybersecurity Advisory

• Global and cross-industry 

client experience

Threat intelligence

• Security 

Operation Centers

• Threat Intelligence Centers

• Industry alliances

Industry standards 

and best practices

NIST, SABSA

Local, global 

partnerships & 

alliances

With leading security 

technology domain vendors
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Intelligent Workplace: Security controls and services
For Microsoft Workplace and Cloud solutions

SaaS
• Microsoft 365

• Microsoft Defender for Office 365

• Microsoft Cloud App Security

• Azure Information Protection

• Information Protection & Governance

• Insider Risk Management

Endpoints                             

• Microsoft Defender for Endpoints

• Windows Defender AV

• AppLocker

• BitLocker

• Microsoft Endpoint Manager

− Intune MDM/MAM

− Microsoft Endpoint Configuration

Manager

Operations

• Azure Sentinal

Cloud-based Security

• Azure Security Center

• Azure Web Application Firewall 

• 3rd Party Security Appliances in Azure

DC / IaaS

• Azure Firewall

• Windows Server

• Azure DDoS Prevention

• Firewall / NGFW / UTM / Segmentation

• Azure VPN Gateway

• Network IDPS

Identity and Access

• Azure Active Directory

• Azure AD Identity Protection

• Microsoft Defender for Identity

• Azure AD Multi-Factor Authentication

• Azure Conditional Access

• Azure AD PIM

• MIM / PAM

• Hello for Business

Baseline Cybersecurity Services

Branch 

Sites

Branch with 

local firewall

Branch using 

cloud-based 

security service

PSTN

Identity

Data

Compute

Virtualisation

APN

Public Cloud (SaaS)

Private Applications

SaaS Applications

WAN

Internet

Data Center, Private cloud, 

Public cloud (IaaS and PaaS)

Security Consulting Services (CS)

• Cloud Accelerators

− Microsoft 365 Express Security Check

− Microsoft 365 Express Compliance Check

• Cybersecurity Advisory (CA)

− Digital Workplaces

− Identity & Access Management

− Threat Intelligence

− Microsoft 365

− Hybrid IT

− Governance, Risk & Compliance

• Security Architecture & Design Services

Managed Security Services (MSS)

• Enterprise Security Monitoring (ESM)

• Threat Detection (TD)

• Managed Threat Detection and Response (MDR)

• Vulnerability Management (VM)

• Security Device Management
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Visualize and execute successful security 

programs that are secure by design with our 

Security Consulting Services

Select, align and design the right controls 

and capabilities across all security domains

Implement and support with our Technical 

and Support Services to architect, source, 

implement and maintain security controls

Manage and optimize via our Managed 

Security Services (MSS) to monitor and 

manage your security posture to effectively 

respond to threats

How we deliver
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We offer the full lifecycle of 

Cybersecurity Services
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Discover

Deploy

DesignOperate 

Validate

Managed Security Services

Monitoring, managing, 

supporting and optimizing your 

security posture to detect and 

respond to the latest threats. Technical and Support 

Services

Identify and select the right tools 

and controls, develop detailed 

designs, deploy and optimize, 

monitor and maintain.

Security Consulting Services

To design your security

strategy, an optimal

architecture for your

business and evaluate

and validate. 



2021 © NTT ‘All Rights Reserved’ 9

Security Consulting Services
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Security Consulting Services
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We examine and test 

our client’s controls, 

policies and processes 

to identify cybersecurity 

vulnerabilities, and 

provide them an action 

plan to improve their 

security posture.

Assurance 

services

We assess our client’s 

security posture, 

identify gaps, and 

recommend 

improvements to 

ensure client’s security 

architecture is ‘secure 

by design’ and aligned 

to their business needs.

Architecture & 

design services

Services that cover 

the entire lifecycle 

of security to help 

organizations visualize 

and execute 

successful security 

programs.

Security business 

strategy services

Moving organizations 

from crisis to continuity 

in the face of an 

incident, our experts 

help with plan 

development 

and deployment.

Incident 

management & 

response services

We examine our 

client’s security risk 

and compliance 

posture, quantify the 

risk and develop and 

prioritize 

a remediation plan 

for compliance gaps 

and business risks.

Governance, risk 

and compliance 

services

Includes our 

Cybersecurity 

Advisory Services

M365                       

Express Checks
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M365 Express Checks
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With these engagements, we help to 

achieve broader security and 

compliance objectives.

We identify current and real threats 

—by scheduling a Microsoft Security  

Workshop.

With our Microsoft Compliance 

Workshop, we identify what data you 

have, where it is, how it’s being used, 

and compliance risks that may exist.
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Cybersecurity Advisory
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A globally consistent business-driven 

framework for delivering security 

consulting outcomes to clients. 

The framework consists of 

information gathering phase(s) with 

optional additional engagements to 

provide an actionable roadmap.
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Cybersecurity Advisory overview
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Helping you understand your current risk profile to chart your future security strategy

Our full life-cycle baseline 

engagement provides a strategic 

view of initiatives while our modular 

engagement goes right through to in-

depth security analysis of focus 

areas

We conduct series of technical and 

non-technical workshops, 

documentation and architecture 

reviews, as well as optional technical 

security assessments and testing as 

defined by the scope

We benchmark you against other 

clients in your industry and region to 

develop a recommended roadmap for 

budget and resource planning or 

strategy validation

We use our information security 

dashboard and security architecture 

reference model to compare current 

state as rated by our maturity scale, to 

your target state based on business, 

security and GRC requirements

We provide you with a prioritized 

roadmap with risk ratings and financial 

weighting so you can make the right 

security investments to meet 

compliance and regulatory 

requirements
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Cybersecurity Advisory for Microsoft 365
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We provide recommendations and 

an actionable roadmap to protect 

and secure applications and 

underlying systems based on 

sensitivity and criticality.

We analyse the maturity levels of your 

security policies, standards, processes and 

controls focused on protecting applications 

and their underlying systems.

We provide a detailed and actionable 

roadmap based on the analysis and setting 

of the required maturity levels.
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Cybersecurity Advisory for reputation, 

compliance, and client data
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We provide recommendations and 

an actionable roadmap for 

mitigating risks to data 

compromize or loss and 

protecting your reputation.

We undertake a detailed analysis of your 

current security policies, standards, 

processes and controls used for the 

protection of data, visibility into where data 

is stored, who has access to the data, and 

what the end users do with it.

We provide a detailed and actionable 

roadmap based on the analysis and setting 

of the required maturity levels.



2021 © NTT ‘All Rights Reserved’ 16

Managed Security Services

Turn data into knowledge and see your entire security picture
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Managed Security Services
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We continuously invest in a global platform, delivered locally, supporting all business 

security requirements

Client Focused

Experienced partner to help you 

optimize costs, maximize your 

current and future investments in 

cybersecurity as well as maintain 

currency with the evolving threat 

landscape.

Market Leader

NTT has been named as a 

Leader in the IDC MarketScape: 

Worldwide MSS 2020 Vendor 

Assessment

Portfolio 

A broad portfolio of security 

services that addresses your key 

cybersecurity domains. Our 

managed security services are 

supported by an advisory lead 

consultancy to help drive the 

respective business outcomes.

Delivery

Globally available and 

consistently delivered security 

services provided by our subject 

matter experts across six global 

security operation centers.
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Minimize business impact by 

discovering and disrupting 

threats earlyExtends visibility, supports 

regulatory and business 

compliance and 

requirements

Protection of web 

application with 

cyberattack 

detection and 

compliance 

reporting 

Identify and 

manage key 

risks to 

minimize the 

overall 

exposure

Security across

the entire software 

development lifecycle

Advanced analytics, 

threat intel, and 

validation by skilled 

security analyst

Managed SIEM 

with detection of 

cyberattacks, 

business and 

compliance 

reporting and 

dashboards

Offload the 

operational 

tasks to 

optimize the 

utilization of 

your security 

assets

Extends your 

security team  and 

provides tailored resolutions 

for your security deployments

NTT’s 

Managed

Security

Service

Portfolio
24/7

SOC
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MSS for all your domains
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ComplianceDetection/Response Manage

• SASE – Detection and policy mgmt for branch offices, mobile and remote users

• Support for O365 and Web security for internet gateway
Cloud

• Cyber Threat Sensor – Analyze network traffic

• Broad vendor coverage - DNS, Firewalls, IDS/IPS, Proxy, Sandbox, Server
Network

• MDR with fast isolation of compromised endpoints

• Compliance and security best practice reporting
Endpoint

• WhiteHat Application Security Platform with integrated secure development, security testing and 

continuous monitoring
Application

• Detection of attacks in OT networks

• Lateral movement identification cross IT/OT
OT
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Microsoft Identity and Access Management

Strengthening Zero Trust defenses with Azure AD

20
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Reference Customer Need
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Prevent data breach, damage and disruption by verifying User and Device 

identity, determining level of trust and controlling access to all applications 

and systems with Microsoft Identity and Access Management.

SaaS

Applications

Cloud-based 

security and 

services

On-premises 

security

Multi-Factor 

Authentication

Device

Device

On-premises Identity 
Provider (IdP)/Directory

Privileged Access/Account 
Management solutions

Single Sign-on

Privileged Access 

Workstations (PAWs)
Adaptive policy

Least-privileged 

Access

Role-based 

Access Control

Service Provider (SP)

Cloud-based Identity 
Provider (IdP)

Context

Zero Trust

Digital Identity

Security Controls

• IAM - Identity and Access 

Management

• SSO - Single Sign On

• MFA - Multi-factor 

Authentication

• PAM - Privileged Access 

Management

Internet

Enterprise 

Network
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Reference Customer Need
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We help you to define an Identity and Access Management strategy and to 

create an identity solution that works for all your users, apps, and devices. 

Protect access to 

resources and data 

using strong 

authentication and 

risk-based adaptive 

access policies 

without compromising 

user experience.

Provide an easy, fast 

sign-in experience to 

keep users productive, 

reduce time managing 

passwords, and 

increase end-user 

productivity. 

Manage all identities 

and access to all apps 

in a central location to 

improve visibility and 

control.

Permit access to 

resources based on 

role and context. 

Using context in the 

decision to grant 

access and the level of 

access.

Control access to 

apps and data for all 

users and admins 

efficiently with 

automated identity 

governance to ensure 

only authorized users 

have access.
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Microsoft Threat Protection

Benefit from a fully integrated end-to-end solution 

that is secured by Zero Trust
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Reference Customer Need
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Increase the level of protection for users, access and devices with Microsoft Threat Protection

MFA

Conditional Access

Azure AD Identity Protection

Microsoft 

Defender for 

Identity

On-premises

Identity
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Reference Customer Need
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We support you with a Proof of Value (PoV) and we help you to deploy 

an end-to-end Threat Protection.

Foundational 

protection against 

compromised 

identities and devices.  

Protection of on-

premises and cloud 

infrastructure by 

identifying, detecting 

and investigating 

advanced threats, 

compromised 

identities, and 

malicious insider 

actions directed at 

organizations.

Safeguard against 

malicious threats 

posed by email 

messages, links 

(URLs), and 

collaboration tools.

Using the endpoint 

protection platform to 

prevent, detect, 

investigate, and 

respond to advanced 

threats.

Enable Cloud App 

Security for 

discovery, 

investigation, and 

governance. 



2021 © NTT ‘All Rights Reserved’ 26

Microsoft Information Protection

Protect sensitive data and manage insider risks with intelligence
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Prevent data breach, damage and disruption with Microsoft Information Protection by 

protecting it though a process of classifying Data, gaining visibility and implementing 

controls. Ensure encryption for all Data in-motion, at-rest and in-use.

Monitoring

Secure Collaboration within 

Organization

Secure Collaboration with 

Partners and Customers

• Baseline Protection

• Policy fine-tuning

• Controls rollout

• Data Discovery

• Requirements, policy and 

business workflow definition

• Incident Management

Continue monitoring

• Business Case

• Data Flow Analysis

• Data Classification
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Reference Customer Need
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We help you to define a Data Security Strategy, discover your Data, define DLP 

requirements and implement the right controls across people, process and technology 

with Microsoft Information Protection.

Detection of sensitive 

content as it is used 

and shared 

throughout the 

organization, in the 

cloud and on devices, 

and prevention of 

accidental data loss.

Management of 

content lifecycle using 

solutions to import, 

store, and classify 

business-critical data 

to keep what you need 

and delete what you 

don't.

Discovering, 

classifying, and 

protecting sensitive 

and business-critical 

content throughout its 

lifecycle across the 

organization.

Automate and simplify 

the retention schedule 

for regulatory, legal, 

and business-critical 

records by using 

intelligent classification.

Detection of risky 

activities across the 

organization for 

quickly identification, 

investigation, to take 

action on insider 

risks and threats.
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Cloud Security and SOC Services

Expanding Security capabilities to Azure

Details can be taken from the offering “Cloud Security 360°”
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Why choose NTT Ltd.?
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We’re focused on your business outcomes as we help you to create an 

intelligence-driven security posture across your digital business together with Microsoft.

We can help
you from wherever 

you are on your 
cybersecurity journey.

We provide the 
security skills and 
expertise you need.

We can support your 
global footprint and 
regional presence.

We share our extensive 
cross-technology 

expertise to ensure your 
digital solutions 

are secure by design.

We provide the industry, 
regional and global 
insights through our 

research and experience 
with more than 4000 clients.

We partner with all of 
the leading security 

technology providers.

We invest in 
security capabilities
you need now and in 

the future. 

We offer advanced threat 
intelligence capabilities 

to help you make informed 
risk-management 

decisions. 
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Why choose NTT Ltd.?
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We’re focused on your business outcomes as we help you to create an 

intelligence-driven security posture across your digital business.

We can help you wherever 

you are on your 

cybersecurity journey.

We offer the full lifecycle of 

security services from consulting, 

to technical and support and 

managed security services. 

We provide the security skills 

and expertise you need.

We have over 2,000 cybersecurity 

employees around the world dedicated to 

securing our clients, who are certified 

across multiple vendors, technologies, 

and industry standards.

We can support your 

global footprint and 

regional presence.

We operate in 57 countries around the world, 

offer in-country support services and have 

local language capabilities.

We share our extensive cross-technology expertise to 

ensure your digital solutions are secure by design.

Our experts can embed security across your network, data center, 

applications, clouds to ensure you are secure as you digitally transform.

We provide the industry, regional and global insights 

through our research and experience with more than 

4,000 clients.

Through our Global Threat Intelligence Center, Cybersecurity Advisory 

Benchmarking and experience in serving more than 4000 security clients 

around the world, across multiple industries.

We give you access to 

leading security technology 

providers to reduce time to 

implement and speed-up 

co-innovation.

We have global partnership agreements 

with leading technology providers mean 

that you get off-the-shelf access to the 

cybersecurity technology you need 

rather than having to scout, evaluate, 

and integrate them all yourself. 

We continually assess, select, and pre-

integrate partner technology into our 

managed security services platform.

We invest in security capabilities you 

need now and in the future. 

• We have 7 R&D centers around the world and 

have invested 100M USD in cybersecurity R&D.

• We develop our own IP to address market gaps 

and client security needs. 

We offer advanced threat intelligence 

capabilities to help you make informed risk-

management decisions.

• We have 6 Security Operation Centers around the world, analyzing 

billions of logs each day to help you find the needle in the haystack. 

• Our visibility of vast amounts of cross/net flow data allows us to 

see attacks as they are being stood up to advise clients on 

proactive defense. 

• We have insight via global, proprietary honeypots to capture 

advanced malware and attacks, including those for IoT and 

web applications.

• We combine our vast data sources, human expertise and proprietary 

threat intelligence capabilities for advanced threat detection analysis 

that is 99% accurate. 
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