
At a glance

GTM Cybersecurity

Microsoft 365 Security 360°
Secure by Design with Zero Trust

Security Consulting Services
Secure by design based on Zero Trust 
with our M365 Express Checks and 
Cybersecurity Advisory engangements to 
accelerate Security & Compliance.

NTT provides services that cover the 
entire lifecycle  of security to help your 
organization to visualize and execute 
successful security programs.

We examine and test your controls, 
policies and processes to identify 
cybersecurity vulnerabilities, and provide 
them an action plan to improve your 
security posture.

We assess your security posture, identify 
gaps, and recommend improvements 
and a priorized roadmap to ensure your 
security architecture is ‘secure by design’ 
and aligned to your business needs. 

Managed Security Services
Monitoring, managing, supporting and 
optimizing your security posture to detect 
and respond to the latest threats.

Detection of cyber-attacks incorporating 
advanced analytics, comprehensive threat 
intelligence and validation by skilled 
security analysts.

Security monitoring and log analytics that 
extends visibility, supports compliance 
and regulatory requirements as well as 
reduces the overall risk and exposure.

Our service package is completed by 
Managed Security Services with the 
following services:

•	 Threat Detection
•	 Managed Detection and Response
•	 Enterprise Security Monitoring
•	 Vulnerability Management
NTT has the capabilities to manage 
Microsoft solutions 24/7 as MSS in our 
six global SOCs.​

Technical and Support 
Services
Implement and support with our 
Technical and Support Services to 
architect, source, implement and 
maintain Microsoft security controls.

We develop detailed designs, and we  
deploy and optimize Microsoft tools 
and Zero Trust controls for your 
organization`s particular cybersecurity 
needs.

Our technological focus in terms of 
design and deployment covers the 
following areas:

•	 Identity & Access Management
•	 Threat Protection
•	 Information Protection 

“Secure by Design” “Seamless deployment” “Operation and Threat Hunting”
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About our solution 
Our Microsoft 365 Security 360° offering 
provides a modern security framework 
across identities, devices, apps, access 
and data based on Zero Trust, enabling 
employees to work securely from 
wherever they choose and however they 
desire. 

We enable our clients by helping them to:

•	 Identify and authenticate ​employees, 
users and customers seamlessly.

•	 Protect devices and the systems people 
and devices access.

•	 Understand who has access to what 
data, applications and systems, when 
and why.

•	 Providing the tools that help them to 
share​ data and information securely.​

•	 Meet governance, risk and compliance 
obligations.

Why Microsoft and NTT?        
As NTT Ltd., our Security division has 
expertise across the services

and security technology that are needed 
to support your optimal security posture.

We have a deep understanding 
of Microsoft business and digital 
transformation projects, where we craft 
unique solutions to improve our clients` 
business performance.

All combined, we are able to deliver 
Microsoft solutions that have security 
embedded, so you can be secure by 
design.

We’re focused on our clients` business 
outcomes as we help them to create 
an intelligence-driven security posture 
across their digital business.

This is driven by our secure by design 
approach which has 5 key pillars:

1. We’ll work with you to ensure security 
is a key tenant of a business’ overall 
business strategy.

2. We’ll create a security strategy aligned 
to what the business’ risk-tolerance is, 
and in line with what the business wants 
and needs to achieve.

3. Our experts will help to design and 
build an intelligence-driven cybersecurity 
posture.

4. We’ll help to build-in, rather than 
bolt-on security to digital programs, 
be it your network, data center, cloud, 
employee or customer experience digital 
transformation initiatives.

5. We design an integrated security 
architecture that enables businesses to 
be agile in the face of a changing threat 
landscape and technology ecosystem.
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We can advise you on the security capabilities that will help you identify, protect, 
manage, respond and recover and deliver as a managed security service.

Threat intelligence

https://hello.global.ntt/de-de/
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What baseline controls and services are covered by NTT? 
Based on the principles and requirements defined in our workshops, there are some 
things you need to consider and do in order to secure the workplace. Tasks of 
Defending, Protecting, Preventing, Detecting, Monitoring, Controlling, Restricting, 
Enforcing, Analysing  and Managing must fit together.

Our solution ensures your users can work from wherever the desire, however their 
desire and from whatever device they choose., while addressing the broader business 
and security requirements. It brings together security across your users, devices, 
access and information. And addresses compliance requirements of your business.

We give you an overview of the baseline and recommended security controls how 
NTT sees the Intelligent Workplace. This is based on our analysis of the technology, 
solutions, threat models and risks. demonstrates a client’s workplace ecosystem 
in the form of a network diagram, what needs to be achieved and the key security 
considerations in terms of security across each area. It is aligned to the security 
controls.

Together we do 
great things

Baseline controls and services for Microsoft solutions
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Intelligent Workplace: Security controls and services
For Microsoft Workplace and Cloud solutions

SaaS
• Microsoft 365
• Microsoft Defender for Office 365
• Microsoft Cloud App Security
• Azure Information Protection
• Information Protection & Governance
• Insider Risk Management

Endpoints 
• Microsoft Defender for Endpoints
• Windows Defender AV
• AppLocker
• BitLocker
• Microsoft Endpoint Manager
- Intune MDM/MAM
- Microsoft Endpoint Configuration

Manager

Operations
• Azure Sentinal

Cloud-based Security
• Azure Security Center
• Azure Web Application Firewall 
• 3rd Party Security Appliances in Azure

DC / IaaS
• Azure Firewall
• Windows Server
• Azure DDoS Prevention
• Firewall / NGFW / UTM / Segmentation
• Azure VPN Gateway
• Network IDPS

Identity and Access
• Azure Active Directory
• Azure AD Identity Protection
• Microsoft Defender for Identity
• Azure AD Multi-Factor Authentication
• Azure Conditional Access
• Azure AD PIM
• MIM / PAM
• Hello for Business

Baseline Cybersecurity Services
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Security Consulting Services (CS)

• Cloud Accelerators
- Microsoft 365 Express Security Check
- Microsoft 365 Express Compliance Check

• Cybersecurity Advisory (CA)
- Digital Workplaces
- Identity & Access Management
- Threat Intelligence
- Microsoft 365
- Hybrid IT
- Governance, Risk & Compliance

• Security Architecture & Design Services

Managed Security Services (MSS)

• Enterprise Security Monitoring (ESM)
• Threat Detection (TD)
• Managed Threat Detection and Response (MDR)
• Vulnerability Management (VM)
• Security Device Management

Security Consulting Services (CS)
•	 Cloud Accelerators

•	 Microsoft 365 Express Security Check
•	 Microsoft 365 Express Compliance Check

•	 Cybersecurity Advisory (CA)
•	 Digital Workplaces
•	 Identity & Access Management
•	 Threat Intelligence
•	 Microsoft 365
•	 Hybrid IT
•	 Governance, Risk & Compliance

•	 Security Architecture & Design Services

Managed Security Services (MSS)
•	 Enterprise Security Monitoring (ESM)
•	 Threat Detection (TD)
•	 Managed Threat Detection and Response (MDR)
•	 Vulnerability Management (VM)
•	 Security Device Management

Baseline Cybersecurity Services
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