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CASE STUDY

MULTINATIONAL CHEMICAL COMPANY
BUILDS ONAPSIS SECURITY, QUALITY
AND COMPLIANCE CHECKS INTO SAP

CHANGE MANAGEMENT PROCESS;
ACCELERATES APPLICATION
DELIVERY AND REDUCES COSTS

Chemicals

>100k employees

worldwide; $60B revenue

CHALLENGE

Ensure compliance and security standards are enforced throughout SAP change management process; identify code and
transport issues before they can cause vulnerabilities, violations, rework or system downtime.

SOLUTION

Onapsis code and transport analysis integrates directly with SAP ChaRM and automatically checks custom code and
transports for security, compliance, quality and completeness issues before a release to the next system. With Onapsis,
the chemical company is able to build these checks into their development process, find and fix issues early, enforce
baselines and avoid system performance issues.

A large chemical company relies on SAP to support their
mission-critical applications. Maintaining and optimizing
these applications is critically important to business
operations, but the organization struggled to implement
these changes without impacting system performance or
introducing security or compliance problems. As a result,
they were encountering delays and unexpected costs due
to remediation efforts and rework.

The organization knew they had to optimize their
change management processes if they wanted to avoid
these issues and enhance application delivery. Two

key areas for improvement were custom code and
transports, which both play essential roles in SAP change
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management. Manual code reviews proved insufficient,
being both time-consuming and error-prone, while

also requiring extensive employee knowledge of best
practices. They had no reliable method for checking
transports before release; instead relying on the
assumption that they would go back and fix any issues
that arose after the fact. To solve these problems, the
chemical company sought a solution that could be built
into their existing processes to assess custom code
and transports before they were released. This way,
issues could be found and fixed early when they are
easier and less expensive to fix, and before they could
negatively impact performance, system stability, security
or compliance.
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SOLUTION:

The chemical company found their ideal solution with
Onapsis and a two-fold approach that addresses

two of the biggest threat vectors for the security and
performance of mission-critical SAP applications—custom
code and transports. With Onapsis, the organization can
automatically check their custom code and transports
before they are released throughout the application
development lifecycle.

Custom code is examined for security, compliance and
potential data loss issues, along with quality issues

that could negatively impact system performance,
maintainability and robustness. Transports are inspected
for content that could introduce security or compliance
risks (e.g., importing users or roles, configuration
changes), but also for completeness and consistency to
avoid import errors, downgrades or performance issues.
Analysis results and solution guidance are presented
directly within the SAP ChaRM Ul, allowing for prompt
remediation. By building Onapsis code and transport
analysis into their development lifecycle, the chemical
company is able to avoid system performance issues and
security or compliance violations, while also allowing their
developers to be more efficient and avoid rework.

SOLUTION REQUIREMENTS
+ Integration with existing change management
processes (SAP ChaRM) to facilitate use by developers
and limit disruption to existing workflows

+ Ability to check custom code and transports against
company security and compliance standards (e.g.,
good manufacturing practice [GMP] guidelines)

+ Remove reliance on manual code reviews, which are
time-consuming and subject to human error

+ Minimize rework and system disruption associated
with bad transports or import errors

ABOUT ONAPSIS

Onapsis protects the applications that run the global economy by delivering a next-generation business application
platform providing actionable insight, change assurance, automated governance and continuous monitoring. Onapsis
empowers organizations to modernize business-critical SAP and Oracle E-Business Suite ERP systems, while keeping them

protected and compliant. For more information, visit www.onapsis.com.

ONAPSIS HELPS US ADDRESS TWO OF THE BIGGEST
TROUBLE AREAS IN OUR CHANGE MANAGEMENT
PROCESSES—CUSTOM CODE AND TRANSPORTS. A
THIRD-PARTY SOLUTION FOR ANALYZING THESE THAT
INTEGRATES INTO SAP CHARM ALLOWS US TO GET THINGS
RIGHT THE FIRST TIME AND AVOID COSTLY REWORK AND
MANUAL ANALYSES. WITH ONAPSIS, WE CAN BE MORE
CONFIDENT THAT THE CHANGES WE'RE MAKING AREN'T
GOING TO CAUSE DISRUPTIONS OR PERFORMANCE ISSUES
AND ADDRESS SECURITY AND COMPLIANCE AT THE SAME
TIME. IT'S A WIN FOR EVERYONE.

SECURITY ARCHITECTURE MANAGER
Multinational Chemical Company

RESULTS:

* Optimized Change Management Processes: Insight
into code and transport impact and the ability to
remediate issues before release helps avoid costly and
resource-intensive rework and import errors

Improved Code Quality: Onapsis checks against

hundreds of test cases to identify insecure coding, bad
quality or slow code, without relying on manual review
or requiring internal expertise on coding best practices

Accelerate Application Delivery and Reduced
Remediation Costs: Code and transport issues
are discovered early when they are easier to fix
and actionable solution guidance allows for prompt
remediation

Enforced Security and Compliance Baselines:
Custom code and transports are automatically
checked for issues that could introduce vulnerabilities
and configuration or authorization changes that would
violate company policy, including good manufacturing
process (GMP) guidelines

Enabled DevSecOps: The organization was able
to seamlessly integrate security, compliance, and
performance checks into the existing application
development lifecycle
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https://www.onapsis.com/

