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Paramount Identity360 is a consulting & deployment service with Zero Trust approach using solutions that

will provide secure access to everything for everyone, by providing identity and access management, Cloud
infrastructure entitlement management (CIEM) and ldentity verification powered by Microsoft 365 & Entra

solutions suite.
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Increasing Cyber attacks
Over high privilege
Identities & Permission
visibility is a Challenge

N today's disruptive technologies customers' challenge is to
Mmanage identities & permission visibility hosted in a multi-
cloud environment. Paramount ldentity3c60 solution
simplifies and overcomes this challenge.

CHALLENGES IDEAL SOLUTION DESIRED OUTCOMES

Complexity of Identity > Secure adaptive access using > Seamless user experience
Security. Azure AD Premium Connect across the Cloud
platforms using single IAM
solution

Poor visibility of High » Unified Identity Management
privileged accounts with Azure AD IAM

> Protect & Govern identities

Permission Creep over time > Entitlement Management for
workloads using Microsoft » Minimize risks for cloud
Entra permission management access
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Paramount Identity360 brief

Paramount's ldentity3c0 is a comprehensive service that
covers full identity and access management with strong
authentication, SSO, Password less, risk-based access,
continuous access monitoring, access governance and
remediates permissions across the multi-Cloud. Microsoft
Entra has bolstered its security portfolio with the Azure
Active Directory Premium & Entra Permissions Management
suite offering Cloud Infrastructure Entitlement Management
(CIEM) solution that enhances the ability to enforce least L —
orivilege access across multiple clouds.

GCranular Visibility | Entitlement Management | Integration Benefit
_— - - e : . : : —_—)
A unified model 1o manage Zero Tt secutty o mplertent
oermissions of any identity L P! 9 . t|me.V|S|b|I|ty to manage
Seross any cloud entire infrastructure using Multi-Cloud Infrastructure
y cloud. . T .
Microsoft Entra Permissions meet compliance

Management. requirements..




Paramount Identity360
Powered by Microsoft Entra

Paramount is a leading cyber security company partnering with Microsoft providing an extensive Zero Trust
security model. Paramount Identity360 offers identity security solution for strengthening overall security.

Azure AD Safeguards your organization with an identity and access management solution that connects people to their
apps, devices, and data with a zero-trust security approach.

Entra permission Management Discover, remediate, and monitor permission risks across your multi-cloud infrastructure
with a cloud infrastructure entitlemnent management (CIEM) solution

Entra Verified ID create, issue, and verify privacy-respecting decentralized identity credentials with an identity
verification solution that helps you enable more secure interactions with anyone or anything.

, Secure & verify every
|dentity Qc?verngnce & Permission Visibility |dentity
Administration

Entra is a purely cloud-native Effectiyely ;ecgrely monitorihg
|[dentity protection & Govern solution that provides deep every identity including

access permissions across the visibility into permissions employees, customers,
identity, cloud apps, periodic assigned to all identities and partners, apps, devices, and

access reviews & RBAC to resources across multiple work|oads across every
control. clouds. environment



|AM Standard Plan - 8 weeks

v' Strong Authentication — Single sign-on (SS0O), Office 365 & Line of

business applications MFA integration (up to 10 applications)

v' Authorization Policy — RBAC & Conditional Access fine-grained

Paramount Offerings

. policies.
|dentity360
| AM PI an 1 v Azure AD password protection — Protecting against password sprays,
Brute force attacks & Compromised password
v Self-service password reset — Reset, change & unlock for cloud '
|ldentities.

v Azure AD application proxy — Enabling strong authentication (MFA) for ,
on-premises traditional applications (up to 10 apps) /

(s surning 'Uaf{uz( ’




|AM Advanced Plan — 16 weeks
(Includes Standard)

v" Cloud Authentication — ADFS Federated authentication transition to
Password Hash Sync & Passthrough Authentication

Paramount Offerings
|dentity360

v' Password less Authentication — Zero trust approach deployment Windows
Hello for Business, FIDO2, Microsoft Authenticator

|AM Pla n2 v Modern Authentication — Migrating traditional authentication to Modern
Authentication assessment

v Enterprise application — Supporting SAML 2.0 integration\Migration up to
10 applications '

v Azure App registration — Supporting application registration &
microservice integration with Oauth\OpenlID for up to 10 applications. ,

(s surning 'Uaf{uz( ’




|AM Premium Plan - 20 weeks
(Includes Advanced plan)

v’ |dentity protection — Azure ML sensor scans detect & senses
Vulnerability & Risky account detection, Risk events

investigation by anomalous sign-in, and Enforces risk-based

Paramount Offerings

|dentity360 conditional access policies.
|AM Plan3 v ldentity Governance — Access certification & reviews,

Entitlement Management

v Privilege Identity Management (PIM) - just-in-time access |

approval automation workflow process. ,

f v ldentity protection — Risk event analytics with SIEM /
(s seing Valeee
Integrations
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CIEM Standard — 8 weeks

(Cloud Infrastructure Entitlement Management)

v Cloud Identity and Resource Authorization Risk Assessment (Multi

: cloud)
Paramount Offerings
Identlty3 60 v Strength, Weakness, Opportunity, Threat(SWOT) Analysis
CIEM Plan P1 v' Guidelines through Risk Assessment findings
v Security and Compliance Controls Assessment
v Integration strategy & Plan with Access Control, Privileged Access
Management(PAM) and ldentity Governance and I
Administration(IGA) Solutions /
(@souring ’Ua&w( /
o




CIEM — Advanced - 16 weeks

(Cloud Infrastructure Entitlement Management)
Includes Standard Plan Benefits

: v : : : -
Pa ramou nt Offe q ngs Installation and configuration of Entra Permission Management

I d e nt|ty3 60 v Use Case definition & Policy Framework
Cl E M P I an 2 v' Integration with Authentication, Privileged Identity Management (PIM)/PAM,

IGA (Identity Governance) solutions

v Implementation Permission right-sizing

v Integration strategy and Plan of Record(POR) with IT Service ,
Management(ITSM), Security Information and Event
Management(SIEM)/Security Orchestration Automated Response(SOAR) /

solution
(s swing ’Ua&m( /
4

v' Define Anomaly Detection and Remediation




CIEM = Premium - 20 weeks

(Cloud Infrastructure Entitlement Management)

Includes Advanced Plan Benefits

: / . . ,
Paramount Offerl ngs Integration with ITSM, SEIM/SOAR solutions

|dent|ty36() v Implement Anomaly Detection and Remediation
EPM Plan 3 v' Define Responsibility Model

v Enhance & Optimize Permission Management Business Rules and

Workflows
v Define Infrastructure Custom Security and Compliance Controls ,

( v Automation enablement for permission management. /
(Woswing Value

V4
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Verified |ID — Advanced

v Verified ID Domain Registration

v Faster Remote Onboarding - Validate identity information for
Pa ramount Offe I"i ngs trustworthy self-service enrollment and reduced time-to-hire.

: v Verify access - Quickly verify an individual's credentials and
Identlty360 status to grant least-privilege access with confidence.

DI D " Plan 2 v Verifiable credentials — APl integration with apps hosted in on-
prem or any third-party cloud.

v Integration with Open standards

v Digital wallet automation process & procedure

('E_l"',j. swing ’Uaf{{eﬁ /




o
Paramount trusted
Cyber-Security

solution provider

 Call for more information: +971 43918600
* Ask a question via email: sales@paramountassure.com

* Learn more: https://www.paramountassure.com
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