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Security Issue #1

of Data breaches…
involve weak, default, or stolen passwords.

90%



Solution #1 SMS-based Multi-Factor Authentication (MFA)

SMS MFA will prevent 99% of Account Takeovers
-Source: Microsoft  

Nation-state APT Threat Actors are 24% successful against SMS 
Common Techniques: SIM-Card Swap, Phone # Porting, MITM, 
Social Engineering, and more…

Payment Card Industry (PCI): Does not recommend SMS for 2FA

NIST 800-63: SMS is prohibited for 2FA

SMS is enabled by default in Office 365
Patriot recommendation: Disable SMS MFA

https://account.activedirectory.windowsazure.com/usermanagement/mfasettings.aspx

https://account.activedirectory.windowsazure.com/usermanagement/mfasettings.aspx


Solution #2 Authenticator Apps for Multi-Factor Authentication

Microsoft Authenticator App for iOS or Android

3rd party Authenticator Apps are supported

Advantages of MSFT: (1) Password-less (1) SSPR built into Mobile App

Benefits: (1) Immune to SIM Swap/Phone Port (2) Eliminate Mobile VPN

Weakness: Man-In-The-Middle Proxy Attacks



Threat: Man-In-The-Middle (MFA Bypass)



Hardware or Software One-Time Passcodes (OATH) Tokens  (Approx ~$20 each)

Benefits: Best fit for users who refuse to install apps on their personal phones

100% Cloud with No Server Infrastructure Required

Weakness: Man-In-The-Middle Proxy Attacks

Available from multiple manufacturers:
- DEEPNET (England), Token2 (Switzerland), Yubico (USA)

Solution #3 Hardware tokens (typically for BYOD)



Block all authentication unless it originates from trusted IP networks

Requirement: All Remote users must connect to VPN

Cons: 
(1) Not effective for Mobile Devices without ‘Always-on VPN on Mobile’
(2) Not the best user experience to require VPN
(3) Not a ‘Zero Trust’
(4) Not practical for 100% cloud environments 

Solution #4 “IP Fencing”



Solution #3 Device Authentication (Option 1: Intune)

Only allow devices to authenticate if:

1. They are known corporate or personal 
devices

2. They are healthy and compliant with 
policies

Benefits: 
• Blocks man-in-the-middle attacks
• True Zero Trust



Block or Restrict Personal Windows Computers

Requires traditional on-premises Active Directory

Cons: (1)  Not available for 100% cloud environments
(2) Not available for Mac OSX

Solution #4 Device Authentication (Option 2: Verify Domain Join)



Solution #5:  U2F Origin Binding





Managed device : Domain joined PC, allowed mobile devices on Intune.
Unmanaged device : Workgroup PC, mobile devices that are not compliant.



Zero Trust Access Control

Conditional Access App Control

https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://www.microsoft.com/en-us/WindowsForBusiness/windows-atp
https://www.microsoft.com/en-us/cloud-platform/microsoft-intune
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-identity-verification
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/


Local Administrator Password Solution (LAPS)

• When the local administrator account has 
been compromised, attackers can move 
laterally through the network.

• They can move onto workstations where 
privileged users such as Domain Admins are 
logging in and install keystroke loggers or 
credential stealers to escalate privilege  

• LAPS is a free solution that can randomize 
local admin passwords to prevent this 
lateral movement.

Ignite 2018 Announcement:  LAPS support 
added for Azure AD joined devices. 



Azure AD Password Protection
Custom Banned Password Lists



Azure AD Password Protection
Custom Banned Password Lists

User will see this message:

“Unfortunately, your password contains a 

word, phrase, or pattern that makes your 

password easily guessable. Please try 

again with a different password”



CLOUD-POWERED PROTECTION

Risk severity calculation

Remediation recommendations

Risk-based conditional access automatically 
protects against suspicious logins and 
compromised credentials

Gain insights from a consolidated view of 
machine learning based threat detection

Leaked 
credentials

Infected 
devices Impossible 

Travel Risk-based 

policies

MFA Challenge 
Risky Logins

Block attacks

Change bad 
credentials

Machine-Learning  Engine

Brute force 
attacks

Anonymous IP
(Tor/NordVPN)

NIST 800-63b









Attack Simulator



Security Issue #2

Spear Phishing

91% of successful data breaches started with a 

spear-phishing attack [Source: Trend Micro]

92% of malware is delivered by email 

[Source: Verizon]





Protect SharePoint, OneDrive and Teams

Defender for Endpoint



From: Real CEO’s Full Name
Sent: Monday, March 21, 2016 9:53 AM
To: (Unsuspecting End-User – Probably in Accounting 
Department) <AccountingClerk@contoso.com>
Subject: RE: Invoice Payment

Jane,
I need you to process an urgent payment, which needs to go 
out today as a same value day payment. Let me know when 
you are set to proceed, so i can have the account information 
forwarded to you once received.
Awaiting your response.
Regards
Thanks. Hidden Header Records:

Reply-To: <reply_r@aol.com> (Attacker’s address)

Mail-Reply-To: reply_r@aol.com (Attacker’s address)



Domain-based Message Authentication, Reporting & Conformance” 
– RFC 7489 (3/18/2015)

Put Simply: it’s a DNS ‘TXT’ record that 
tells email gateways to reject emails 
that did not originate from authorized 
senders

Sample DMARC TXT Record in External DNS Zone: contoso.com

"v=DMARC1; p=reject; rua=mailto:dmarcagg@contoso.com“



From: “Jack Johnson” <jack.johnson@contoso.com>
Sent: Monday, March 21, 2016 9:53 AM
To: (Unsuspecting End-User – Probably in Accounting Department) 
<AccountingClerk@contoso.com>
Subject: RE: Invoice Payment

RFC 5322.From Protected by DMARC 

Key Point: 
Sender Policy Framework (SPF) protects the RFC 5321.MailFrom Field
DMARC protects against the RFC 5322.From field (Display Address)



Anti-phishing detects slight changes in domains you own

0

Anti-impersonation detects identical names in the from field 



From: “Jack Johnson” <jack.johnson@conttoso.com>
Sent: Monday, March 21, 2016 9:53 AM
To: (Unsuspecting End-User – Probably in Accounting Department) 
<AccountingClerk@contoso.com>
Subject: RE: Invoice Payment

Misspelled domain name detected by Anti-Impersonation

Key Points: 

• DMARC only helps when you own the domain being spoofed. It can’t help you when the attacker buys
a misspelled domain name. That is why you need anti-impersonation, part of the Anti-Phish policy.

• Anti-Impersonation helps because attackers are aware of DMARC and are trying to evade it. 

Display protected by Anti-Impersonation



After a potentially malicious URL click is detected in email, automated playbooks will launch investigations.

They're based on input from Security Operations and Incident Response teams, including those who help defend 
Microsoft and our customers assets. 

How it works: 
• User-reported phish message from the Outlook Add-in “Report Phish” 

• Admin views correlation with other threats and is presented with 

recommended actions

• Admin purges emails (no PowerShell required)



Simulates phishing attacks, available in Threat Intelligence license or E5 license



Security Issue #3

Attackers target global admins

Privileged 

Accounts



CLOUD-POWERED PROTECTION

Discover, restrict, and monitor privileged identities

Enforce on-demand, just-in-time administrative access when needed

Provides more visibility through alerts, audit reports and access reviews

Global 
Administrator

Billing 
Administrator

Exchange 
Administrator

User 
Administrator

Password 
Administrator



Security Issue #4

Enable 

Single Sign-On 

(SSO)



Single sign-on to any application

Web apps & Desktop apps

(Azure Active Directory 
Application Proxy)

In house developed

apps
SaaS apps 

OTHER DIRECTORIES

3000+ pre-integrated popular 

SaaS apps and self-service integration via 

templates 

Connect and sync on-premises directories 

with Azure

Easily publish on-premises web apps via 

Application Proxy + custom apps

Microsoft Azure Active 
Directory



Access all your applications
Universal SSO is now free (4/30/2020)



ADFS to Azure AD App Migration Tool

1. Collect app configurations from ADFS

2. Analyze app configurations 

3. Report migration feasibility



Security Issue #5

Enable 

Work from 

Home 

Securely



Without compromising Security

- Harden the top 10 security settings in Teams
- Reduce Compliance risk through Teams DLP
- Configure Retention Policies 
- Understand Governance and External Sharing
- Implement MFA to prevent unauthorized access
- Microsoft Information Protection to prevent data leakage
- Deploy AAD App Proxy to reduce load on VPN



1. Data Loss Prevention

2. Retention 

3. External Sharing

4. Conditional Access (MFA)

5. Encryption (Prevent data leakage with Information Protection)

6. Group Creation (self-service or restricted)

7. 3rd party cloud storage 

8. 3rd party app integration

9. Auditing

10. Guest Access



by Patriot Consulting 

Offer

Patriot SecureAudit365 for Teams 

• Harden over 100 Teams Security Settings

• Reduce Compliance risk through Teams DLP

• Configure Retention Policies 

• Governance and External Sharing

• Network Optimization Best Practices 

• Prevent unauthorized access with MFA

• Prevent data leakage with Information Protection

• Adoption and Rollout guidance 

• Training Videos and Quick Start Guides



Security Issue #6

Shadow IT



Discover Shadow IT

Sanctioned

“Cloud App Security”

Automatic 

Firewall Log Upload

Generate a Block 

Script for your firewall

Manual Firewall Log Upload



Can you spot the problem?

App connectors

Cloud discovery
Protected

Cloud apps

Cloud 
traffic

Cloud 
traffic logs

Firewalls

Proxies

Your organization from any location

API

Cloud App Security



Did you know you had that much 

data being sent to Iran??

App connectors

Cloud discovery
Protected

Cloud apps

Cloud 
traffic Egress 

Network 
Traffic

Firewalls

Proxies

Your organization from any location

API

Cloud App Security

Windows Defender ATP



Web content filtering 
Track and block access to websites 
based on content categories

Cloud App Policy

PolicyFirewall

Cloud App Security

Defender for Endpoint
Network Protection or Smart Screen

Web Content Filter

Defender ATP Portal

Shadow IT App Blocking 
Using MCAS Discovery, block
unsanctioned SaaS Apps



Barracuda - Web App Firewall (W3C)

Blue Coat Proxy SG - Access log (W3C)

Check Point

Cisco IronPort WSA

Cisco ScanSafe

Cisco Meraki – URLs log

Clavister NGFW (Syslog)

Dell Sonicwall

Juniper SRX

Juniper SSG

McAfee Secure Web Gateway

Microsoft Forefront Threat Management Gateway (W3C)

Sophos SG

Sophos Cyberoam

Squid (Common)

Squid (Native)

Websense Web Security Solutions - Investigative (CSV/CEF)

Zscaler



Block on upload or download: You can block the upload or download of sensitive documents. For example, on 

unmanaged devices.

Protect on download: Instead of blocking the download of sensitive documents, you can require documents to be 

protected via encryption on download. This ensures that the document is protected, and user access is 

authenticated, if the data is downloaded to an untrusted device.

Monitor low-trust user sessions: Risky users are monitored when they sign into apps and their actions are logged 

from within the session. You can investigate and analyze user behavior to understand where, and under what 

conditions, session policies should be applied in the future.

Block access: You can completely block access to specific apps for users coming from unmanaged devices or from 

non-corporate networks. For example: Block if you are not domain joined, or not Intune managed, or if you do not 

have a client certificate.

Create read-only mode: By monitoring and blocking custom in-app activities you can create a read-only mode to 

specific apps for specific users.

Restrict user sessions from non-corporate networks: Users accessing a protected app from a location that is not 

part of your corporate network, are allowed restricted access and the download of sensitive materials is blocked or 

protected.

Block Copy/Paste or Print

Block PII data (even passwords) are not sent in Slack, Facebook for Work, or Teams

_________________________________________

ALL SaaS apps are supported







Security Issue #7

Detecting 

Intrusions

200 days. That’s the average time an attacker goes 

undetected. 

There are two kinds of companies: 

• Those that have been hacked…

• And those that don’t know that they have been hacked!



Gain enhanced visibility and 

context into your Office 365 

usage and shadow IT – no 

agents required.

Identify high-risk and abnormal 

usage, security incidents, 

and threats

Shape your Office 365 

environment with granular 

security controls and policies



Unusual file share activity

Unusual file download

Unusual file deletion activity

Ransomware activity

Data exfiltration to unsanctioned apps

Activity by a terminated employee

Indicators of a 

compromised session

Malicious use of

an end-user account

Malware implanted in cloud apps

Malicious OAuth application

Multiple failed login attempts to app

Suspicious inbox rules (delete, forward)

Threat delivery 

and persistence

!

!

!

Unusual impersonated activity

Unusual administrative activity

Unusual multiple delete VM activity

Malicious use of

a privileged user

Activity from suspicious IP addresses

Activity from anonymous IP addresses

Activity from an infrequent country

Impossible travel between sessions

Logon attempt from a suspicious user agent



Sample Anomaly Alert

Microsoft Defender ATP

Force AV Scan or Isolate Machine

Suspend User Account



How do we detect breaches 
in on-premises Active Directory?



No Server Infrastructure Required 

Only a Lightweight Agent on DC’s 

All behavioral data is stored in Azure

Tight integration with MCAS & Defender for Endpoint

A behavioral and signature-based IDS agent for AD Domain Controllers

DETECT ATTACKS BEFORE THEY CAUSE DAMAGE

Behavioral 

Analytics

Detection of advanced 

attacks and security risks

Advanced Threat 

Detection



Abnormal resource access 

Account enumeration 

Net Session enumeration

DNS enumeration

SAM-R Enumeration

Brute force using NTLM, Kerberos, or LDAP 

Sensitive accounts exposed in plain text authentication 

Service accounts exposed in plain text authentication 

Honey Token account suspicious activities 

Unusual protocol implementation

Malicious Data Protection Private Information (DPAPI) 
Request 

Abnormal VPN

Metasploit

WannaCry/Ransomware

Unsecure SID History attributes

Any admin not protected by LAPS

Abnormal authentication requests 

Abnormal resource access 

Pass-the-Ticket 

Pass-the-Hash 

Overpass-the-Hash 

Malicious service creation

NTLM Relay Attack (Exchange)

Riskiest lateral movement paths

MS14-068 exploit (Forged PAC) 

MS11-013 exploit (Silver PAC) 

Skeleton key malware

Golden ticket 

Remote execution 

Malicious replication requests

Abnormal Modification of 
Sensitive Groups

DPAPI Master Key

DCShadow

DCSync

Detection Capabilities

Reconnaissance

!

!

!

Compromised

Credential

Lateral

Movement

Privilege

Escalation

Domain

Dominance

Exfiltration

C2 or Exfil over DNS 

Exfil over SMB



Security Issue #8

Employee Exits

BYOD use case: 

How do I wipe business data from a personally 

owned mobile phone or tablet?

CYOD use case: 

Do you allow personal apps on corporate phones?

How do you prevent leaks to those personal apps?



Maximize mobile productivity and protect corporate resources 

with Office mobile apps – including multi-identity support

Extend these capabilities to your existing line-of-business 

apps using the Intune App Wrapping Tool

Enable secure viewing of content using the Managed Browser, 

PDF Viewer, AV Player, and Image Viewer apps

Managed apps

Personal appsPersonal apps

Managed apps

ITUser

Corporate 
data

Personal
data

Multi-identity policy



Security Issue #9

Advanced

Persistent

Threats (APT)
10% of viruses get by antivirus “blacklists’ 

Polymorphic worms eat up blacklists





Microsoft Defender ATP tenant

Detonation chamber for 
deep file analyses

Realtime 
detections

Custom
Threat Intelligence 

TI

Alerts

Graph 
API

Hunting

Events

Microsoft Defender 
Security Center

Actions

Office 365
ATP

Office 365
Threat Explorer

Observed 
behaviors/event

Actions

Azure ATP

Non-
Realtime 
detections

Security Infrastructure
(SIEM / Ticketing..)

Events

Azure ATP

Reporting
Security 

Analytics

Alerts

ML & Security Analytics

Custom TI Azure AD

Power BI

EDR behavioral sensors

Endpoint events from:

 

Exploit protection

Next-gen AV protection

Hardware-based 

Isolation

Attack surface reduction

Application control

Browser protection

Firewall

Windows Updates

Microsoft Defender ATP behaviors & 
events are being collected and 
surfaced into a single console: 

Microsoft Defender Security Center

All these behaviors & events 
are used for

- Visibility, Reporting
- Investigation, Hunting
- Automated investigation & response
- Event correlation, Detections
- Threat & Vulnerability management
- Signal exchange
- Security Analytics

MCASMicrosoft 
Information 
Protection

Network protection

Threat & Vulnerability 

sensors

Integrated with Microsoft Threat Protection 

Microsoft Defender for Endpoint Architecture

Threat & Vulnerability Management

AutoIR

Security & 
Compliance 

Center



















FORENSIC 

COLLECTOR

AI BASED RESPONSE 

PLAYBOOKS

RESPONSE 

ORCHSTRATION

SANDBOX

HISTORICAL 

ENDPOINT DATA

FILE/IP 

REPUTATION

o AI-based automatic investigation of alerts

o Expand an incident scope across multiple 

alerts and endpoints

o Automatic remediation actions

o Respond and resolve breaches more quickly

o Reduce the load on security operations 

team

o Bridge the skill gap

o Driven by Artificial Intelligence

RESPONSE 

ORCHASTRATOR

AUTOMATED INVESTIGATION & REMEDIATION
From alert to remediation in minutes at scale

Client

Cloud



Better Together Signal Sharing



Combined Microsoft Stack:

Maximize detection coverage throughout the attack stages

User browses 

to a website

User runs a 

program

Defender for Office Defender for Endpoint

Email / Teams / SharePoint / 

OneDrive protection

End Point protection

User receives 

an email

Opens an 

attachment

Clicks on a URL Exploitation Installation C&C channel Reconnaissance

Lateral 

Movement

Domain 

Dominance

Microsoft 365 Defender

Brute force 

an account

Defender for Identity

Identity  

protection



Problem Scenario: A PDF Attachment containing a hyperlink that points to a 
new URL designed for phishing.

Solution: Microsoft Defender ATP is the extra layer of defense





Security Issue #10

O365 Governance

Did you know the default 

values in Office 365 can lead 

to a data breach?

The default security score is 35 out of 700

Microsoft adds 120 new settings every year to M365



CLOUD-POWERED PROTECTION

Delivery of a “Governance and Hardening” Audit Report with all your tenant's security settings documented

Remediation and hardening 
recommendations along with 
guidance to implement 
recommendations

Audit of 600+ settings in Microsoft 365 

Audit report is updated quarterly with 
new settings

Includes a monthly report of new 
settings that we can help implement 
for you



Security Issue #11

Sensitive 

files being 

leaked



DOCUMENT 

TRACKING

DOCUMENT 

REVOCATION

Monitor

LABELINGCLASSIFICATION

Classification 

& labeling

ENCRYPTION

Protect

ACCESS 

CONTROL
POLICY 

ENFORCEMENT



a

DETECT SENSITIVE INFORMATION 
ON-PREMISES =AIP SCANNER
CLOUD =MCAS

CLOUD & SaaS APPS

No matter where it’s created, modified 
or shared

MCAS

AIP scanner



AIP Scanner 



Endpoint DLP

System Requirements

• Windows 10 1809+ (Win7 and Mac OSX are not 

supported)

• Hybrid domain joined

• MDATP *OR* DLP Enrollment Script

• Defender must be the Active AV 

• Microsoft Chromium Edge browser



Exact Data Matching

- More Accurate than Regular Expressions
- Even more accurate when adding Corresponding Key Words
- Your sensitive data from SQL/Oracle Database extracted and 

hashed then used to scan content in 
- Email
- OneDrive for Business
- Microsoft Teams
- SaaS apps



Data Loss Prevention for EXO/SPO/OneDrive

Block the transmission of your
organization’s sensitive information.

DLP Actions:

1. Audit Only
2. Policy Tip
3. Encrypt
4. Block
5. NEW: Apply AIP Label



Data Loss Prevention for Teams

Block the transmission of your
organization’s sensitive information.

E5



Email Encryption

Send secure, encrypted
emails to anyone.

Audience Solution

Company (Internal) Azure Information Protection (AIP)

Business Partner (B2B) TLS, AIP, S/Mime, or Office Message Encryption (OME)

Consumer (Ex: Gmail Identity) Office Message Encryption (OME) v1 Web Portal and v2



Security Issue #12

Prevent

oAuth

Attacks





Ransomware

How can Microsoft help

Block Ransomware?
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12/26/2013
Greenland, NH

Lost 8 years of data

11/25/2016
San Francisco Railway

Internal communications 
halted; including email

1/2017
St. Louis, MO

Public Libraries down

1/2017
Bigfork, MT

Public School systems 
brought down

2/1/2017
Licking County, OH

City phone and computer 
systems locked; INCLUDING 911

2/15/2017
Bingham County, ID
Over $100,000 in 

damages

3/1/2017
Mountain House, AR

90,000 files encrypted 
in 90 seconds

3/1/2017
Pennsylvania Senate

16 Senators affected;
Email, file and web servers

4/1/2017
Erie County Medical Center

$10,000,000 in damages
Disabled more than 6000 computers

4/1/2017
Newark, NJ

City Hall hacked; 
files locked

4/1/2017
Atlanta, GA
Hit twice in 

one year

6/1/2017
Memphis, TN 

(FedEx)
Memphis’ 

largest 
employer hit, 
$300,000,000 

in damages

7/1/2017
Mufreesboro, TN

Police and Fire Depts. hit

8/1/2017
Washington, MO

Entire city taken down 

9/1/2017
Montgomery County, AL

City services halted

9/1/2017
Butler County, KS

911, Police, County Attorney 
all down

10/1/2017
Issaquah, WA

City offline for four days

10/1/2017
Englewood, CO

All internal systems shut down

11/2/2017
Spring Hill, TN

Halted credit/debit payments

11/18/2017
Sacramento Regional Transit

30 Million files deleted

12/1/2017
Mecklenburg, NC

Employee payroll; 
Soc. Services Depts. down

1/2018
Washington, DC
100 Police CCTV 
cameras taken 

offline
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1/1/2018
Farmington, NM

Disrupted Services

1/1/2018
Cockrell Hill, TX

Lost seven years of data, 
including video evidence

2/1/2018
Denver, CO

Multi-week infestation 
of 2000 computers

2/5/2018
Dallas, TX

Tornado Alarm system 
down

2/21/2018
Colorado Dept. of Transportation

$1.5 Million in damages; 
2000 computers shut down

3/1/2018
Atlanta, GA

$17,000,000 in 
damages

10/4/2018
Onslow Water and Sewer, NC

Disrupted email system, 
databases, and files

1/1/2019
Sammamish, WA

Unable to process passports, 
permits, and map services 

1/10/2019
Del Rio, TX

Shut down City Hall servers

1/22/2019
Akron, OH

City services, including 311 and 
credit card payments down

3/1/2019
Jackson 

County, GA
All agencies, 

including 
Sheriff’s office 

for criminal 
booking 
LOCKED

4/1/2019
Augusta, Maine

Shut down 
city’s network 
for two days

4/1/2019
Lynn, Massachusetts
Online parking ticket 

payment system down

4/1/2019
Albany, NY

Hacked by Ryuk

4/10/2019
Greenville, NC

Computers down; only 
cash transactions

4/13/2019
Imperial County, CA

Services down for more 
than a month

4/13/2019
Stuart, Florida

$2,000,000 to rebuild network

4/22/2019
Cleveland, OH (airport)

Disabled flight/baggage 
information

5/4/2019
Cartersville, GA

Online payments systems 
down for more than a week

5/7/2019
Baltimore, MD

$18 Million in damages; 
911 system locked

6/10/2019
Lake City, FL

Hit by a “Triple Threat”
Brought down email

6/18/2019
Riviera Beach, FL

Disrupted 911 
dispatch, 

phones, email. 
Could not 

accept 
payments for 
city utilities.
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Ransomware will continue because… its profitable $$$

GrandCrab Ransomware earned its 
authors $2 billion in ransom payments, 
with average weekly payments of $2.5 
million dollars. 
Source: Bleeping Computer

30% of CISO's for local governments 
stated that they are using outdated 
technology, making them vulnerable to 
cyber attacks, and fewer than half have 
purchased cybersecurity insurance

https://www.bleepingcomputer.com/news/security/gandcrab-ransomware-shutting-down-after-claiming-to-earn-2-billion/


Summary of Ransomware Damages
• Years of data permanently lost

• Personal information leaked to the internet (Increased Liability)

• Internal communications disrupted

• Critical systems taken offline (Payroll, Invoicing, etc)

• Employee down time, lost wages

• Expenses incurred for overtime pay for IT staff

• Disruption in services provided to customers 

• Public Relations nightmare / damaged reputation and trust

• Ransomware infects one target every 40 seconds



Ransomware Lessons

• If you pay the ransom - 30% of the time they will *not* give you the decryption key. Therefore, your backup system is 

absolutely mission critical to the mission of the IT Department. Data loss is unacceptable.

• Sometimes decryption keys are available for free at NoMoreRansome.org (newer ransomware is often not there)

• Sometimes Ransomware is meant to distract from the larger goals of the hacker (Data Exfiltration of Intellectual 

Property). This happened with Hermes Malware against the Bank of Taiwan and Bank of Bangladesh 

• Lesson Learned: If you backup offsite (Cloud) – the internet download speed can hinder your recovery times. How 

long does it take to download multiple terabytes on your 100 Megabit Internet connection? 

• Ransomware authors are well paid – some earn millions per week. They will outspend your defensive spending.

• Ransomware often uses zero day exploits to spread such as NSA’s leaked Eternalblue vulnerability

• Ransomware authors can be state sponsored. According to the United Nations, North Korea uses ransomware to 

collect money against US-based companies to evade US Sanctions. They have earned 2 billion in ransom thus far.

• Sometimes these State-backed ransomware spills over into Civilian targets. Russia developed NotPetya to target 

Ukraine but it ended up spilling over and hitting Maersk (costing them 2 week outage and $300 million in losses)



Ransomware Lessons

• Average Ransom Payment for a single computer is $1,000 (Paid in Bitcoin)

• Average Ransom Payment for an organization is $700,000 (Paid in Bitcoin)

How Ransomware Spreads:

• 80% to 90% of Ransomware spreads via Email Attachments

• Crysis Ransomware spreads via RDP

• Cerber/Cryptxxx spreads via Web downloads

• SAMSAM spreads via RedHat JBOSS

• WannaCry & NotPetya spread through SMB 1.0 vulnerabilities

• Mobile Ransomware on Android has increased 33% year over year

• Generally, iOS is more resistant to ransomware however there is a black market of iOS Vulnerabilities that are made 

by organizations such as the NSO Group that sell for $1 million. Examples include Pegasus Spyware that targeted the 

Trident Vulnerabilities



Ransomware Solutions





Win10 E3 ASR Rules

• Advanced protection against ransomware

• This rule provides an extra layer of protection against ransomware. Executable files that enter the system 

will be scanned to determine whether they are trustworthy. If the files exhibit characteristics that closely 

resemble ransomware, they are blocked from being run or launched, provided they are not already in the 

trusted list or exception list.
• Block Office apps from creating executable content
• Block Office apps from launching child process
• Block Office apps from injecting into process
• Block Win32 imports from macro code in Office
• Block obfuscated macro code
• Block process creations originating from PSExec and WMI commands (do not enable if you have SCCM)

• Block untrusted and unsigned processes that run from USB

• Block executable content from email client and webmail

• Block JavaScript or VBScript from launching downloaded executable content

• Block execution of potentially obfuscated scripts

• Block credential stealing from the Windows local security authority subsystem (lsass.exe)

Win10 E5 ASR Rules

• Block Adobe Reader from creating child processes

• Block executable files from running unless they meet a prevalence, age, or trusted list criteria











• Controlled folder access helps you protect valuable data from malicious apps and threats, such as 

ransomware. 

• All apps (any executable file, including .exe, .scr, .dll files and others) are assessed by Windows Defender 

Antivirus, which then determines if the app is malicious or safe. If the app is determined to be malicious 

or suspicious, then it will not be allowed to make changes to any files in any protected folder.

• This is especially useful in helping to protect your documents and information from ransomware that can 

attempt to encrypt your files and hold them hostage.

• Requirements

• Windows 10 and Windows Server 2019 

• Windows Defender Antivirus

https://www.microsoft.com/wdsi/threats/ransomware


Ransomware Recommendations
• Test backups as frequently as you are willing to accept data loss (Assume attackers will tamper/disrupt Backups)

• Recovery Point Objective (RPO) = The amount of acceptable Data Loss. 1 Day? 1 Week? Test backups that often

• Purchase Cybersecurity Insurance and Cybersecurity Public Relations 

• Have an Incident Response Plan ready (NIST 800-184, NIST 1800-11, and http://aka.ms/IRRG)

• Have a communications plan on how you will communicate with your employees (automated SMS Text solution)

• Microsoft Solutions for Ransomware:

• Enable Office ATP to scan email for Ransomware

• Enable Windows 10 Attack Surface Reduction rules to block ransomware

• Enable Microsoft Defender ATP’s EDR to detect ransomware activity (backup deletions) 

• Enable Microsoft Defender ATP “Block at First Site” and learn how to use Machine Isolation 

• Microsoft Cloud App Security can detect Ransomware Uploads (based on file extensions)

• Backup all laptop data to OneDrive. OneDrive keeps versions of files, so you can restore to previous backup.

• Backup Server data to Azure which provides versioned restore capabilities

• Long Term: Consider Windows 10 Controlled Folder Access. It’s a white-list to prevent changes to your documents.



Security Issue #9

Too Many Logs

Is your Security Operations 

Center drowning in log data 

to find meaningful alerts?

Introducing Azure Sentinel 

Microsoft has entered the SIEM Market on 2/28/2019





Licensing



New Security and Compliance Bundles
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“M365 E5 Security” ($12/user/month)

Defender for Identity

Identify suspicious activities & advanced 

attacks on premises. 

Defender for Office 365

Zero-day threat and malware protection

Defender for Endpoint
Behavior-based, attack detection
Built-in threat intelligence 
Forensic investigation and mitigation

Built into Windows

Threat Intelligence
Attack Simulator, Threat 
dashboard, Threat Explorer, 
and Incidents.

Microsoft Cloud App Security
Bring enterprise-grade visibility, control, 
and protection to your cloud 
applications.

“M365 E5 Compliance” ($10/user/month)

(new pricing as of April 1, 2020)

New Capabilities
Insider Risk Management 
Advanced Auditing
Classification using Machine Learning 
Endpoint DLP (uses WIP)
Cloud DLP

O365 Advanced Compliance
Advanced eDiscovery, Information 
Governance, Customer Lockbox, 
Customer Key, Privileged Access 
Management, Records Management, 
Communication Compliance, Information 
barriers, DLP for Teams, Advanced 
Message Encryption

Azure Information Protection (P2)

Automatic Classification and labelling

Encryption for all files and storage 

locations.  Cloud based file tracking and 

revocation
Azure Active Directory (P2)

Single sign-on to cloud and on-premises 

applications. 

Powerful conditional access 

MFA for VPN/RDP

Advanced risk based identity protection with 

alerts, analysis, & remediation.

Key License Dependency
Both these SKUs depend upon M365 E3

AND/OR

https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-ti#dashboard
https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-ti#explorer
https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-ti#incidents


New Security and Compliance Bundles
M

ic
ro

so
ft

 T
h

re
a
t 

P
ro

te
ct

io
n

“M365 E5 Security” ($12/user/month)

Azure ATP

Identify suspicious activities & advanced 

attacks on premises. 

Office ATP

Zero-day threat and malware protection

Windows Defender ATP
Behavior-based, attack detection
Built-in threat intelligence 
Forensic investigation and mitigation

Built into Windows

Threat Intelligence
Attack Simulator, Threat 
dashboard, Threat Explorer, 
and Incidents.

Microsoft Cloud App Security
Bring enterprise-grade visibility, control, 
and protection to your cloud 
applications.

“M365 E5 Compliance” ($12/user/month)

(new pricing as of April 1, 2020)

O365 Advanced Compliance
Advanced eDiscovery, Advanced Data 
Governance, Customer Lockbox, 
Customer Key, Privileged Access 
Management

O365 Advanced Compliance
Advanced eDiscovery, Advanced Data 
Governance, Customer Lockbox, 
Customer Key, Privileged Access 
Management

Azure Information Protection (P2)

Automatic Classification and labelling

Encryption for all files and storage 

locations.  Cloud based file tracking and 

revocationAzure Active Directory (P2)

Single sign-on to cloud and on-premises 

applications. 

Powerful conditional access 

MFA for VPN/RDP

Advanced risk based identity protection with 

alerts, analysis, & remediation.

Key License Dependency
Both these SKUs depend 
upon M365 E3.

AND/OR

https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-ti#dashboard
https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-ti#explorer
https://docs.microsoft.com/en-us/office365/securitycompliance/get-started-with-ti#incidents


Office 365 Enterprise capabilities

Audio Conferencing: 

Worldwide dial-in for your 

online meetings

Phone System

Business phone system in the 

cloud

______________________________

Calling Plan (add-on)

Cost effective cloud based dial 

tone

Power BI Pro: 

Live business analytics and 

visualization 

My Analytics: 

Individual and team 

effectiveness

________________________

Workplace Analytics (Add-On)

For organizations 10,000+ Users

Advanced Threat Protection: 

Zero-day threat and malware 

protection

Office 365 Cloud App Security

Enhanced visibility and control

Customer Lockbox: 

Enhanced customer data access 

controls

Advanced eDiscovery:

Identifying the relevant data 

quickly

Threat Intelligence + Attack 

Simulator (New)

Advanced Data Governance

SECURITY

Advanced Enterprise 

Protection

VOICE

Complete Cloud 

Communication

ANALYTICS

Insights for Everyone

Exchange : 

Business-class email & Calendar

OneDrive: 

Cloud Storage and file sharing

SharePoint: 

Team sites & internal portals

Skype for Business: 

Online Meetings, IM, video chat

Yammer: 

Private social networking

Teams:

Chat Based Workspace

Security and Compliance 

DLP, EOP, MFA, OME

Office Pro Plus:

Office apps on up to 5 PCs & 

Macs

Mobile Office Apps:

Office Apps for Tablet & 

Smartphones

APPS

Cloud Productivity & 

Mobility

SERVICES

Rich Communication and 

Collaboration

Office 365 E3

Office 365 E5



Enterprise Mobility & Security capabilities

Microsoft

Intune

Mobile device and app 

management to protect corporate 

apps and data on any device.

Managed Mobile Productivity

Microsoft Advanced Threat 

Analytics

Identify suspicious activities & 

advanced attacks on premises.

Note: This product is now end-of-

life and is in a 5-year extended 

support lifecycle (no new features)

Microsoft 

Cloud App Security 

& Azure ATP

Bring enterprise-grade visibility, 

control, and protection to your 

cloud applications.

Azure ATP is the ATA product from 

E3 but with a cloud back-end

Identity Driven SecurityIdentity and access management

Azure Active Directory 

Premium P1

Single sign-on to cloud and on-

premises applications. 

Powerful conditional access 

MFA for On-Premises VPN/RDP

Lots more (see other slide)

Azure Active Directory 

Premium P2

Advanced risk based identity 

protection with alerts, analysis, & 

remediation.

Azure Information 

Protection Premium P1

Manual classification and labelling

Encryption for all files and storage 

locations.  

Cloud based file tracking and 

revocation

Information Protection

Azure Information 

Protection Premium P2

Automated & Intelligent 

classification, labelling, & 

encryption for files shared inside & 

outside your organization

E
M

S
 E
3

E
M

S
 E
5



Windows 10 Enterprise capabilities
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The most trusted platform

Windows Information Protection
Prevent accidental leaks by separating 
personal and business data

Windows Hello for Business
Enterprise grade biometric and 
companion device login

Credential Guard
Protects user access tokens in a 
hardware-isolated container

AppLocker
Block unwanted and inappropriate    
apps from running

Device Guard
Device locked down to only run fully 
trusted apps

Advanced Threat Protection
Behavior-based, attack detection
Built-in threat intelligence 
Forensic investigation and mitigation

Built into Windows

More personal

User Experience Virtualization  (UX-V)
OS and app settings synchronized across 
Windows instances

Granular UX Control
Enterprise control over user experience 

More productive

Azure Active Directory Join
Streamline IT process by harnessing the 
power of the cloud

MDM enablement
Manage all of your devices with the 
simplicity of MDM

Windows Store for Business,       
Private Catalog
Create a curated store experience for 
employee self-service

Application Virtualization (App-V)
Simplify app delivery and management

Cortana Management
Create, personalize, and manage Cortana 
profiles through Azure Active Directory

Windows 10 for Industry Devices
Turn any inexpensive, off-the-shelf 
device, into an embedded, handheld, or 
kiosk experience

The most versatile devices

MDATP for servers as a stand-alone license launches April 1st, 2020 (previously only available through Azure Security Center)





EMS Windows 10Office 365

“Microsoft 365” 
One License that includes all three product families

Microsoft E3

Microsoft E5

OR

O365 E3



Gartner  

MQ EPP 

progression



Microsoft 365 E5 
Security can 
replace up to 26 
other 
security vendors

Microsoft Leads in 5 of the Gartner Magic Quadrants

So you no longer need to compromise when 
consolidating



Best of breed vs Vendor Consolidation

• Multiple contract renewals to negotiate
• Multiple vendor relationships to manage
• Multiple skill sets to train IT
• Loss of fidelity during integration
• Lack of holistic strategy
• More expensive 
• Longer Median Time to Respond (IR) Investigations

• One Contract
• More common skill set to find for staffing 

(MS-500 Certification)
• Tight Integration and Signal Sharing
• Unified Administration 
• Automation and Orchestration built-in
• Faster Investigations
• Better ROI and TCO



Consolidating 
doesn’t mean 
compromising



Microsoft Ignite 2020 Recap

Subtitle or speaker name



Branding Changes

• Microsoft Threat Protection has been rebranded as “Microsoft 365 Defender”

• This name change reflects that Azure Security Center is now included in this new SKU for “Microsoft 365 Defender”

• Microsoft Defender Advanced Threat Protection has been rebranded as “Microsoft Defender for Endpoint”

This branding change reflects Microsoft’s investments in Mobile protection:

 For Android, it provides protection against phishing, offers proactive scanning of malicious applications and files, 

blocks access to corporate resources to mitigate the impact of breaches, and gives security teams visibility into 

mobile threats and alerts via the security center. 

 For iOS, customers will also get phishing and web protection and the same unified SecOps experience. 

 Support for macOS has been expanded with the public preview of threat and vulnerability management.

• Office 365 Advanced Threat Protection has been rebranded as “Microsoft Defender for Office 365”

• Azure Advanced Threat Protection has been rebranded as “Microsoft Defender for Identity”

• Azure Security Center is now “Azure Defender”

• Azure Sentinel remains linked to “Microsoft 365 Defender” in the sense that any telemetry from O365 is free to ingest 

into Sentinel, but customers are still responsible for extra storage fees. 



Microsoft 

Defender XDR XDR = “Extended Detection and Response”

This is not a SKU/License

This reflects the extended protection linking

Azure and Office 365



Azure Defender

(Formerly Azure Security Center)



Azure Defender

(Continued)

(Formerly Azure Security Center ) 

enhancements include multi-

cloud posture management with 

Azure Arc, Azure Defender and 

Azure Security Center Inventory



Azure Sentinel

Stay ahead of threats with new 

innovations from Azure Sentinel 

including User and Entity 

Behavior Analytics, Threat 

Intelligence enhancements



Azure Sentinel

Integration

With Microsoft Defender XDR



Application Guard

Formerly “Safe Documents”

Opens Office Documents in Sandbox

Relies on Microsoft Defender for Endpoint



Microsoft Cloud 

App Security

MCAS and Sentinel were the only 

two security products not 

rebranded

New Feature: Public preview of 

data loss prevention capabilities 

extended to Microsoft Cloud App 

Security (MCAS)



Azure AD App Proxy

New Azure AD Application Proxy 

capabilities, partner* integrations 

extend secure, seamless access to 

virtually all legacy apps

*F5, Citrix, Cisco AnyConnect, Fortinet, 
Kemp, Palo Alto Networks, and Strata.



Azure AD 

Integrations

Better user lifecycle management 

with deep integrations between 

Azure AD and popular SaaS apps 

ServiceNow, Adobe

139 Apps now support 

automated provisioning



Azure AD 

Conditional Access

Azure AD Conditional Access 

enhancements to manage 

policies at scale, improve security 

posture



Microsoft 

Information 

Protection

Additional Sensitive 

Information Types



Microsoft 

Information 

Protection

Automated On-premises

Network Discovery



Microsoft 

Information 

Protection

Automatic Labelling



Microsoft 

Information 

Protection

Protecting in Office


