
Microsoft 365 Security Assessment

Assessment highlights

Secure your Microsoft 365

-Forrester 2020 Microsoft 365 Enterprise Total Economic Impact 
Study

Are you aware of suspicious user and sign-in behavior in your 
environment? Are you threatened by ongoing suspicious requests?

Given the complexity of security, identities, data, applications, and devices, it’s essential to learn how to ensure 
the right people are accessing the right information, securely. In this assessment, we’ll look at all of these areas 
in your Microsoft 365 estate, and we’ll show you how identity and security are the fundamental pillars of an 
integrated security philosophy and end-to-end security strategy.

The assessment will:

“Threat protection and Identity are high on customers’ minds. Getting 
identity right is a critical part of a Microsoft 365 project and is the first 
place we start.“

Initial review of the estate

Interview(s) with the parties responsible for the management of the 
tenant

Detailed report detailing current posture and recommended 
remediation, including PowerBI dashboard access

Present back to key stakeholders to discuss findings

The stack of security controls provided by Microsoft 365 should be 
viewed as a swiss army knife, providing protection across all areas. 
Therefore your approach to securing Microsoft 365 needs to be different.  
It needs to look at the bigger picture rather than the specific technology 
or control, allowing you to meet the new complex security demands 
and threats that we all face.  This is where Performanta’s Microsoft 365 
Security Assessment comes in.

The Performanta Microsoft 365 Security Assessment takes a holistic 
approach to assessing the Microsoft tenant, consisting of the following 4 
key elements:

Benchmark your Microsoft 365 
against CIS* controls and
advanced Performanta checks

Lower the risk and limit the 
impact of a successful cyber 
attack

Understand how to reduce the 
risk of your Microsoft 365 being 
compromised

Get an independent rating of 
your Microsoft 365 security and 
identity posture

Improve Security

Understand your 
Microsoft 365 estate 
is your biggest attack 
vector

Reduce costs

See how to minimize 
costs associated with 
running your Microsoft 
365 estate.

Assess security posture

Receive a detailed 
assessment of your 
security posture and a 
plan of how to improve 
it.

Increase visibility 

Gain a better 
understanding of the 
your Microsoft 365 
security posture in an 
easy-to-understand 
format.

*Centre for Internet Security



What to expect

Who is this for?

The foundation of cybersecurity is to quickly and accurately identify authorised user access to your resources 
and data.  Fundamental to this is to ensure that your Microsoft 365 estate is configured properly and appropriate 
controls are put in place to ensure it stays that way. Only then can we look to accurately detect and repell 
attempted threats and breaches.

We’ll work with you to:

The output of the assessment is intended for security decision makers such as:

•	 C-Suite
•	 Chief Information Security Officer (CISO)
•	 Chief Information Officer (CIO)
•	 Chief Security Officer (CSO)
•	 Identity and or Application owners/decision makers

•	 IT Security
•	 IT Operations
•	 Security Architect
•	 Security Engineers
•	 Application business owners

The assessment includes

Understand your security and identity goals and objectives 

Define your existing and desired security posture

Provide insights into the current security posture of your Microsoft 365 estate

Report back and discuss areas where security improvements can be made

Develop a joint action plan on based key results, recommendations and next steps

Microsoft 365 
Tenant Review

Conditional Access 
Review

Identity and Access 
Management 
Review

Key stakeholder 
interviews

Report Creation 
and Review

www.performanta.com

Why Performanta?
Founded in 2010, Performanta is a leading Microsoft Solutions Partner for 
both Modern Work and Security, with Security Specialisations Identity 
and Access Management, and in Threat Protection. Performanta became 
one of the world’s first FastTrack Ready Security Partners (FRSPs) and 
joined the Microsoft Intelligent Security Association (MISA), placing 
Performanta firmly as a leader in the cyber security space. Performanta 
has also achieved Microsoft verified MXDR solution status.

As an award-winning Managed Cyber Security Service Provider, 
Performanta has been pioneering cyber safety, working tirelessly to 
achieve two things for our clients: lowering the risk and limiting the 
impact of a successful cyber attack. We work with large and small 
clients across the world and are experts in cyber security and cyber 
safety. Our Microsoft Consultancy, Managed Sentinel SOC and MDR 
teams are experts in their fields, and our services are essential to our 
customers in today’s world where cyber threat is greater than ever.


