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CHALLENGES FACING SERVER SECURITY IN THE CLOUD-FIRST ERA
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WHAT YOU’LL ACHIEVE WITH DEFENDER FOR SERVERS
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CHOOSING THE DELIVERABLES FOR YOUR SCOPE

DEFENDER FOR SERVERS PLAN 1

DEFENDER FOR SERVERS PLAN 2

− Endpoint detection & response (OS-level)
− Automatic on-boarding

− Next-generation antimalware

− Attack surface reduction rules

− Device control (USB)

− Network protection & web control
− Automated investigations

− Threat analytics

− Integrated incidents and alerts

− Advanced hunting

− Sandbox (deep analysis)

− Vulnerability assessment (agent-based)
− Configuration assessment

− Risk-based prioritization

− Remediation tracking

− Continuous monitoring

− Software inventory
− Software usage insights

− Security baselines assessment
− Block vulnerable applications

− Browser extensions 

assessment

− Digital certificate assessment

− Network share analysis
− Hardware and firmware 

assessment

− Threat detection (Azure network 
layer)

− Vulnerability scanning

− Malware scanning

− Machine secrets scanning

− Regulatory compliance assessment 
for default compliance standards 

(i.e. Microsoft Cloud Security 

Benchmark (MCSB))

− Support for Azure, AWS and GCP 
VMs

− On-premises machines connected 

to Defender for Cloud

− OS baseline misconfiguration
− OS system updates

− File integrity monitoring

− Just-in-time virtual machine access

− Network map

− Free data ingestion (500 MB Log Analytics)
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PUTTING IT INTO ACTION
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PUTTING IT INTO ACTION

ESTIMATED EFFORT

Discovery & Planning 1-3 days

Technical Enablement 2-4 days

Governance Foundations & Defender for Cloud Enablement 2-5 days

Workload Onboarding 2-3 days

Security Posture Assessment 3-5 days

10-20 days
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DEFENDER IS LIVE – NEXT STEPS

Implement settings management

Implement a server update strategy

Adopt cloud security benchmarks for servers

Explore additional compliance standards

Integrate with Microsoft Sentinel and SecOps

Scale Defender for Cloud deployment and drive CNAPP adoption
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