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Endpoint Privilege Management

A feature that enables admins to set policies that
allow standard users to perform tasks normally
reserved for an administrator

Enforce least privilege access

Reduce attack surface of local admins and protect corporate data by
enabling least privilege access, supporting a Zero Trust model.

Enable productivity

Use policy-based elevation management, offering flexibility to support
standard users with the ability to run approved processes as an admin.

Deliver key insights

Gain access to a comprehensive view of elevations happening across
your organization and discover what elevation rules are needed
while reducing the noise.

Enable IT admins to define policies T
and empower standard users to =TT
improve productivity by performing

approved elevations

« Securely enable user rights with a defined list

of approved elevations on both cloud-connected “With Microsoft Intune Suite,
Windows and co-managed endpoints | feel even more confident my
» Streamline and reduce help desk ticket company's data will remain safe,
submissions for common actions and the straightforward
= Automatic elevations: Completely frictionless, management and deployment
zero-touch application elevation of policies will make it easy to

= User-confirmed elevations: Elevations you ensure that all devices are secure.
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= Support-approved elevations: Elevations you Milton Keynes University Hospital
require your support team to approve NHS Foundation Trust

» Reporting and auditing of elevations

across organization
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Getting started

Global and billing administrators can get started
with a trial or purchase Endpoint Privilege
Management or Microsoft Intune Suite licenses
from the Microsoft 365 admin center.

Find the latest version of
Endpoint Privilege Management
directly from Microsoft at here.

Endpoint Privilege
Management in action

Prerequisites
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User needs to install a The user is allowed to install Llc_:er?se for M'chSOft In’Fl{ne Plan 1 from
finance app for Windows. the app with through a existing Enterprise Mobility + Security E3/E5,
user-confirmed elevation. or Microsoft 365 E3/E5, F3/F5, or
Business Premium plans
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In the background, the IT The user can continue their Windows 10 and later
team has defined rules to work without needing to
enable specific users to call help desk.

perform certain actions.

Direct integration into Microsoft Intune, the industry leading' endpoint management
solution—a unified solution to manage and secure endpoints anywhere.

Simplified endpoint Power better user Protected hybrid
management experiences workforce
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75% 10 hours upto10%

of organizations are pursuing average time saved in organzations reduced risk of
security vendor consolidation in per user per year from improved device a security breach?
2022, up from 29% in 20202 performance and reduced outages?

B8 Microsoft

1. Gartner® Magic Quadrant™ for Unified Endpoint Management Tools, August 2022.
2. Gartner Press Release, “Gartner Survey Shows 75% of Organizations Are Pursuing Security Vendor Consolidation in 2022," September 2022.
© 2023 Microsoft Corporation. All rights reserved. 3. Forrester, "New Technology: The Projected Total Economic Impact™ of Microsoft Intune Suite,” commissioned by Microsoft, March 2023.


https://aka.ms/intune

