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Cybersecurity Consulting Providers — PwC named as a global market leader. Forrester noted that ‘PwC surpasses its peers with platforms and board-relevant services’ and e @mwm:n
‘stands out when it comes to capturing mindshare with C-level stakeholders, primarily due to its cyber risk quantification capabilities and engagements’ — Forrester Q4 2021 i ° wpro
Knowledge © Sopra Steria
PwC'’s status as a Gold Partner for Microsoft in Cybersecurity provides us with certified specialists to bridge the gap between Cyber risk and Microsoft technology.
PwC also have 9 Microsoft Advanced Specialisations (inc the 4 security focused specialisations) W"";

Weaker strategy > Stronger strategy

Accelerators
Our Cloud Security Transformation Reference Architecture (CSTRA), Cyber Risk Management and Cloud Cost Assurance provide actionable insights

The Microsoft Journey with PwC Cyber Security
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Tracking risk reduction over time — Cyber Risk Management Platform

PWC CLOUD MIGRATION AND TRANSFORMATION
FACTORIES Threat Exposure

How real is the threat
we face?
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Security Assurance
Threat Scenario Details A

Stakeholder Engagement
A®

Establish Securi
Govemnance, Risk and
Compliance

Program Metrics and
Reporting @

Business Case A®

Technology and Products
Azure | Microsoft 365

PwC

Develop Requirements,
Standards and Controls

Threat Modelling

Secure Cloud Blueprint 4 ®

Delivery Roadmap @

Cloud Adoption
Framework (CAF)

Security Design Patterns &

Microsoft Cybersecurity Reference
Architectures (MCRA)

Secure Cloud Shield 4 ®

S0C Optimisation 4®

Implement Microsoft
Security Solutions A ®

Microsoft Security
Documentation

Risk and Posture
Management 4=

Azure Security
Benchmark

Continuous Improvement
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Tracking cyber security maturity and benchmarking (value derived)
— Cloud Cost Assurance




Governance Risk and Compliance

Client challenge _ Focusing on what’s important to the business

Today’s rapidly changing business and
regulatory environment requires thinking
about risk in new ways. As pressures to
accelerate digital transformation and supply
chain integration increase, enterprise's need
to take an innovative approach to managing
and enhancing governance, risk and
compliance activities to ensure they can
seize opportunities, stay a step ahead of
uncertainty, and meet stakeholder
expectations.

PwC advice boards and governments in all areas of risk and compliance
providing clarity and direction around specific vertical, territory and
services obligations. We then offer services to assess risk and ensure
continuous improvement across the different areas of business. In many
cases we help clients monitor and report on technology (ITGRC)
compliance that underpins the services that support business process
(eGRC). PwC have well tested assets that support this integrated view
covering transaction compliance, third party compliance, cyber security
maturity and elements of cloud compliance. By ensuring visibility of third
party provided services, clients can accelerate their digital transformation,
moving more workloads to the cloud and embracing other PaaS and SaaS
services.

Seven principles for governance of cyber security risk

B Structure their governance of cyber security risk

Real

Consideration of these principles enables your boards to

v > B Debate and make the tough decisions required (both by management and boards) to build an adequate
response to cyber security threats

Challenge themselves and their executive management as to whether their response is adequate and

PwC bridge the complexity of regulatory risk, internal business
compliance objectives and technology compliance to help accelerate
update of Microsoft Azure and other cloud services. By working
together, PwC can help the Chief Risk Officer (CRO), Chief Privacy
Officer (CPO) and CISO/CIO identify innovative approaches to grow
business opportunities through digital transformation and supply chain
integration whilst reducing operational risk, cost and complexity. As
part of these programmes PwC can also drive optimisation of
Microsoft’s Information Compliance (Purview) and Defender for Cloud
(multi-cloud cloud security posture management/workload protection)
solutions.

Contacts

Paul Gamble -
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PwC-Microsoft: Strategic Alliance and Joint-GTM
PwC
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evolving sufficiently rapidly as the risk develops
understanding
of exposure [l Structure a discussion with investors as to the appropriateness of their management of cyber security risk
O z

Engage with investors to help them compare and contrast differing approaches to the management of
cyber security risk

B Facilitate a discussion as to what would be appropriate for companies to report publicly with regard to
cyber security.
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Business focused GRC (transactional, supply chain,
technology) and benchmarking
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Detect and Respond

Security Incident Management, N
£ Discovery and Forensics Logging and Monitoring Vulnerability Management
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Azure Defender

Advanced workload protection for Security information event management,
selected resource types orchestration & automation across your
Complrs e ko environment, including 3'* party devices

Azure Sentinel

Plan, Organize and Identify

Review and
Ci li

Protect, Operate and Develop

Management Management

o - U ‘i]mn g a G Supplier Identity and Access .
. — /'_f_,,. Assess Human Resources Management Management Mobile Device
- - y Strategy and Interoperability and
. R Risk Management | g, cinoce Objectives DexdecQps Portabilty
Azure Security Center
Your base level of security posture management
including on-prem via Azure Arc Governance Monitor
Risk Atlas Third Party Tracker
Global privacy controls Integrated third party Business Continuity Management
and program management
management

maonitoring

PwC-Microsoft: Strategic Alliance and Joint-GTM
PwC
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