
Automated Controls Specialist technical knowledge

Why customers take this 
approach

• Identify tailored control options 
in D365 and ensure these are 
implemented effectively

• Collaborative and sustainable 
approach to transfer 
understanding 

• Flexible involvement depending 
on risk appetite 

www.pwc.com

• Mitigate fraud, GDPR and financial 
reporting risks

• Protect the integrity of your business 
processes

• Reduce the cost of compliance and 
the likelihood of exceptions

• D365 Segregation of Duties (SoD) 
tools and rulesets to accelerate 
security design

• Specialised D365 controls matrices 
and test procedures

• Experience with DevOps, CI/CD, 
and automated testing

D365 Security and Controls 
Implementation
Define, implement and test a robust framework of 
automated and access controls within your D365 
environment

We implement effective security, control and monitoring solutions to sustain new processes in Dynamics 365.

Secure by Design

• Implementing Security by Design 
(SbD) ensures key GDPR principles 
are met

• Create a secure platform for future 
growth

 

What is Security and Controls Implementation? 
Our approach to defining and implementing security and controls is based on:

1. Risk Assessment - Identify risks in your business processes, assess existing 
planned controls and identify any unmitigated risks in the design

2. Design & Implement - Design security and controls to mitigate risks, agree 
frameworks and drive new controls training

3. Testing - Design and execute testing of the applied security and controls, using 
PwC specialist tools and work programs

4. Sustainable Control - Support you in implementing continuous controls 
monitoring via Fastpath or similar GRC solutions

We will leverage our risk & 
controls expertise to assess the 
risk landscape and work with 

you to create a control 
environment that meets 

business needs
Risk Assess Design & Implement Test



Next Steps

An initial conversation so we can:

• Understand your key business 
risks and regulatory 
requirements

• Provide a detailed view of our 
approach, tailored to your 
programme, industry and 
regulatory requirements

• Answer questions and map out 
a timeline for achieving your 
outcomes

Reach out to the team to start the 
conversation. Their details can be 
found below.

PwC Security and Controls implementation approach

Risk Assessment

• Identify key risk areas in business and IT processes

• Assess effectiveness of existing controls design

• Identify design weaknesses and unmitigated risks

Design and Implementation

• Design controls to mitigate key risks, with automation to 
increase efficiency based on the PwC library of D365 controls

• Create SoD framework and technical role design

• Define control procedures and responsibilities for manual 
controls

• Controls training for business users and compliance teams

Testing

• Define testing procedures for manual controls

• Define test scripts and support the execution of testing for 
automated and security controls, including the use of PwC 
accelerators

• Perform configuration based testing over the security build

Case Study: Central Government Department
We partnered with a public sector client to lead the security and controls workstream on their D365 implementation for finance, 
supply chain and HR.  We:

● Reviewed existing process documentation
● Developed a risk and controls matrix and an SoD and restricted access ruleset
● Supported the client in drafting change requests or designing mitigating controls where control gaps were identified 
● Tested key controls during UAT which we managed in Azure DevOps, whilst upskilling the client team
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