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PwC'’s status as a Gold Partner for Microsoft in Cybersecurity provides us with certified specialists to bridge the gap between Cyber risk and Microsoft technology.
PwC also have 9 Microsoft Advanced Specialisations (inc the 4 security focused specialisations) e
Accelerators Woaker tratogy — > Strongor siratogy
. . . . . . .. 0000
Our Cloud Security Transformation Reference Architecture (CSTRA), Cyber Risk Management and Cloud Cost Assurance provide actionable insights THEFOHRESTER WAVE,:’
European Cybersecurity Consulting Providers
L L] L]
The Microsoft Journey with PwC Cyber Security
S Tracking risk reduction over time — Cyber Risk Management Platform
IBCTOS:
PWC CLOUD MIGRATION AND TRANSFORMATION [T - =o
FACTORIES Threat Exposure
Implementation & Configuration - e St i Compomee | Qo st Somcottaet | EOUCECIE Cunter Comprenien
PwC Cloud Transformation Framework Reset B3 H M H I Y A H = M & H
TomEm ms TR
Lﬂ_-l“ 5 TR == B e e
< T Lyehte s== B s =
Microsoft Cloud Adoption Framework A N . AN =" " o e o :
TSE  AppRCEBON COMOIaMs LES 'l H w1 B
B swategy S Pan WP reacy MY acopt ) coem WO manage 23 = N T ¥ = :
TS0 ."wmne:'mmn HY :: § 5 5% L] :: :
» Define a technology and = Plan and document cloud » Build the Landing Zone, » Workload migrati i - i and quality assure the » Optimize and automate to 2 = "_‘ :: é :53 :
il strategy il i ion strategy goals. accounts, and subscriptions. and implementation. delivery and govern the improve operations. HY Mw § "
motivations, business cases, « Prioritise tasks, and map « Additional optimisation and operational run state. «+ Solidify reliable operation B - - y e ® :
and desired future state. technology to desired state. modernisation of capabilities . ively adapt to g ical and busi = - § il ,
and services. cloud paradigms. cloud management exercises. e [ E E
Cloud Security o o - ’
Transformation programme Portfolio Rationalisation & Secure the Migration 4 ®
Strategy A ®
e p—— =
Stakeholder Engagement Thisat Scenasio Descripton ctive Thee st Actoris) Exaenot of Recent Breach
AT
Multipie S lclsré;"g::ranafr‘um n.wur.;.s.:.as.::;ng::» on a Threat Muliple Selaction. Click on & Theaat Scanario

Continuous Improvement

AB®
Tracking cyber security maturity and benchmarking (value derived)
Implement Microsoft . —
Security Solutions 4 ® : Cloud Cost Assurance

Security Design Patterns &

Program Metrics and
Reporting ®

Business Case 4 ®

Delivery Roadmap @

Technology and Products Cloud Adoption Microsoft Cybersecurity Reference Microsoft Security Azure Security f .
M%L-m Framework (CAF) Architectures (MCRA) Documentation Benchmark Ll A"!‘Jﬁi&‘iﬂﬂ? L Expertise

PwC



Portfolio rationalisation

Cyber security architectures evolve in response to tactical needs, PwC have years of experience engaging boards and cross business
organisational changes, events and market trends resulting in dozens of multi- stakeholders to understand real business needs and priorities. That

vendor solutions that have varied estate coverage, overlapping capabilities, understanding is then used to determine a viable future operating model and
poor technology integration and misalignment to processes and associated the programme of Cyber Security Maturity work (NIST/Zero Trust) required to
security policies. This will always result in commercial and operational achieve that model aligned to the ever changing needs of the business. In
inefficiencies. It also leads to many risks that are often hidden from the recent years we have developed a Portfolio Rationalisation process and
business. supporting tool to help clients maximise the value they derive from a

consolidation around Microsoft E5 and Azure security.

1. Information Gathering 2. Scenario Analysis 3. Strategic Planning Contacts
Leveraging automation, data on your tools is collected Assisted by dynamic visualizations, Collaborate with Develop documentation to recap key pain-points and

and standardized around an industry leading framework you to conduct “what-if" Analysis and identify how the opportunities. Assist with additional discussions,

to understand your organizations’ focus areas and Microsoft technologies can help to address gaps and workshops and projects (as necessary)
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PwC and Microsoft — Portfolio rationalisation

Solution overview

Cybersecurity doesn’t have to be complex. The objective of this portfolio rationalisation effort is to simplify your portfolio to reduce the cost and complexity of your environment,
Every extra tool you have is an extra tool you manage — our clients often have redundant tools that cost them time and money.

Rationalise your current technology stack — Utilising a collaborative workshop based approach, PwC’s Portfolio Rationalisation holistically assesses your organisation’s security
capabilities across the enterprise to identify areas of improvement and facilitate the adoption of Microsoft 365 cybersecurity technologies and capabilities to Optimise, Rationalise,
and Maximise your cybersecurity technologies.

Portfolio rationalisation — Goals

PwC’s Portfolio Rationalisation holistically assess your organisation’s
security capabilities across the enterprise, identify areas of improvement, and
facilitate the adoption of Microsoft 365 cybersecurity technologies to Utilise,

Rationalise, and Optimise your cybersecurity portfolio.

Utilise existing tools

Help utilising the full
potential of tools and
optimise your security
spend by identifying
solutions within your
current product stack.

PwC

Rationalise security
solutions

Collaborate with you
through interactive
workshops to rationalise
security solutions to
reduce security spend by
identifying/

eliminating redundant
capabilities.

Optimise security
capabilities

Identify which gaps in the
current security landscape
can be addressed with
your existing technology
stack.

Potential opportunities

Reach out to PwC’s Portfolio Rationalisation team to assist you in identifying
an opportunity.

The following are some general rules of thumb to follow:

+ Client looking to expand their use of Microsoft Technologies: Many of our
clients are looking to move from a lower Microsoft license tiered to a higher tier for a
specific reasons. As part of that process we can help them identify the licencing
which enables them to achieve their goals.

» Clients who have M365 E5 but are not utilising the solutions: Often clients have
already purchased a specific Microsoft SKU and need our help to identify what
solutions and capabilities they have available to them and what existing technologies
they may be able to replace with a Microsoft solution to cut technology costs.

» Clients who want to understand what Microsoft has to offer: Microsoft has
expanded their security footprint over the last few years, many clients do not full
recognise the breadth of solutions they have to offer. the Portfolio Rationalisation
offering can bring light to the Security offerings and what benefits our clients could
see with their use.



