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The challenge

The complexity of managing cyber security continues to
increase. New technologies and new threats constantly
present challenges for organisations faced with:

How we can help

PwC has partnered with Microsoft to help you realise
the value of a Cyber Security Platform approach by:

1.

Creating the business case to adopt the

e  Multiple cyber security vendors and solutions Microsoft Platform approach based on cost
accumulated over time in reaction to threats. optimisation and operational efficiency.

e  Separation of IT and security operations that 2. Facilitating trials and proof of value exercises
limits full risk oversight and management. to demonstrate benefits first hand.

e Limited integration across the cloud and 3.  Defining the transition roadmap to optimise the

on-premise estate that leads to gaps in some
areas and duplication elsewhere.

use of current assets and meet future risk and
cost reduction objectives.

Why you should consider the Cyber Security Platform

A Cyber Security Platform departs from siloed, point Cyber solutions and prioritises integration across the entire
spectrum of cyber security capabilities, from threat detection and response, data security and identity and access
management. It then embeds these services into the digital estate to make them Secure by Design.
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1. Reduce duplication of security 1. 1. Gain visibility and control over
your full cloud and on-prem

technologies.

Increase Return on
Investment

Evolve to meet
new threats

Streamline Security
Operations

Automate operations to
reduce workloads.

2. Reduce costs of developing 2. Refocus security team to high SR
and maintaining custom value tasks. 2. Enable your business to
integrations. 3. Consolidate skills and training securely adopt current and

3. Reduce licenses and simplify LU EREinBOEES:

procurement.

across both IT and Cyber
operations. 3. Benefit from Microsoft’s

continued Cyber R&D.
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Why choose PwC?

Accelerators

Our Cloud Security Transformation
Reference Architecture (CSTRA)
and Total Cost of Ownership (TCO)
Calculator enable us to rapidly
provide you insight.

Knowledge

PwC'’s status as a Gold Partner for
Microsoft in Cybersecurity provides
us with certified specialists to bridge
the gap between Cyber risk and
Microsoft technology.

Experience

As Forrester’s leading Global
Cybersecurity Consulting Services
provider', PwC brings insight of
Cyber threats, management and
controls across all industries.

TCO Calculator

"Forrester Wave: Global Cybersecurity Consulting Providers Q2 2019

Cloud Security Transformation
Reference Architecture

The benefits of working with the PwC and Microsoft Alliance

The journey doesn’t end there. We can continue to support your transformation, from SMEs to full transformation
programme delivery, combining our cross-industry experience with our in-depth knowledge of the Microsoft
security solutions, to help you realise value from your investment in a cyber security platform.

Security Operations with Microsoft
Azure Sentinel

Plan, design and deploy your Security
Operations Centre combining the
Sentinel technology with PwC'’s
experience in security operations,
planning and management.

<

Identity and Access Management with
Microsoft Azure Active Directory

Build and expand the access control
foundations of your hybrid, multi or pure
cloud estate with Azure AD and PwC’s
experience to manage legacy and
modern systems.
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Your contacts:
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Alex Petsopoulos
Cyber Transformation

PwC United Kingdom

M: +44 (0)7941 454 210
E: alex.petsopoulos@pwc.com
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Anton Tkachov
Cyber Transformation
PwC United Kingdom

M: +44 (0)7769 875 955

E: anton.tkachov@pwc.com

Data Security and Governance with
Microsoft Information Protection
Discover, define and protect the key data
in your organisation guided by PwC’s
data classification and policy expertise
implemented by Microsoft Information
Protection.

Threat Detection and Protection with
Microsoft 365 Defender suite

Define and keep your threat detection
rules up to date informed by PwC'’s
leading threat intelligence, analytics and
advisory team.

Matthew Yee
Cyber Transformation
PwC United Kingdom

M: +44 (0)7841 467 233
E: matthew.yee@pwc.com
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