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QLR OLUTION OFFER
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We provide end-to-end advisory and support services leveraging our six value-added solution families, each of which brings fully dedicated, global teams and has industry-

specific expertise

Digital
Customer & Digital Intelligent Automation \.
Transformation Strategy Digital Experience Platforms
Innovation Creative & Design

Customer Experience Content

Customer Care -
Digital Commerce

Sales & Marketing Acceleration

Risk & Compliance

&
Regulatory Compliance Enterprise Risk
Consumer Protection Management
Financial Crimes ,EISKI gt‘ Compliance
Compliance nalytics
Credit Services Regulatory Remediation

Operational Risk

Business Performance Improvement

Finance & People Advisory

Performance Change Management

Management & Communications
Financial Reporting Supply Chain &
Remediation & Operations

Compliance

ESG & Sustainability
IPO Readiness

Mergers &
Acquisitions

Technology Consulting

/

Q\

Technology Strategy &
Operations

Security & Privacy
Enterprise Cloud
Operational Resilience

and

Technology Modernization

Artificial Intelligence

Internet of Things

Quantum Computing

Data & Analytics

Enterprise Application Solutions
Custom Development

Internal Audit & Financial Advisory

L
Controls Advisory & SOX Technology Enablement
Services & Audit Analytics
Outsourcing & Co- Forensic & Fraud Risk
Sourcing Services
Technology Audit Quality Assessment &
Strategy, Next Gen & Leading Practices
Transformation Services Capital Projects &
Contracts
Legal
Litigation, Legal Department In-House Counsel
Investigations & Risk & Transformation
Disputes Compliance Processing &
Managed Contract Managed Legal Hosting
Solutions Information & Hard Copy &°
Legal Privacy Governance Scanning

Ecosystem Partnerships
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AOUD & INFRASTRUCTURE SCLUTION

We have and continue to deliver strategic engagements for our clients globally. Our breadth of offering and depth in experience, help create value beyond contracts

Well-Architected
review of cloud
landing zone and the
data foundation layer
for one of India’s
largest financial
services company to
enhance overall
cloud design, security
posture and optimize

Re-architecture of

¢ S4HANA deployment
model moving from
clustered DB setup
within a regionto a
Primary / DR region
to build resiliency
and reduce DB

. overheads for one of
. largest consumer
application company

Identified 6+ cr.
saving potential and
improvements to the
FinOps process to
minimize cost leaks
for a large Indian
conglomerate client
with a multi-cloud
landscape.

Created hybrid cloud
strategy for an Indian
born in cloud Fintech
organization with
financial case to
reduce costs by up to
35% without
compromising on
business needs.

End to End hybrid
{ cloud setup and 24x7
support for a Middle
East Govt. agency.
Nature of services
required greenfield
setup, 24x7 helpdesk,

Assessment of
modernization
strategy of IT
applications
deployed on multi-
cloud for a Govt.

Upgrade and
Refactor legacy
application to cloud
native architecture
. for alarge home
service franchisor

24x7 cloud
operations for an US
client supporting
Migration activities,
Cl/CD automation

Industry agency with Security threat q : . helping position the
implementation monitoring and an regtu a(rjser\lgces client for success
roadmap of quick continuous request and upkeep and future-proof

modernization and of the cloud platform

operations of the
hybrid infrastructure

fixes and long-term
initiatives

their investment
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A.OUD ENABLED DIGITAL & DATA TRANSFCRMATION CAPABIL
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Protiviti
Cloud & Infrastructure
Solution
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CRITICAL PHASES INAQOUD TRANSFORMATION JOURNEY

We can help you throughout the journey leveraging our consulting, implementation and managed services capability across multiple practices, tools and technologies

Migration & Modernization

* Migrate Infrastructure & Apps
* Cloud Lifecycle policy creation
« CI/CD Automation

« Setup Monitoring & Controls

Infrastructure Strategy

« Is there a business benefit to migrate to
cloud

- what applications are suited for cloud

 On-premise, Hybrid or Multi-cloud strategy

o

Cloud Operations Transformation
* Cloud FinOps enablement

* Cloud Operating model & Governance
= » Well Architected Framework review
{§} Cloud Innovation

+ Emerging Solutions pilot
Cloud Migration approach 9 :‘
» What should be Migration approach — Vo

+ Continuous optimization
« IT Operations process enhancement
L+S, Re-Build or Re-Platform
« Build secured Landing zone and setup

cloud operations to enable migration .E%

activities
TAC automation
Security Design approval

=
O==

Proof of Value
« POC / Pilot use case implementation
« Business objective validation

 Migration planning &

Operations Optimization

« Enterprise Cloud Policy standardization
» AI-Ops (Hands off support)

» SRE & Observability
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ACCH BRATED ONHCEVAND SERVICE CAPABLLITIES

Accelerated deployment and delivery using delivery accelerators and frameworks to arrive at right strategy and roadmap within weeks

VMWare Migration feasibility

Discovery of existing VMware footprint, identify options and arrive at
financial analysis of VMware vs alternate options for hosting Outcome:
VMware or alternate platform feasibility, financial business case to
continue / discontinue VMware, Technical risks and mitigation planning

IT Operations process assessment

Assessment of the IT infrastructure operations covering Infra, Software,
Network, Resources and Service Management. Outcome: “to-be”
process documented, Automation & Integration using existing

technology investments, create governance model

Cloud Adoption Strategy

Asses existing Infrastructure landscape, Applications, cost comparative
analysis across set of cloud providers. Outcome: On-premise, Hybrid /
Multi-cloud strategy, TCO and cashflow analysis, Application placement

Cloud FinOps assessment

Evaluate existing spend, identify cost leaks, analyze capacity usage and
cloud lifecycle processes. Outcome: Identify potential savings with right
capacity and design in place. Recommend process changes in the cloud
lifecycle to ensure costs are controlled at earlier stages.

Infrastructure Maturity assessment

Assessment of IT infrastructure including servers, network, software's,

security etc. with today and future business perspective Outcome: Gaps
/ issues in existing infrastructure, security challenges, Technical debt and
recommendations



AOUD ANOPS SERVICES

OFFERING DETAILS

Organizations must prioritize financial performance and operational excellencein cloud operations,focusing on cost-effectiveness and
strategic alignment of cloud expenditure with business objectives. Protiviti's Cloud FinOps Services offering, is designed to transform
your cloud operationsinto a powerhouse of efficiency and value realization.

Our offering encompasses robust
governance, forecasting, and expert-led
managed services. Experience the
power of holistic cloud financial
managementfor maximum efficiency
and strategic value realization

Cost Assessment and
Optimization

Budget Management and
Forecasting

Governance and
Compliance

Customized Reporting
and Insights

Financial Collaboration
and Training

Managed Cloud FinOps
Services

KEY FEATURES AND HIGHLIGHTS OF OUR OFFERINGS

ollaborative efforts with
inance, operations, and

ngineering teams

ailored Cloud FinOps
ervices align with unique
usiness requirements.

Gain visibility into cloud
expenditure with real-time
insights.

Continuous optimization built |

into our CMS offeringto
eliminate cost leaks

L 2

angible value delivered
o the organization by en-

bling business growth and
nnovation in the cloud.

Seamless integration of
governance principles,
processes and compliance

CREDENTIALS

Streamlining cloud operations lifecycle, reviewing hybrid cloud setup and
standardized practices, identified optimization opportunities of around 6 cr+ for a

large conglomerate .
Assessment of existing cloud setup and recommendation to reduce cloud costs by

26% for an Indian equipment manufacturing company

Well-architected review of the cloud platform and identifying optimization options
including contractual and alternate viable options for a Indian Fintech company

OUR DIFFERENTIATORS

L 2

2. Tools/
Accelerators

Industry tools / Custom
native scripts for
resource level data
analysis and
recommendations

1. Expertise
Our seasoned Cloud FinOps
professionals bring a wealth
of experience in optimizing
cloud costs for diverse
industries.

4. Ability to Adapt and Evolve
A philosophy and capability to
adapt the service delivery
approach to continuously
improve and evolve to meet
the changing needs of the
industry and business
environment.

3. Partnership Approach

We view ourselves as an
extension of your team,
working collaboratively to
achieve shared goals and
drive business success.



INFRASTRUCTURE MATURITY ASSEESIVENT

Our IT infrastructure and application maturity assessment tool expedites the evaluation of a client's IT landscape and assigns a score based on
five key aspects: Infrastructure, Application, Data, IT Operations, and Security. The framework offers a comprehensive overview of the I
landscape, suitable for conducting in-depth study and making recommendations..

TOOL BENEFITS
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The framework leverages a
guestionnaire aimed to thoroughly
explore the IT infrastructure of the
clients. Itincludes a scoring model and i k :
graphic charts that provide detailed V]
analysis of the various assessment ! =T=TT>
pillars

=  — P ar—p— =
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Questionnaire derived on extensive £ ot

expertise -5 ‘ IT Infrastructure 7 Application IT Operations

2

Data
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Accelerated Delivery

Extend additional elementsin the future

Q

Self-service capability j

Application i IT Operations Data

Al enabled recommendation engine
planned in future phases




ANALYTICS / DATAWAREHOUSE MODERNIZATION METHCDOLOGY

a hybrid approach that involves the comprehension of the data servicing requirements to business and the current technical complexities, to achieve the optimal cloud
solution, which meet existing functional and technical requirements

Key phase in the modernization journey to
identify key components; Architecture, Tools &
Technologies, Data scope & coverage, User

Based on Inputs from the assessment phase,
design will consider Cloud native / Cloud
Agnosticdesign strategy. Leverage existing

Hybrid Testing approach with Data Object
level validation across layers and Business
validation using Reports / Dashboards.

scope, ETL design, Reporting design, Cost software, Business fulfilment, Data Security & Ensure Data coverage & completeness to
analysis and Operations which will define the compliance, Scalable computing and meet meet Business & Design requirements
clouddesign Data latency needs at lower costs

Key areas of Impact @ Design Strategies

Data Availability and Latency requirements Appropriate design and service selection for Batch, On-demand and Real time
ingestion and testing strategy

Technologies used (Pre-packaged platforms, Open-source, Appliances etc.) Assess Technical debt, choose appropriate OEM / cloud native service and

approach for migration

Data Access and Delivery requirementsincluding downstream feeds ) . ) .
Define storage, encryption, masking and access policy across data layers

Data sources & Diversity Secured network setup for Data transit, end point management and Testing
strategy

Data Volume & Retention

@0 @t

Large data objects migration, Data pipeline and storage design, PIl data masking

""" - . Impact to existing Data Governance SOP and'on—going operations processes and
(%= D :
b ata Validity, Governance & Operations update of the same
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DEVOPS BENABLBVENT METHODOLOGY

to fully adopt and grow a DevOps culture, it needs to go through a major cultural and technological shift. Process standardization and tools are critical to make sure that

all players, even third-party partners, are aware of the processes

y

N

More Impactful Course
Corrections

protiviti

(L) Faster Timeto Value

lf\/i ) Faster Feedback

—4a
(}rg More Relevant Solutions

t Implemeantal

ADOPTION

Failure Avoidance or
Faster, Less Costly Fallure

n Metl

STANDARD

( 3 “' 44 Ox Faster

46)( More ; o ‘

Lead Time for Changes eployment Freguency

Less Than Mukpie

1 Week s 1 per Week
1 Month - 1 Hour 1 par Month - Per Day

96x Faster

an Time To Recove

N

Iterative
Improvement

Continual Continual

| Fee Ck « Dwwired State ConBguration

« Self Service & Automation
« Small, Low Risk

= Bolt Service Pravisioning
« Safe System of Work v Sall Servce Depkymunts

Strong, Fast Feedback

Deployments Loops Quality + Aumomatad Tesing
* T-Shaped Teams « Improved Detection & WOl  ciicion Teseng
S ‘ AT + Sistic Code Anaysis
* End to End Agile ecovery

4 Mcrosarsces
* Cantsitters
« Poaturs Toggling

Technology

* High Trust Culture « 20% Improvement Efforts

* Scientific Experimentation

» Organizational Learning

« Leadership Driven
Learning Culture

* ChatOpe

« Relaass Managemant
Tramaion Checkists

« Global Transformation of
Local Discoveries

« Institutionalized Daily
Improvement

5 Protiviti Member Firm for the Middle East and India Region |.

« Adoraied Bukds
o Agdoormind Approesis
+ Angon Corgs

* Autonared Sacurty Scana

Automsted Bisk Management

* Panode Sacuiy Scans

< Bulling Depdoymets
+ Producton Testng
* Parformarce Muntonng

* Kanben Boards
« Information Radistors
+ Agie Pracices




OLR MANAGED SERVICES DHIMERY

Cost efficient, purpose-driven Infrastructure Managed services to meet varied scale and complexity
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Value proposition

= Flexible pricing models (Shared services, Outcome based, T&M)

= Tiered managed services model to meet business support
requirements at reduced costs

= Hybrid deployment model with remote operations and onsite
support for critical business activities

= Value IMS services like FinOps, Architecture reviews and Cloud
Governance integratedinto the model

= One-window model to support AMS services plus reselling /
billing for major CSP and ITSM tool OEM’s ;




FRAVBACRG & AX

CLOUD READINESS ASSESSMENT FRAMEWORK

Cloud Adoption outcomes

A reacness and migration review for enterprise A t Consid "
workloads to achieve objectives of cloud initiat
Workloads - S
1. = - —— ~
T e e &
-— - e
. E=mm e 2 :

L] Dot

+ Optimal Deployment Options
« Provider Platform Selection
« Cloud Architecture

+ Subscription Costs

+ Managed Services Costs

+ Ceher Costs

+ TCO& RO

stvos and proyoots (ewo) |

Migration Plarning I
Inial Serup I
MVP I
Migration 1
(workload'cata) |
App Modernizstion
Testing I
Srabilizazlon I
I
I
I
I
I

Curover (go-live)

< ManagedServices

+ Convin s

-y

CLOUD MIGRATION STRATEGY DEFINITION

Bolow approach Is based on industry best practces that has bean specécalydesigned to address data classdcation prvacy and cloud sultablry

[ eesornc |
IMPLENENT

'

i

' Dwisled Project Plas Automation

'

'

| Dawgn and Archinct Montorng
S e

' imple ion Cost Oplimeatos

Preafof Cancept SLA wndd Goveenancs

Mgmton | Modemzaton Knowledge Transiar

Teat & Cutover miring and Enablement

Busness Contrufty Runbock and SOPs

Agie’ DevSecOps Perodicel Reports

megration >

Secumy and Govermnance

Ciowd Operadng Mode!

Business As Usual

MIGRATION PATH ASSESSMENT

Below represents a migration path analysis parameter framework that will be used for
path for an ap » rehost, repl m, refactor etc.

COTSvs. Custom buld vs. SAAS
App Delvery Model

App Server Cloud Readiness
Distributed Architachos

App Load Precictabrity / Elasticity

Appiication Lifecycle

Appicaton idecycle stage
Avaiabity HADR Requrements
RPO/RTO Requrements
Deployment Geography

Config Updates

Version Controls

Technical Complexity

Hardware dependencies

Programing Language /

OS Sultabity (svpported vs unsupported)
Data Modal complaxity

Lead pracictability | Elasticity

Archtacture design documantation

25 Protiviti Member Firm for the Middle East and India

gand rec

ding the most appropr

R’:f‘, thll’JTl‘ and CCG"E“BI’!!’.(‘

Level of Data Residancy Compliance
Cata Classification

App Regulatory and Contraztual reg

Impactdue to Cata Loss

Financial Impact dua to Unavalabity

Future tech stack
MEA or atwe Business Strategy
Modemizaton gosls

Intagrations

Chatty rtegrations with cther spps
Exdamal imegrations
Econysten Nature of the app

INFRASTRUCTURE AND APPLICATION DISCOVERY
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FRAVBACRG & AX
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Modular ay
Managesaiity
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Improving
Process

Predictable
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Standard,
Consistent Process

DISTINGUISHING FACTORS

Disciplined
Process
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EXAMPLE CRITERIA =-—ovmmsemsesmmsomas

Urpreccuablity
Lttie or vague dacumentation
FHZALy SIpEnIen1 o0 inciviguals
S1abIRY. €500 LY O ) OS5

Maragemen! shecives G plarnirg
Sore Cocameried pelcis & proceduren. Siges of inplene
Croan anstal cipniecge aro varing

Proacive rmasagement G Neobiity
3 TAIeC processes comaaty mide
S12000 £ THISArING O ICESSAS NHRGrIed IPID OrQIN 20500 Wi 13008

S1rong Wams § eaperiesced role models
Cutal e statatical miasurenes & 4P
e91 G Cptie v well knawn

Larty waraing systems G risk analptics

Proscive impravemint of processes G conlrols, bused on casts
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Backup Strategy and Planning Review

The usderstasdng of business,
technolagy and regulatery requrements

Gaversance
Pracess, Operating Nodel, md
Seurcing & Refrosh Managemant
Backup
Strategy and
Planning
Select, Deploy, Operate, Manier Techeology
ané Report, )
Architecturs

Trends implicatiens of
bachup lrends

Undertying techneleges to
weppart backup sirategy £
archiecture {medemize.
closd, eie)

TOAS Ar sa3ury Sovinance Framewan
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protiviti
Global Business Consulting

g

DO OO

FACE THE FUTURE
WITH CONADEN R
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