
Microsoft 365

GDPR-compliant in 3 steps despite annulment of EU-US Privacy Shield

In the Schrems II judgement, the ECJ declared 

the Privacy Shield inval id on account of invasive 

US survei l lance programs, thereby making 

transfers of personal data on the basis of the 

Privacy Shield Decision between the EU and the

USA inval id. This decision became effective 

immediately without any transit ional period.

To use cloud-based services, such as Microsoft 

365, companies must now themselves verify the 

privacy protection in the recipient country in 

order to use the so-cal led standard contract 

clauses (SCCs). Therefore, companies are now 

obliged to act immediately in order to ensure a 

compliant transfer of personal data to the US.

To continue using Microsoft 365 in a compliant 

way, sett ings must be set correctly, and crit ical 

services must be disabled to prevent f ines or 

claims for damages.

THIS FACTSHEET TELLS YOU WHY THE SCHREMS II JUDGEMENT CONCERNS YOU AS

CEO

We show you, how to 

✓ protect your company against 

penalties of the regulatory authority

✓ get back the control of your data

✓ reduce your entrepreneurial risk

✓ continue to run your Microsoft 365 

environment GDPR-compliant

Head of IT

We show you, how to

✓ avoid losing control of your data

✓ ensure data protection and 

information security of your Microsoft 

365 environment

✓ continue to run your Microsoft 365 

environment GDPR-compliant without 

interfering daily IT operations

Microsoft 365 Specialist

We show you how to

✓ continue pursuing the innovative vison 

of the company, without being slowed 

down by regulations

✓ ensure data protection and 

information security of your Microsoft 

365 environment without interfering 

daily IT operations

✓ continue to rely on pioneering cloud 

technologies in compliance with data 

protection regulations

Microsoft 365 - GDPR-compliant in 3 steps

In cooperation with PRW Rechtsanwälte (law f irm special ized in IT law), Provectus Technologies

developed a process that enables Microsoft 365 services to be used GDPR -compliant.

Thus, your company prevents penalt ies or f ines, while avoiding interruptions in the dai ly IT

operations.

In a three-stage process, the Microsoft 365 services used in the company are analyzed, legal ly

checked and adjusted according to the recommendations. Only i f  the sett ings in the Microsoft 365

environment are set correctly, and crit ical services are deactivated, f ines or claims for damages

can be prevented. Al l  measures and sett ings are documented in detai l .   An in -depth survey 

including a report confirms your action and shows that addit ional measures have been taken in

action.  
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Microsoft 365

GDPR-compliant in 3 steps

STEP 1

ANALYSIS OF COMPANY'S MICROSOFT 365 ENVIRONMENT

On the basis of your exist ing l icences a detai led and professional audit matrix wil l  be developed. 

Based on this matrix, al l  Microsoft 365 applications that are used in your company are checked.

This ful ly elaborated and analyzed document is subsequently used for legal evaluation, carried out

by our partner PRW Rechtsanwälte. Furthermore, PRW Rechtsanwälte also provides a detai led

assessment to analyze your Microsoft 365 environment

STEP 2

LEGAL EVALUATION BY PRW RECHTSANWÄLTE

Based on the developed audit matrix, PRW Rechtsanwälte carries out a legal evaluation of al l

Microsoft 365 services used. Fol lowing this evaluation, you wil l  receive the evaluated audit matrix

with an easy comprehensible color coding.Beside the detai led legal evaluation, addit ional 

recommendations for protective measures wil l  be provided.

STEP 3

IMPLEMENTATION OF THE RECOMMENDATIONS

Provectus supports you with the implementation of the legal recommendations. Depending on the

respective Microsoft 365 service, this can include various adaptations.

The annulation of the transitional period requires immediate actions.

With Provectus as Microsoft Gold Partner and PRW Rechtsanwälte as IT legal experts, you are

getting a team of competent experts who advise you at a fair and fixed price.

ANY QUESTIONS?

PLEASE FEEL FREE TO CONTACT!

Florian Rzytki  I  Senior Technical  Advisor

Mai l :  f lor ian.rzytk i@provectus.de

Tel :  +49 (0)89 71040920

More information:  http: / /www.provectus.de/privacy-shield.html

!
TAKE THE FIRST STEP RIGHT AWAY AND CHECK IF CRITICAL

APPLICATIONS ARE USED IN YOUR COMPANY. 
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