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DISCLAIMER

The information shared in this presentation regarding the Microsoft Security Operations
Center (SOC) is for informational purposes only. The content provided reflects the
current capabilities, features, and potential benefits of the Microsoft Security Operations
Center (SOC) as of the time of the presentation. While every effort has been made to
ensure the accuracy, reliability, and relevance of the information, no guarantees are

made regarding the completeness or timeliness of the data presented.

This presentation is not intended to be a comprehensive guide or definitive
recommendation regarding Microsoft Security Operations Center (SOC). The views
expressed herein are based on the present functionality and scope of the solution,
which may evolve or change over time as it undergoes further development or updates.

As such, features, capabilities, and pricing may be subject to revision.

The solution discussed is designed to address certain use cases within digital
workplace environments, but its applicability to specific organizations or industries
should be assessed independently. The effectiveness of the solution will depend on the
specific needs, technological environment, and compliance requirements of each

organization.

Providence Software Solutions and any associated parties make no representations or
warranties regarding the future performance or suitability of Microsoft Security
Operations Center (SOC) for any specific organization or industry. The information
provided does not constitute legal, business, or professional advice, and attendees are
encouraged to consult with experts in their respective fields before making any decisions

based on the content presented.

Neither Providence Software Solutions nor any associated companies will be liable for
any direct, indirect, or consequential damages resulting from the use or reliance on the
information presented during this session. The implementation and integration of
Microsoft Security Operations Center (SOC) should be done in consultation with
qualified professionals to ensure compatibility, security, and compliance with applicable

regulations.

By attending this presentation, you acknowledge that the information presented is
subject to change and that Providence Software Solutions is not responsible for any
errors, omissions, or misinterpretations in the content. It is recommended that
organizations conduct a thorough evaluation of any Microsoft Security Operations

Center (SOC) before implementation.
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YEARS INDUSTRY COMPLETED B-BBEE DEDICATED
EXPERIENCE PROJECTS LEVEL 1
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OUR SERVICES

Providence

Software Solutions

CUSTOM SOFTWARE SOLUTIONS

We create tailored software solutions
that innovate by leveraging cutting-
edge technologies to drive efficiency,
scalability, and competitive
advantage

PPN

WWW

COMPLIANCE

Our GRC services ensure your
operations meet industry
standards while mitigating risks
and safeguarding data integrity

((R))

INFRASTRUCTURE

We build and optimize secure,
scalable IT infrastructure that
future-proof your operations and
ensure seamless performance,
uptime, and disaster recovery.

MAINTENANCE & SUPPORT

Our support and maintenance
team ensure your systems stay
agile, secure and up-to-date,
minimizing downtime and
allowing your team to focus on
innovation
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©© CUSTOMER SATISFACTION THROUGH PERFECTION ~

Four words from which PROVIDENCE derives its soul

Providence

VISION

Providence aims to provide premier
advisory services to its clients by
shaping them to become industry
leaders. This is done through
providing them with a competitive
edge in transformation, quality
management systems, operational
systems as well as risk

management systems.

MISSION

Providence aims to achieve
customer delight through
excellence in all we do, by offering
world class services in assisting
our customers to create an IT
environment that provides a stable
platform to enable informed
management decisions that drives

business profitability.

PROMISE

» Co-creation of innovative ideas and high impact
results to our clients.

» Creation of lasting benefits in the societies and
communities we live in.

» Ensure above market growth and value for our
clients and stakeholders.

» Providing the highest standard of quality.

« Exemplary quality assurance practices providing
seamless, worry-free control throughout the

duration of a project and beyond.
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EXEGUTIVE SUMMARY

Providence Software Solutions proposes the implementation of a modern, ®

PMSOC

Al-driven Security Operations Center (SOC) leveraging the Microsoft Cloud

User Ac ity_ Logs

security stack. This solution is designed to protect your IT ecosystem from

central data centers to every courtroom(s) providing 24/7 threat detection,
V- User Activity

automated response, and robust compliance with POPIA/GDPR, and 1SO

Incident Resolved

142 mike phnsongcompe (N, User Role Modified

27001: Information Security Management Systems(ISMS).

‘adminéicompany.com Configuration Changed
jpin.dosscompany.c: Login Successful Use
Incident Escalated ent 0 add (4
wager (F

Failed Login Attempt

Our partnership model emphasizes skills transfer and co-management, -

Recent Updates
New Emotet varant detectad i financial ssctor

ensuring we build internal capability while benefiting from our deep

Microgoft Deferder signature update availabio

expertise as a Microsoft Gold Partner / Solutions Partner and ISO 27001- | | LR

Zaro-day vulnerabilily patched in Chioms browser

certified service provider. We align fully with the transformation goals,

offering a solution that is not only secure but also socially and

economically empowering.

Page | 10



Microsoft Security Operations Centre— — —

A MODERN MICROSOFT CLOUD SOC

SIEM & SOAR : FUNCTION Extended Detection & Response (XDR) : FUNCTION Identity & Access : FUNCTION
Microsoft Sentinel : MICROSOFT TOOL

Microsoft Defender XDR (Endpoint, Identity, Office 365, Microsoft Entra ID P2 :MICROSOFT TOOL
CLIENT-SPECIFIC APPLICATION : )

Cloud Apps) : MICROSOFT TOOL CLIENT-SPECIFIC APPLICATION :
Centralized log ingestion from all servers and apps. CLIENT SPECIFIC APPLICATION: Enforces Zero-Trust principles with Multi-Factor
Al-driven correlation and automated playbooks for Unified protection for endpoints in courts, identity/access Authentication (MFA) and conditional access, crucial
incidents  like ~ransomware  containment  or management (preventing credential theft), and email for protecting privileged accounts.

suspicious case file access. security (blocking phishing targeting judicial staff).

Microsoft Purview : MICROSOFT TOOL Microsoft Defender for Cloud : MICROSOFT TOOL

U 4 Data Compliance & Protection : FUNCTION U 5 Data Cloud Security Posture : FUNCTION 20005 ) g
CLIENT-SPECIFIC APPLICATION :

CLIENT-SPECIFIC APPLICATION :

POPIA/GDPR compliance: Discovers, classifies, and Hardens the configuration of cloud workloads and

protects sensitive data across the estate. Manages Data provides vulnerability management.
Loss Prevention (DLP) policies.

Cloud Security Posture

Microsoft Defender for Cloud

Hardens the configuration of cloud workloads and

provides vulnerability management.

Page |12
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CORE MICROSOFT SECURITY STACK e

01 Microsoft Sentinel 02 pefender XDR 03  EntrelID P2

Cloud-native  SIEM  correlating Extended Detection & Identity governance with MFA,

logs from 450+ servers and 120+ Response protecting endpoint, Zero trust and privileged

applications across all 696 courts emails and cloud workload access management
nationwide

u Microsoft Purview ﬂ Sentinel Playbooks u Defender for Cloud

Data governance, classification, Automated incident response for Continuous security monitoring of
and POPIA compliance for phishing, = Ransomware, and cloud resources and workloads
sensitive judicial records insider threats

Page | 13
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SOC SERVICE DELIVERY & STAFFING MODEL =4

We propose a Hybrid Co-Managed SOC model, blending Providence experts with Client staff to ensure long-term sustainability and skills transfer.

SOC Manager
Quantity 1

Tier 3 Threat Hunter
p————— o Quantity 2

Key Responsibilities
Proactive threat hunting, advanced forensics,
and APT detection.

Key Responsibilities
Overall governance, SLA management,
reporting to Client EXCO/ leadership.

Tier 1 Analysts

Compliance & Reporting Officer
Quantity 6 =——==-0 Quantity 3
Key Responsibilities
POPIA/GDPR reporting, audit preparation, ISO

alignment.

Key Responsibilities
24/7/365 monitoring, initial alert triage, and
incident logging.

1
1
e e e o e e o o o o o

‘ Tier 2 Analysts Client Security Analysts
. Quantity 3 be———— o Quantity 3
h N Key Responsibilities Key Responsibilities
\_\ Deep-dive investigation, incident analysis, POPIA/GDPR reporting, audit preparation, ISO
N and playbook execution. alignment.

Total Steady-State Team

. Quantity 3

Key Responsibilities
Embedded team members for skills transfer
and co-management. Page | 14



CHALLENGES VS PROVIDENCE SOLUTIONS

Client Challenge Our Solution
Fragmented visibility across courts Microsoft Sentinel centralized SIEM
Manual detection & slow remediation Al + Automation via Defender XDR
Compliance risks (POPIA, GDPR) Purview governance & DLP enforcement
Limited internal security expertise Co-managed SOC with skills transfer

Metrics Block:

*First Expert Verdict: <15 mins

*Remediation Time: <2 hrs
*Uptime: 99.99%
‘Frameworks: ISO 27001:2022 | NIST CSF |

Page |15



OPERATIONAL EXCELLENGE & SLA COMMITMENTS

Purpose: Define measurable, outcome-based service levels.
Visual: Dynamic table with icons per metric.

Service Metric SLA Target Platform Responsibility

Incident Detection <5 minutes Sentinel Providence SOC

First Expert Verdict (FEV) <15 minutes Sentinel/XDR Providence SOC

Critical Incident Remediation <2 hours Defender SOAR Providence SOC

Report Delivery Monthly Power B Providence SOC
Governance Review Quarterly Workshop Client + Providence

VS

&
<

“SOC performance governed by ISO 27001:2022 and NIST CSF with 24x7 coverage.”

Page| 16



SOLUTION ARCHITECTURE

Pss Clod Platform

PSS Soc

‘_S_'i'i

SOC Analyst

Dashboards

]

Client Environment

A

[ ]
Security event log
sources

—1—p|

O

Onsite receiver

Ticketing system

H [

| w w
5

Client

Client Security stakeholders
Engineers

State

¢ O

Existing New

In-house

Domain

Outsourced

Even logs are sent to the On-site receivers

Events are forwarded to the cloud platform
Analysts analyze log, detect incidents

Tickets are logged for detected incidents and sent to
the client

Tickets are assigned to client security engineers for
remediation

Feedback sent to the SOC to confirm successful
remediation

Client stakeholders dashboards to quickly access
security posture.

Conceptual Architecture: High-level depiction of telemetry ingestion,
enrichment, correlation, and SOC workflows.

This includes domain

controllers and other
windows systems

WM
based sources

Firewalls

Other security
appliences

[
Honeypots

Honeypots

Linux servers

77

7

7

SYSL0G

Client
Stakeholders

Soc
Collector

Logical Architecture

0

fffff g Encrypted tunnel

soc

pemeeeees »

Mitigate cloud platform

SOCPlatform

Dashboards

\

<

4

HTTPS [443

Physical

State

¢ O

Existing New

Dornain

In-house Outsourced
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ZERO TRUST ARGHITECTURE (ZTA) =

Security Analytics

Protect Resources

Endpoint ICAM S
security
ACCESS & CRENDENTIALS
User (\-’ IDENTITY *  Management POLICY
. User *  Authentication Evaluate Access

Device (SSO/MFA
Authorization)

‘PPS & WORKLOADS

Device @
=

Mobile
Device
GRANT ACCESS

(Micro segmentation)
Device @

(with SDP Client)

ON-PREM
APPS & WORKLOADS

GRANT ACCESS (file share, Database, storage Apps)

(SDP)

Data Security

Source: Microsoft®

Page | 18
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MICROSOFT ZERO TRUST CAPABILITY MAPPING

Providence

Software Solutions

Device Management

NIST Area
NIST Sub-Area G Microsoft Sentinel
Sub-Area . 5 i
@ Microsoft Defender XDR Management (e T Ere
) ) | + Security Orchestration, Automation, and
Microsoft Service | Defender for Defender for Office Defender for Defender for Cloud Defender for Response (SOAR)
Fndpninf 365 Ir\lnntify Apps. Cloud
Security telemetry from across the environment
‘ Microsoft Entra Polic CLOUD APPS & WORKLOADS
Conditional Access . Determine Access 5 ‘ Defender for éﬂ'
Global Secure “ Identity Access & Cloud Apps G y}? 3P Saas
Access dlient « User Credential
r P ] .
y Device Mgmt. || Entra ID . Defender for |] Microsoft 365
+  Authentication . Office 365
o Condition
) Entra ID | Grant Access al Access Defender for Cloud aws ’) IA
Microsoft Cloud
% EntraID 0 Security Benchmark
Intune (Z_ Governance J Il a Entra Internet n Azure laaS
E — Grant Access Acee

Defender for
Endpoint

Endpoint Detection and
Response (EDR)

Data
Security

Purvie
BLP

P

; Governanc Softuare Deind
Federation Peianients0BE,
€ 3 Database File share Storage
A Az Information
Purvie Azure Protection
Secure Admin 1 I' 2 Defender Application Guard )
Workstations : 1
1 A\ Entra Private Infrastructure & Access
‘ Entra 1 Azure Q e .aj Azure
1 Vifae] Connector Defender A
ot 1 3 \[IJVe'SkJOP % Intune G Azure Auto
% ntune { indows VPN Backend Identity manage
o ——— -
5 Purvie ]% Intune Defender for Purvie
Wformatio Mobile Cloud Apps wformation
n ) App Mgmt. Protection

Page | 19
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SEGURITY OPERATIONS CAPABILITIES

Align to Mission + Continuously Improve
Measure and reduce attacker dwell time

Broad Enterprise View (attacker access to business assets) via
Correlated/Unified Mean Time to Remediate (MTTR)
. ST e e e e - 1
Incident View : Case Management | Expert Assistance
| Ensure consistent workflow and measurement of success | X Enabling analysts with scarce skills
______________________ " Analysts \
" 4 and Hunters
@ Incident Response/Recovery Assistance
- Security Information and Event Management (SIEM) Hunting + i ® # 49 technical, legal, communication, and other

' \nvestidati h - h [
1 nvestigation platform with Automation and Orchestration
1 (including machine learning (ML), User/ Entity Behavior Analytics (UEBA), & Security Data Lake)
1
1 APl integration asr N Managed Detection and Response
: | o Lol -;) Outsourced technical functions
: Threat Intelligence (T1)
1 Critical security context
I Automation (SOAR) Generative Al
: reduces analyst effort/time per incident, Simplifies tasks and performs advanced tasks
H increasing SecOps capacity through chat interface
1

Deep Insights
Actionable alerts derived from deep knowledge of
assets and advanced analytics

Extended Detection and Response (XDR)
High quality detection for each asset + investigation remediation capabilities

1
1
1
1
1
Raw Data Platform as a Identity & Access Endpoint Applicati
' i i pplications i
Sec.ulrlty & Network Infrastructure & Apps Service (PaaS) OT & loT Management & Mobile () L P Dt ey Information & Data
Activity Logs
1 1 1 1 1 1 1 1 1

R (T D P [ [ B S ———— |

Source: Microsoft®

Providence

Software Solutions
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MICROSOFT CLOUD SOC ARCHITECTURE

Providence

Software Solutions

a
ke

v

Detection Layer

Microsoft Sentinel SIEM

» Threat intelligence
* Custom Analytics
* MITRE ATTACK Framework

\.

of
=

Protection Layer

Defender for Endpoint

» Defender for identity
» Defender for Office

« Defender for cloud

\.

ol

==

Identity & Access
Entra ID P2

» Multi-Factor Auth
» Zero Trust Architecture

 Privileged Access Mgmt

\.

oy

(oo
[

C—

Compliance Layer
Microsoft Purview

* Popia Compliance
» Data Classification

» Legal Evidence Chain

Page | 21
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DETAILED TECHNICAL ARCHITECTURE

Providence

Software Solutions

This diagram illustrates the end-to-end flow of security data, from the head
office, regional offices and DC Servers through the Microsoft security

stack, culminating in detection and response within the SOC.
Key Integration Points:

Sentinel SIEM: Central correlation engine processing 600GB daily from all
sources

Defender XDR: Unified threat protection across endpoints, identity, email, and
cloud

Entra ID P2: Identity governance with MFA and Zero Trust architecture

Purview: Data governance and compliance automation for POPIA/ GDPR
requirements

50 Servers

106+ Apps

500 Regional
Offices

Entra ID P2

Defender
0365

Defender
Endpoint

Defender
Identity

Purview
Microsoft Sentinel

SIEM & SOAR

Defender

Cloud
600GB Daily integration

Page | 22
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Providence

INGIDENT RESPONSE PROCESS & SLAS R
Threat Detection & Response flow
Dectection Containment Recove
: —_— Lesson learned
Autorrfmated — TierT1n:?|glyst ITTZ?E?C? ?jtelzzg Auamated/ Eradicglian SyStemry Post incident
rom i
Mrosll classification analysis i;no?gtl‘i'g:] Thigat iamaua restoration analysis
Critical incident High Priority Medium Priority Automated Response

1 Hour 4 hours

Our operational process is designed for speed and efficiency, ensuring minimal impact from security incidents.

80% Of incident

Page | 23
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INCIDENT RESPONSE PLAYBOOK FLOW N

"' 1 7 Malware - Hmm : .
Auto-quarantine ¢ s 2 Brute F " . | .

Page | 24
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ENTERPRISE RISK MANAGEMENT DASHBOARD

Data sources Data ETL

<< Resolution rules >>

Feature Extraction

=2

i

PoPIA -
o000

Enhancement

Data Modeling

Ai Agentic Predictive Models

Risk Threshold & Alerts

Mitigation Strategies

Action Plans

Notification & Workflow

Baseline data-model
establishment

Enterprise Health situational Awareness

Visualization

Visualized display of multi-
dimensional data

Providence

Software Solutions

Page | 25
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ENTERPRISE RISK MANAGEMENT DASHBOARD

0 Db ioh i -Serasty 1 3 Non Conformance’s Resolution Tracking
10 External Audit

Internal Audit Real-time risk monitoring and alerts Customizable reporting for audits.

PoPl /GDPR

ISO 45001: OHS
H 1ISO 27001:ISMS Automated regulatory complliance updates Proactive incident tracking and resolution.
Crtcal  Signfeant  Mapr  Minor ISO 22301: BCM

Providence

Software Solutions

RISK DASHBOARD Regulatory and Compliance Risk Assessment Dashboard

OHS 1SO 45001 | PCI DSS | 1SO 27001 | I1SO 22301 |POPIA| ICASA | BEE

RISK CONSEQUENCE TYPE CONSEQUENCE .vs. POSSIBILITY Compliance and Risk Compliance and Risk Trend
. Consequence Types —a—Compliance —a—Risk
b ® Environment - Overall Compliance Ratings Overall Risk Ratings =
= Safety 5(Catastrophic) 0 W
Community Q 50 50 €0
Health 4(Major) g - Q 25 75 25 75 4 ="
4 g »
a 5 s
3(Moderate) § . 0 » o o o ‘ March Agrl May June Sy August September
BOEEL LOCRIION S{mnark Regulatory Compliance by Verticals Top 5 High Risk Assets
S e "Low Medium =High Complete
— - 1(insignificant) i O @ o o
Location 3 Likelihood v:”
Rare Unlikely Possible Probable Almost Certain o o Owner Severity Risk
Location 2 0
s Data Warshouse Owner A Mo -
Location 1 This graph/chart is linked to excel, and changes automatically o Phuvienl Swvers Owner 8 Low »
based on data. Just left click on it and select “Edit Data”. O — — — s CRM Software Owner 8 Low 2
0 1 2 3 4 5 6 7 8 9 20 JEEE—— O — = pe
s wess [ EEm
Vertical A Vercai 8 Vartical C Vartical D Vertical € S P — Owner A Madhum “s
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SECURITY RISK MONITORING OF THE CUSTOMER'S INTERNAL USERS IN THE ENTERPRISE
ENVIRONMENT

Enterprise cyber risk management dashboard

A THREATS F ANOMALIES ’ USERS D DEVICES APPS 3’3!1""9 Dl]:ab.uuwn en(t; the key metrics dashboard representing details relatedto management of cyber securityincidents by an enterprise. It includes key performance indi
202 197 14 % Risks >=threshold # Of risks>=threshold Risks analysis progress Response progress for risks>= threshold
Anomalous Anomalous Anomalous
0, 0, (V)
35 744 38.6% 397 88.8% 52.6%
148 iknomn 69.8K aiintemal 43 ningps Average risks threshold 12.4
9.9K All Unknown 115 Al External
Encryption vulnerabilities — 26 General hospital _ 55
Excessive userpermissions N 62 internat mecicine co<t NN 20
Dormant accounts [ Asheville Vascular Care [N 19
A\ Latest Threats A\ Threats by Threat Type i e i Addtexthere [N 17
rastestnere I 29 sodtechers I
Insider: Suspicious Behavior Aug 2,2016 (5 ) External: Malware Activity 4 40% . ; = : . " ao g % B 46 o & S5 o0
Insider: Lateral Movement Aug 2,2016 o Insider: Suspicious Behavior 4 M%
Risk rating breakdown Risk heart map Action plan breakdown
External: Malware Activit Aug 1,2016 Insider: Lateral Movement 4 1% jcal ri
y 0 3 5 f_ SESSIRS Total # of risk rating |——<> Deferred
. LUDEATC . — High risk Severe
Insider: Lateral Movement Aug 1,2016 REATS Bl Insider: Data Exfiltration by 3 9% 14% Maior 10.4% Implemented
Suspicious User or Device Medium —/ 33% I =
s Moderate i
External: Data Exfiltration by Malware Aug 1,2016 O
Ml External: Remote Account 2 6% Minor e
External: Data Exfiltration by Malwar Aua1 2016 -~ Takeover Insignificance
xterna X v Malware A keove g —oPlanned
Low risk Unlikely Moderate Likely Almost certain

and change:

- . ottostar Card Based Peak Risk Score
Domain Microsoft.com Cards Based Peak Risk Score ' o A https://lottostar.co.za
{ \ i Insider Threats

— 21

Average Risk Score

Average Risk Score Insider Threat a3t Updat 12/2

C— 30
Data Exfiltration
) 30 =} 91 = com—— 16
Aubrey Sithole Peak Risk Score
—_—— 31
Peak Risk : o g ‘ m Compromised Accounts
ak Risk Score Data Ex-Filtration pdate 127201 v Hide from Dashboard Current Risk Score o
—_— n == 12 23 Sep 2025 11:00 00 AM —_—— 31
Logon Anomalies +ic
34
Current Risk Score Data Ex-Filtration pst Update 12/201
e 42 65
A
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SENSITIVE DATA DISCOVERY & SECURITY ENFORCEMENT

= L

I inal Record —

Universally compatible @) gi:; :‘:fomation ﬂ_’
Detaileg Case Files /\\

Biometric Vehicle or

Seamlessly connect and discover all your data systems with olom
identifiers * licence

powerful integrations and new tools, all without data Personnel Information Address I
exfiltration. [—

Identltymsl 31
Complete data context Birthdate
. . . AT $
Centralize your understanding of what data exists, when the LOJ « >
data is collected, where the data is stored, and how the data Medical &
is used with live data discovery maps. Full face health plan
photos info
Powered by machine learning 1
Leverage advanced machine learning and Al to give meaning E - 4 > — E
to your data; identify business context, sensitivity score, @ Internet & Social Media =h| Mobile -
. Email
privacy risk, and more. Geographic

. vt
Information Phone & fax Page | 28
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SENSITIVE DATA DISCOVERY & SECURITY ENFORCEMENT

Providence’s Data Discovery, Classification and security enforcement tool will

| Q searchalerts, incidents, users... Filter 22 €6 phemeiokolobe

assist Customers to obtain complete visibility into your sensitive data with

. . . .re . . . Dash
efficient data discovery, classification, and risk analysis across heterogeneous 82 peshooars s e
data stores, the cloud, big data, and traditional environments. D cuanrabl NEREEEEEN (D) ovnes N
12 45 103 Widget (\:I-/ )
Our solution is simple to deploy and to use, it will provide Customers with a single Incident Response Giete Recent Updates
H e L Severty Stalis L lew Emotet variant detected in financial sector
pane of glass that allows you to get a clear understanding of what sensitive data IR e e

INC-2624-1001 ritical 09:15AM

Microsoft Defender signature update available

you have, where it is located, and its risks of exposure. With rich visualizations .

INC-2024-1003 o) esolv 07:32 AM

and detailed reports, you can more easily uncover and close your gaps, make e G

Phishing campaign targeting healthcare organizations

Zero-day vulnerability patched in Chrome browser

View All

better decisions about third-party data sharing and cloud migration, and

proactively respond to data privacy and security regulations including
GDPR/PoPIA, CCPA, LGPD, PCI DSS and ISO 27001.

Page | 29
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SENSITIVE DATA DISCOVERY & SECURITY ENFORCEMENT

6. Send
Notifications

5. Escalateincident

4. Prioritise incident

Privacy Incident -l .
Identified: _ : i — —_ —_— 7. Assign task
External and Via: Service Desk Band | Mngmt Bandl Mng Band | Mngmt Band | Mngmt owners
Internal solution L solution ) | solution | solution

& Trac:klnpldenl . Resolve 11. Motify 12. Close incident Q
resolution
Incident
- resolution
—_———— = —_——— record
Bandl Mngmt Band| Mngmt Bandl Mngmt
solution solution solution

)
|
] [IncidentCommunication] JI

q
|
i [ Incident Categorisation J ( Incident Prior'rtyJ ( Incidentlmpat:t] ( Incident Escalation
|
|

" Page | 30
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IMPLEMENTATION TIMELINE L

Project Timeline - 21 Weeks SNSPPSPRNE » ooy | 1 pouse |

Current Progress: Week 0.0 of 21

Phase / Task

» [] Assessment &
» » ® D

Discovery

» & Solution Design » ®» D

» & Build &
Implementation

» & Testing & Pilot
Operations

Documentation

» 57 Go-Live & Creation/update
documents to map

Technical

Integrate/ Rollout - -

Project Closure

the process of
handling personal
information

Configure Data Implement SoC
Sources to Monitor

Phase Details:

B Assessment: 4 weeks ) Design: 3 weeks @ Implementation: 8 weeks B Testing: 4 weeks B Go-Live: 2 weeks

Page | 31
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POLICY AND BUSINESS PROCESSES -——

v Integrated Management System Kit @5 Element 5.02(IND) SHE Risk and Impact Assess... I S O 2 70 O ] I m p I e m e n'l'q'l‘ion
ISO 2700 ] Ce rtificqtion v :’mozrer;eenr::ation Standards u'L AT A O . .
= |
Secion 1 - remises and Housekesping. g S0 1 P gt and execution automation
Section 4~ SHE Inadént Ricoiding snd ﬂL Element 5.07(IND) SHE System Review!.docx
R ﬂ, Element 5.10(IND) Responsibility of Chief Exec...
= Element 5.11(IND) SHE Appointments!.docx

v Supporting Documentation = e o
Appointment Letters @ Element 5.12(IND) SHE Representatives!.docx

Informational and Guideline Document @ Element 5.13(IND) SHE Committees!.docx 4 2 70
NOSA Stardards & Docurients 5| Element 5.14(IND) SHE Communication!.docx .
OHS Act Annexures & other Legal Doct 5| Element 5.15(IND) First Aider and Occupationa... / ’ .
Policies, Standards and Work Procedure @5 Element 5.16(IND) First Aid Training!.docx Average Rating
Registers, Checklists and Other Control @1 Element 5.21(IND) SHE Awareness and Promot...
Risk Assessment 5| Element 5.22(IND) SHE Performance Display B...
Survey Instruments @5 Element 5.23(IND) SHE Suggestion Scheme!.d... 50 1 35

= Element 5.24(IND) SHE Reference Resources!.d...

@1 Element 5.25(IND) SHE Annual Report!.docx Total Answered Questions Sum of Ratings

0= Element 5.30(IND) SHE Training!.docx
5| Element 5.32(IND) Medical Services!.docx

VISION Total Tasks Total Tasks Cost

Trusted Frameworks

it o I S 0 0 0 1 ------------- :
What & Where b : 2 ; .
How & Who : :
1) 6 6 6 6 6
-
VALIDATION EXECUTION o — =
Trusted Information COMPLY Trusted Ecosystem " Q {2 =\
How b When TECHNOLOGY STANDARDS CONTROL SECURITY CERTIFICATION VERIFIED
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OUR DIFFERENTIATORS: WHY PROVIDENGE

Public Sector Expertise

Our proven experience, we understand
government processes and compliance

demands.

Certified Security & Quality

Our ISO/IEC 27001 (Security) and ISO 9001
(Quality) certifications provide a certified
framework for reliable and secure service

delivery.

Strategic Microsoft Partnership

As a Microsoft Gold Partner, we have direct
access to technical expertise and best
practices, ensuring a  best-in-class

implementation.

Commitment to Transformation

Our 100% BEE Level 1 status contributes
significantly to the Client's own
transformation goals, and we include a

robust skills development program.

Providence

Software Solutions
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CONCLUSION

Providence

Software Solutions

As a cybersecurity partner that understands the criticality of your mission.
Providence Software offers a partnership built on trust, security excellence,

compliance rigor, and a shared commitment to your Cybersecurity Roadmap.

We are confident that our proposed Microsoft Technology SOC will

significantly enhance your resilience against cyber threats, safeguard the
integrity, and ensure the privacy.
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MOCK UP SYSTEM SCREENS

| Q search alerts, incidents, users.. Filter £y D premelokoiobe

Dashboard

Security Operations Center

Dashboard

System Configuration
/) Critical Alerts  § A Medium Alerts  # O Low Alerts

45 103

from last week

& wiegrmtons

‘Microsoft Defender for Endpant b “ 'IB -g Contgure.
Recent Updates Acvarcea tweat protaction tor endpoets.
Wy g

Incident Response Queue

e s s
= Seveily) Sty oo New Emotet variant detected in financial sector

ol
INC-2024-1001  Critical 09:15 AM

Microsoft Defender signature update available Lt Sy € e
INC-2024-1002  Modium @ 08:45AM

1NC-2624 1003 SN QR 07:32AM Phishing campaign targeting healthcare organizations

ING-2024-1004  Critical 06:18AM

View All

Zero-day vulnerability patched in Chrome browser
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THANK YOU

+27 (0) 87-711-5555

Providence

Software Solutions

O id ft
Oy Www.providencesort.com

X admin@providencesoft.com
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