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The information shared in this presentation regarding the Microsoft Security Operations

Center (SOC) is for informational purposes only. The content provided reflects the

current capabilities, features, and potential benefits of the Microsoft Security Operations

Center (SOC) as of the time of the presentation. While every effort has been made to

ensure the accuracy, reliability, and relevance of the information, no guarantees are

made regarding the completeness or timeliness of the data presented.

This presentation is not intended to be a comprehensive guide or definitive

recommendation regarding Microsoft Security Operations Center (SOC). The views

expressed herein are based on the present functionality and scope of the solution,

which may evolve or change over time as it undergoes further development or updates.

As such, features, capabilities, and pricing may be subject to revision.

The solution discussed is designed to address certain use cases within digital

workplace environments, but its applicability to specific organizations or industries

should be assessed independently. The effectiveness of the solution will depend on the

specific needs, technological environment, and compliance requirements of each

organization.

Providence Software Solutions and any associated parties make no representations or

warranties regarding the future performance or suitability of Microsoft Security

Operations Center (SOC) for any specific organization or industry. The information

provided does not constitute legal, business, or professional advice, and attendees are

encouraged to consult with experts in their respective fields before making any decisions

based on the content presented.

Neither Providence Software Solutions nor any associated companies will be liable for

any direct, indirect, or consequential damages resulting from the use or reliance on the

information presented during this session. The implementation and integration of

Microsoft Security Operations Center (SOC) should be done in consultation with

qualified professionals to ensure compatibility, security, and compliance with applicable

regulations.

By attending this presentation, you acknowledge that the information presented is

subject to change and that Providence Software Solutions is not responsible for any

errors, omissions, or misinterpretations in the content. It is recommended that

organizations conduct a thorough evaluation of any Microsoft Security Operations

Center (SOC) before implementation.
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We create tailored software solutions 
that innovate by leveraging cutting-

edge technologies to drive efficiency, 
scalability, and competitive 

advantage

Our GRC services ensure your 
operations meet industry 

standards while mitigating risks 
and safeguarding data integrity

Our support and maintenance 
team ensure your systems stay 

agile, secure and up-to-date, 
minimizing downtime and 

allowing your team to focus on 
innovation

We build and optimize secure, 
scalable IT infrastructure that 

future-proof your operations and 
ensure seamless performance, 
uptime, and disaster recovery.
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Four words from which PROVIDENCE derives its soul

Providence aims to provide premier

advisory services to its clients by

shaping them to become industry

leaders. This is done through

providing them with a competitive

edge in transformation, quality

management systems, operational

systems as well as risk

management systems.

Providence aims to achieve

customer delight through

excellence in all we do, by offering

world class services in assisting

our customers to create an IT

environment that provides a stable

platform to enable informed

management decisions that drives

business profitability.

• Co-creation of innovative ideas and high impact

results to our clients.

• Creation of lasting benefits in the societies and

communities we live in.

• Ensure above market growth and value for our

clients and stakeholders.

• Providing the highest standard of quality.

• Exemplary quality assurance practices providing

seamless, worry-free control throughout the

duration of a project and beyond.

About Us



“Empowering Your Cloud Security”CloudShield Tech

Microsoft Security Operations Centre

Providence Software Solutions proposes the implementation of a modern,

AI-driven Security Operations Center (SOC) leveraging the Microsoft Cloud

security stack. This solution is designed to protect your IT ecosystem from

central data centers to every courtroom(s) providing 24/7 threat detection,

automated response, and robust compliance with POPIA/GDPR, and ISO

27001: Information Security Management Systems(ISMS).

Our partnership model emphasizes skills transfer and co-management,

ensuring we build internal capability while benefiting from our deep

expertise as a Microsoft Gold Partner / Solutions Partner and ISO 27001-

certified service provider. We align fully with the transformation goals,

offering a solution that is not only secure but also socially and

economically empowering.
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CloudShield Tech

Microsoft Security Operations Centre

Centralized log ingestion from all servers and apps.

AI-driven correlation and automated playbooks for

incidents like ransomware containment or

suspicious case file access.

SIEM & SOAR : FUNCTION
Microsoft Sentinel : MICROSOFT TOOL

CLIENT-SPECIFIC APPLICATION :

Extended Detection & Response (XDR) : FUNCTION

Microsoft Defender XDR (Endpoint, Identity, Office 365, 

Cloud Apps) : MICROSOFT TOOL

CLIENT SPECIFIC APPLICATION:

Unified protection for endpoints in courts, identity/access

management (preventing credential theft), and email

security (blocking phishing targeting judicial staff).

Identity & Access : FUNCTION

Microsoft Entra ID P2 :MICROSOFT TOOL

Enforces Zero-Trust principles with Multi-Factor

Authentication (MFA) and conditional access, crucial

for protecting privileged accounts.

Data Compliance & Protection : FUNCTION

Microsoft Purview : MICROSOFT TOOL

POPIA/GDPR compliance: Discovers, classifies, and

protects sensitive data across the estate. Manages Data

Loss Prevention (DLP) policies.

Cloud Security Posture

Microsoft Defender for Cloud

Hardens the configuration of cloud workloads and

provides vulnerability management.

CLIENT-SPECIFIC APPLICATION :

Data Cloud Security Posture : FUNCTION

Microsoft Defender for Cloud : MICROSOFT TOOL

Hardens the configuration of cloud workloads and

provides vulnerability management.

CLIENT-SPECIFIC APPLICATION :

CLIENT-SPECIFIC APPLICATION :
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Defender XDR

Extended Detection &

Response protecting endpoint,

emails and cloud workload

nationwide

Microsoft Sentinel

Cloud-native SIEM correlating

logs from 450+ servers and 120+

applications across all 696 courts

01 02 03

Sentinel Playbooks

Automated incident response for

phishing, Ransomware, and

insider threats

Microsoft Purview

Data governance, classification,

and POPIA compliance for

sensitive judicial records

04 05 06

Entre ID P2

Identity governance with MFA,

Zero trust and privileged

access management

Defender for Cloud

Continuous security monitoring of

cloud resources and workloads

Microsoft Security Operations Centre
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Microsoft Security Operations Centre
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Client Challenge Our Solution

Fragmented visibility across courts Microsoft Sentinel centralized SIEM

Manual detection & slow remediation AI + Automation via Defender XDR

Compliance risks (POPIA, GDPR) Purview governance & DLP enforcement

Limited internal security expertise Co-managed SOC with skills transfer

Metrics Block:

•First Expert Verdict: ≤15 mins

•Remediation Time: ≤2 hrs

•Uptime: 99.99%

•Frameworks: ISO 27001:2022 | NIST CSF | Zero

Trust
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Service Metric SLA Target Platform Responsibility

Incident Detection ≤5 minutes Sentinel Providence SOC

First Expert Verdict (FEV) ≤15 minutes Sentinel/XDR Providence SOC

Critical Incident Remediation ≤2 hours Defender SOAR Providence SOC

Report Delivery Monthly Power BI Providence SOC

Governance Review Quarterly Workshop Client + Providence

Purpose: Define measurable, outcome-based service levels.

Visual: Dynamic table with icons per metric.

“SOC performance governed by ISO 27001:2022 and NIST CSF with 24x7 coverage.”
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PSS Soc

Client Environment

Pss Clod Platform Dashboards

SOC Analyst

Security event log 
sources 

Onsite receiver Ticketing system

Client Security 
Engineers

Client 
stakeholders

2

1

3

4

5

6

7

State Domain 

Existing New In-house Outsourced

• Even logs are sent to the On-site receivers
• Events are forwarded to the cloud platform
• Analysts analyze log, detect incidents
• Tickets are logged for detected incidents and sent to 

the client 
• Tickets are assigned to client security engineers for 

remediation
• Feedback sent to the SOC to confirm successful 

remediation
• Client stakeholders dashboards to quickly access 

security posture. 

SOC

WMI 
based sources

Firewalls

Other security 
appliences

Honeypots

Linux servers

SOC 
Collector

Client 
Stakeholders

This includes domain 
controllers and other 

windows systems

WMI

SYSLOG

SYSLOG

AGENT

SYSLOG

PSS
Honeypots

Mitigate cloud platform

SOC Platform

Dashboards

Dashboards

Alerts 

Encrypted tunnel

Physical

HTTPS |443

State Domain 

Existing New In-house Outsourced

Conceptual Architecture: High-level depiction of telemetry ingestion, 
enrichment, correlation, and SOC workflows.

Logical Architecture 

Conceptual Architecture: High-level depiction of telemetry ingestion, 
enrichment, correlation, and SOC workflows.

Logical Architecture 
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IDENTITY
User

Device

FEDERATION

ACCESS & CRENDENTIALS
• Management
• Authentication

(SSO/MFA
• Authorization)

GOVERNANCE

POLICY
Evaluate Access

GRANT ACCESS
(Micro segmentation)

GRANT ACCESS
(SDP)

Custom Analytics

ON-PREM
APPS & WORKLOADS

(file share, Database, storage Apps)

Data Security 

Security Analytics

CLOUD
APPS & WORKLOADS

ICAM PE/PA Protect Resources

PE/PA

Endpoint
security

User

Device

Mobile
Device

Device
(with SDP Client)

Source: Microsoft®
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Security Analytics
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Microsoft Service

Microsoft Sentinel

• Security Information and Event 

Management (SIEM) 

• Security Orchestration, Automation, and 
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Protection
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Global Secure 

Access client

Intune

Device Management
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Endpoint

Endpoint Detection and 

Response (EDR)

Purvie

w

Azure 

Arc

App

s

Defender Application Guard

ON-PREM APPS & WORKLOADS

Dat

a

Entra ID

Entra ID 

Governance
Grant Access 

Software Defined 

Perimeter(SDP)

Policy Enforcement Point (PEP)

Entra ID

Condition

al Access

Feedback 
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continuous 
improvement

Defender for 

Cloud Apps

Defender for Cloud

Microsoft Cloud 

Security Benchmark
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Entra Internet 
Access

Purvie

w

Azure 
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Information 

Protection 

Scanner

Database StorageFile share

Azure 
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Intune
VPN Backend 

Connector
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Entra Private 
Access
Connector

Infrastructure & Access

Identity, Credentials, and Access 
Management (ICAM)
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Software Defined 

Perimeter(SDP)
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User

Mobile 
Device
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Security telemetry from across the environment 
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Source: Microsoft®
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Enterprise Assets – Multiple generations of technology spanning clouds, Devices, Operating Systems, Applications, Data Formats, and more

Case Management

Threat Intelligence (TI)

Automation (SOAR) 

Incident Response/Recovery Assistance

Managed Detection and Response

Security Information and Event Management (SIEM) 

Extended Detection and Response (XDR) 

Generative AI
Simplifies tasks and performs advanced tasks 

through chat interface

Analysts
and Hunters

Align to Mission + Continuously Improve

Measure and reduce attacker dwell time 
(attacker access to business assets) via

Mean Time to Remediate (MTTR)

Source: Microsoft®
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“Empowering Your Cloud Security”CloudShield Tech
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Detection Layer Protection Layer Identity & Access Compliance Layer

• Threat intelligence

• Custom Analytics

• MITRE ATTACK Framework

Microsoft Sentinel SIEM

• Defender for identity

• Defender for Office

• Defender for cloud

Defender for Endpoint

• Multi-Factor Auth

• Zero Trust Architecture

• Privileged Access Mgmt

Entra ID P2

• Popia Compliance

• Data Classification

• Legal Evidence Chain

Microsoft Purview

Microsoft Security Operations Centre



Microsoft Security Operations Centre

Key Integration Points:

Sentinel SIEM: Central correlation engine processing 600GB daily from all
sources

Defender XDR: Unified threat protection across endpoints, identity, email, and
cloud

Entra ID P2: Identity governance with MFA and Zero Trust architecture

Purview: Data governance and compliance automation for POPIA/ GDPR
requirements

This diagram illustrates the end-to-end flow of security data, from the head

office, regional offices and DC Servers through the Microsoft security

stack, culminating in detection and response within the SOC.

50 Servers

106+ Apps

500 Regional 

Offices

Defender 
O365

Defender 
Cloud

Defender 
Endpoint

Defender 
Identity

Purview
Microsoft Sentinel 

SIEM & SOAR

Entra ID P2

600GB Daily integration
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Our operational process is designed for speed and efficiency, ensuring minimal impact from security incidents.

15 min

Critical incident

1 Hour

Response Time

4 hours

Response Time

80% Of incident

High Priority Medium Priority Automated Response

Response Time

Triage 
Tier 1 analyst
classification

Investigation
Tier 2/3 deep

analysis

Containment
Automated/

manual
isolation

Eradication
Threat removal

Recovery
System

restoration

Dectection
Automated alert 

from
sentinel

Lesson learned
Post incident

analysis

Threat Detection & Response flow

Microsoft Security Operations Centre
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Enterprise Health situational Awareness

Microsoft Security Operations Centre
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“Empowering Your Cloud Security”

Microsoft Security Operations Centre

1

Universally compatible 

Seamlessly connect and discover all your data systems with

powerful integrations and new tools, all without data

exfiltration.

2
Centralize your understanding of what data exists, when the

data is collected, where the data is stored, and how the data

is used with live data discovery maps.

Complete data context​

Leverage advanced machine learning and AI to give meaning

to your data; identify business context, sensitivity score,

privacy risk, and more.

Powered by machine learning​​

3
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Providence’s Data Discovery, Classification and security enforcement tool will

assist Customers to obtain complete visibility into your sensitive data with

efficient data discovery, classification, and risk analysis across heterogeneous

data stores, the cloud, big data, and traditional environments.

Our solution is simple to deploy and to use, it will provide Customers with a single

pane of glass that allows you to get a clear understanding of what sensitive data

you have, where it is located, and its risks of exposure. With rich visualizations

and detailed reports, you can more easily uncover and close your gaps, make

better decisions about third-party data sharing and cloud migration, and

proactively respond to data privacy and security regulations including

GDPR/PoPIA, CCPA, LGPD, PCI DSS and ISO 27001.

“Empowering Your Cloud Security”

Microsoft Security Operations Centre
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Public Sector Expertise

Our proven experience, we understand

government processes and compliance

demands.

Certified Security & Quality 

Our ISO/IEC 27001 (Security) and ISO 9001

(Quality) certifications provide a certified

framework for reliable and secure service

delivery.

Commitment to Transformation

Our 100% BEE Level 1 status contributes

significantly to the Client's own

transformation goals, and we include a

robust skills development program.

Strategic Microsoft Partnership

As a Microsoft Gold Partner, we have direct

access to technical expertise and best

practices, ensuring a best-in-class

implementation.

Microsoft Security Operations Centre
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As a cybersecurity partner that understands the criticality of your mission.

Providence Software offers a partnership built on trust, security excellence,

compliance rigor, and a shared commitment to your Cybersecurity Roadmap.

We are confident that our proposed Microsoft Technology SOC will

significantly enhance your resilience against cyber threats, safeguard the

integrity, and ensure the privacy.

Microsoft Security Operations Centre
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+27 (0) 87-711-5555

www.providencesoft.com

admin@providencesoft.com


