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SECURING YOUR ENTERPRISE

PROTECT

DETECT

RESPOND

ADVANCED
INTELIGENCE

m Device

Device encryption,
management of devices, consistent
compliance

Auto-identify suspicious or
compromised end points

Block, quarantine
suspicious devices

Behavior-based attack detection, l

Forensic investigation and
| mitigation

Eliminate passwords, use Proactive notification . Advanced risk based identity I
. . . . Automatically elevate access | . . .
|dentity multi-factor auth, move to of suspicious behavior requirements based on risks protection with alerts, analysis, & |
risk based conditional access and unusual authentications g | remediation. I
|
) |
|dentify unsanctioned apps Deploy new controls & block risk | Bring enterprise-grade visibility,
% Apps & infrastructure & enforce policies on clgsd Detect any deviations from baseline, ploy A0S y i control, and protection to your l
[m] PP resoUrces rr?onitor cloud data policies, or behavior PP cloud applications. I
I |
I . .
Policy based data separation Intelligent classification, & |
Yo -paration, Notification of any attempts for Revoke unauthorized access to l encryption for files shared inside &
Data containment, classification . . . . L |
& encryption unauthorized data access documents, wipe device data I outside your organization |
|

*Win10 E5 includes Win10 E3 functionality
*EMS E5 includes EMS E3 functionality

SECURE

- — — — N
PROACTIVE DETECTION ADVANCED THREAT READY



Cost savings along digital transformation

<5 L H
Unlocks creativity Built for teamwork Integrated for simplicity Intelligent security
Microsoft 365

Office 365 Windows 10 Enterprise Mobility

Enterprise Enterprise + Security




Microsoft 365 can enable cost savings

: v 0

Unlocks creativity Built for teamwork Integrated for simplicity Intelligent security

123% 4 hours/week 50% 719%

Return on Investment when Saved through reduction in reduction in end user
moving to Microsoft 365" improved collaboration and IT administration costs’ security events'
information sharing?
Migration cost saving through Collaboration lowers Cost reductions from people, Reduced risk of a security
FastTrack infrastructure costs hardware and administration breach-business impact, user impact

Faster time-to-decision Efficient online meetings lowers Streamline IT management Reduced compliance costs

eople cost . ,
Cost Reduction of On-Prem Hardware Peop FastTrack support for Deployment Reduced security solution costs
& Maintenance over time Travel and location cost reduction

through online collaboration

Cost savings from vendor management, overhead maintenance costs, service agreements, man hours spent on contract renewals, consulting services across vendors, etc.

< >

Estimate based on composite organization from Forrester Consulting Total Economic Impact™ of Microsoft 365 E5 Solutions, commissioned by Microsoft, Oct 2018
2 Estimate based on composite organization from Forrester Consulting Total Economic Impact™ of Microsoft Teams, commissioned by Microsoft, April 2019. Time savings varies based on role.



https://o365pp.blob.core.windows.net/media/Resources/Sales%20Readiness/TEI%20of%20Microsoft%20365%20E5%20%E2%80%93%20The%20Value%20of%20Creating%20the%20Modern%20Workplace.pdf
https://www.microsoft.com/en-us/microsoft-365/blog/2019/04/23/quantifying-value-collaboration-microsoft-teams/

Microsoft 365 Enterprise

Office 365 Enterprise
Chat- centric workspace

Email & Calendar

Voice, Video & Meetings

Office applications/ co-authoring
Sites & Content Management
Analytics

Advanced Security & Compliance

Enterprise Mobility+ Security
|dentity & Access Management
Managed Mobile Productivity
Information Protection

Identity Driven Security

Windows 10 Enterprise
Advanced Endpoint Security
Designed For Modern IT
More Productive

Powerful, Modern devices



Microsoft 365 Enterprise

MICROSOFT 365 E3

Office 365 Enterprise E3

Chat- centric workspace
Teams

Email & Calendar
Outlook

Voice, Video & Meetings
Skype for Business

Co-creating content
Office ProPlus

Sites & Content management
SharePoint and OneDrive

Analytics
Delve

Security & Compliance
Data Loss Prevention

Enterprise Mobility
+ Security E3

Identity & Access Management
Azure Active Directory Premium P1

Managed Mobile Productivity
Microsoft Intune

Information Protection
Azure Information Protection Premium P1

Identity Driven Security
Microsoft Advanced Threat Analytics

Windows 10 Enterprise E3

Advanced Endpoint Security
Credential Guard, Device Guard

Designed For Modern IT
Azure AD Join, Dynamic Management

More Productive
Windows Ink, Cortana at Work

Powerful, Modern devices
Innovative designs,, new in class devices



Microsoft 365 Enterprise

Office 365 Enterprise E5 Enterprise Mobility Windows 10 Enterprise E5
+ Security E5

Voice Identity & Access Management Advanced Endpoint Security

PSTN Conferencing, Cloud PBX Azure Active Directory Premium P2 Windows Defender Advanced Threat Protection
Analytics Information Protection

Power Bl Pro, Delve Analytics Azure Information Protection Premium P2

Security & Compliance Identity Driven Security

ATP, Tl, ASM, Advanced eDiscovery & more Microsoft Cloud App Security

MICROSOFT 365 E3

Office 365 Enterprise E3 Enterprise Mobility Windows 10 Enterprise E3
+ Security Suite E3



Endpoint management

Enable users to work securely from company-owned
and personal PCs and mobile devices

H I Allow only compliant and trusted
‘ apps and devices to access data

'!. Flexible security management

approaches for devices and apps




Allow only compliant and trusted apps and devices to
access data

« Microsoft Endpoint Manager enables a unique set of capabilities to simplify endpoint security
management for diverse corporate-owned and BYOD scenarios

— Automate device enrollment, provisioning, S O
and software updates across device types

— Restrict access from vulnerable and
compromised devices
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— Enforce security policies on mobile
devices and applications
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—> Manage endpoint security for
on-premises and cloud-managed .ﬁ. == .’
devices from a single pane of glass



Flexible endpoint security approaches for devices
and apps

Mobile device management (MDM) Mobile application management (MAM)

Conditional Access:
Restrict which apps can be
used to access email or files

Multi-identity policy

.. . . : : . . Managed apps
PI‘OVISIOI’] deVlce SettlngS, -. ............................... C (Corporate data)

certificates, and profiles '

Conditional Access:

Restrict access to
managed and compliant
devices and apps

Enroll devices
for management

Personal apps
(personal data)

.................................




What is Microsoft Endpoint Manager

1

Tenant attach

ConfigMgr console

Configuration
Manager

On-premises Clients and Servers

Co-management
workloads

i 2

¢|| T 3

Windows 10
CM MDM

Intune console

Cloud-native
management

Windows, macOS and mobile devices

A unified platform including both Configuration Manager and Microsoft Intune



Benefit of Co-Management

Co-management is the integration between
Configuration Manager and Microsoft Intune that
enables a Windows 10 device to be managed by
Configuration Manager and Intune at the same
time

Co-management is transition technology

You can also use Intune for configuring modern
management feature

This provides you with the ability to continue using
traditional management, but also benefit from
modern management

Microsoft Azure

Enrolled in Intune |

- =
E Microsoft Intune




Planning Your Co-Management Strategy

* Co-management enables companies to take advantage of .
the new features and capabilities, such as compliance Cortfiguration Manager

. . . ] [ ) managed devices
policies, selective wipe, and provisioning new Windows

ConfigMgr agent

10 devices

ConfigMgr agent
AD Domain Joined

Intune managed devices

Intune MDM

Workgroup or AAD
Joined

New devices

Windows AutoPilot

ConfigMgr agent
AD Domain Joined

AAD Joined

ConfigMgr agent
AD Domain Joined
AAD Joined

Intune MDM
AD Domain Joined
AAD Joined

Intune MDM
AD Domain Joined
AAD Joined

ConfigMgr agent
Intune MDM
AD Domain Joined
AAD Joined

ConfigMgr agent
Intune MDM
AD Domain Joined
AAD Joined
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