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Passwords + MFA/2FA are bypassed using phishing & social engineering
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Trend - CIOUd/SGqS Adoptlon 1/ | used Evilnginx2 to bypass MFA (Okta & Duo)

From Okta, | could access Outlook, Sharepoint,

Result - Increase in web based attacks like phishing & Sinni. Bty saiies CbamatiTtise0 s
credential stuffing

| was blown away by how easy it was to pull off this
"hack" that could've impacted 60M+ people.
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https://twitter.com/hacker_/status/1609977943622815745

Authentication Data leaked by Incumbents is abused
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Dark Reading Staff
Dark Reading

Okta Exposes Passwords in Clear Text for
Possible Theft

and alter logs to cover their tracks

July 1S, 2022

Researchers say Okta could allow attackers to easily exfiltrate passwords, impersonate other users,
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Trend - Rise of Hacking Groups

Result - Data leaked from Vendors is used
to attack customers

Hackers breached 2FA accounts of
some Authy users, Twilio confirms

The announcement from early August said that 100 Twilio customers had
their information accessed by outside sources as a result of Twilio employees

being phished. Now the company has announced that 93 Authy app users
have also had select information compromised.
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https://www.darkreading.com/application-security/okta-exposes-passwords-clear-text-theft
https://www.darkreading.com/application-security/okta-exposes-passwords-clear-text-theft

Incumbents can verify user, but not the user’s device

. /IOT\X/: Over 77,000 Uber employee details leaked in \
Trend - Remote Working data breach

The rideshare company's confidential information has been
shared to a hacking forum

Result - use of Personal, Untrusted, Vulnerable Pre;/ious Lapsus$ hack into Uber’s internal
. . . systems
devices, helps attackers to get in enterprise systems

On September 15, 2022, a hacker used a compromised Uber EXT
account to access the company’s internal systems after an
employee's personal device became infected with malware and
Ktheir login credentials posted to the dark web.
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https://www.cshub.com/attacks/news/iotw-over-77000-uber-employee-details-leaked-in-data-breach

Pure Passwordless Authentication

Signatures + Device Profile . SAML Response
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Access channel

Separate Authentication Channel Digital Signature Verification
Pure is designed to eliminate Auth authenticator app uses
phishing, Identity thefts & frauds. digital signatures, 0 Risk if leaked

Device Profile & Zero Trust Access

Auth uses signature & device profile
to give Zero Trust Access Control

Technology Patented in India, USA & UK




How Pure Works?

Explainer Video

https://pureid.io/pureauthdemo
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