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PwC Digital Resilience 
Center

your partner in building resilient, 

continuous & innovative business



Building digital resilience means 
preparing today for the challenges 
of tomorrow. It's about creating 
technology that can withstand and 
bounce back from disruptions."

Chat PwC
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Market perspective & 
threat landscape
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Global physical & cyber threats drive regulatory environment towards focus on 
Resilience, new approach to Digital Resilience is required
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Growing COMPLEXITY of

Technology & data

Growing INTENSITY of local

& global threats

New Resilience-focused

REGULATIONS

Need for new approach to 

DIGITAL Resilience

MANAGEMENT

Growing complexity of technology

architectures and infrastructure

Unorchastrated and unmanaged

technology landscape

High dynamics of Cloud environment

Rapid growth of new technologies 

and AI (AI, GenAI) bringing new set of 

risks and cyber threats.

Definition of Digital Resilience going

beyond Cybersecurity perpsective and 

regulatory minimum

Digital Resilience testing frameworks on 

organizational & technology component 

level

Digital Resilience strategy addressing

key gaps & vulnerabilities and prioritizing

investments - Single, mutual Digital 

Resilience backlog of initiatives 

prioritized for biggest impact

Unprecent growth of physical-risks

for technology resulting from pandemy, 

war(s) and damages (both natural

catastrophies & human-damage)

Significant growth of intensity of 

Cyber attacks focused in particular on 

critical infrastructyre, incl. public and 

sectors / companies providing critical

services

Growing numer of incidents & global

losses from cyber-attacks estimated on 

USD trillions (order of magniture)

Growing regulatory pressure on 

technology & data Resilience

management and risk-driven approach

to tech & data management:

• DORA

• NIS2

• AI ACT

(every next regulation is expected to 

raise the bar in risk-driven approach to 

tech & data Resilience).
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Rapid growth of cyber-attacks in Poland & 
CEE
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x2

Growth of cyber-

attacks intensity in 

Poland & CEE (YoY)

x5

Growth of cyber-attacks 

intensity on critical 

infrastructure & 

services in Poland & 

CEE (YoY)

x7-10

Growth of cyber-attacks 

intensity on particular 

companies in Poland & 

CEE (YoY)
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Revolution!

Technological
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Digital

Public Cloud

AI

Gen AI

Complex architectures, Technological debt, 

Technology entropy, Operational overhead 

Configuration complexity, Security breaches, 

Backup & recovery

Data poisoning, Hallucinations, 

Prompt contamination 

Data poisoning, Data pipeline vulnerabilities

Important technology innovations 
with new risks & vulnerabilities
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Network and 

Information Systems 

Directive 2 (NIS2)

Digital Operational 

Resilience Act (DORA)

7

Growing regulatory pressure on Digital Resilience

AI Act Every next regulation 

is expected to raise the 

bar in risk-driven 

approach to tech & 

data Resilience
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36% of breaches with loss

>USD 1 M
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Still growing losses 
from (cyber-)incidents

>30% 
increase of cybersecurity 

incidents in Poland & CEE (YoY)
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Multiple European banks are impacted

Infrastructure outage

Customer data breachRansomware

Risk of physical damage (war)

Spain Italy

Germany Ukraine
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Digital Resilience

2.
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Assuring Cybersecurity

Protection of weak spots

Responding to threats

Cost Efficiency

Costs under control

Transparency in 

planning and execution

Proactive Technology

Risk & Continuity Management

Anticipation & mitigation of risks

Withstanding of shocks

Technology

(Architecture & Engineering)  

Agility

Agility and adoption to change

Observability & automation 

(Reduction of human error)

Pursuing

Company Goals

What is Digital 
Resilience? 
Assurance that  
Technology supports 
Company Goals

Dictionary, Definitions from Oxford Languages

noun: Resilience /rɪˈzɪlɪəns/ 

1.

the capacity to withstand or to recover quickly from difficulties; 

toughness.

"the remarkable resilience of so many institutions"

2.

the ability of a substance or object to spring back into shape; 

elasticity.

"nylon is excellent in wearability and resilience

Meaning of Resilience

https://languages.oup.com/google-dictionary-en
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Global Leaders transform their Cybersecurity & Tech Risk into 
broader, more pro-active & transformation-embedded
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92%
invest in raising awareness of digital Resilience organizational 

baselines & engage in digital Resilience transformation their CEO 

& entire Boards – identifying key vulnerabilities, threat landscape, 

attack trajectories & investment priorities

84%
leverage broader digital 

Resilience investments in 

order to transform 

Cybersecurity, using 

“Cybersecurity-embed” 

approach to digital & Cloud 

transformation

93%
of Cybersecurity Leaders 

orientate their Cyber Functions 

into pro-active anticipation & 

mitigation of risks (incl. 

resulting from technology trends 

& macroeconomic environment), 

rather then detection & 

response to threats only
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Only 2% are optimising and continuously improving across all areas

Implementing cyber recovery technology solutions (including

immutable backups / isolated recovery environment)

Identifying critical business processes

Developing cyber recovery playbook for IT-loss scenarios

Establishing protocols with major technology providers (cloud, device

manufacturers, managed services) to coordinate incident responses

Reporting to external stakeholders (regulators, investors)

Establishing a resilience team with members from functions like

Business Continuity. Cyber, Crisis Management and Risk Management

Mapping technology dependencies

Sharing information with industry peers, through

formal processes, to prevent systemic risks

Establishing relationships with local

law enforcement to help with analysis and response

Extent of implementation for key cybersecurity resilience actions

Q8. To what extent is your organisation implementing or planning to implement the following cyber resilience actions?

Base: All respondents: 3876

Source: PwC. 2024 Global Digital Trust Insights.

Only 2%
are optimizing and continuously improving 

across all areas
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Still progress on Digital Resilience is too slow
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Digital Resilience becomes a strategic investment priority –
Cloud & Technology modernization on top of Resilience agenda
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*PwC Cloud Business Survey Poland and CEE

Digital tops the risks in two ways: Cloud is the answer (to Resilience)

Risk mitigation priorities 

over next 12 months:

51%
Digital technology risks (technology 

unable to support business)

43% 
Cyber risks

41% 
Macro risks

Cloud transformation priorities*:

80% 
expects improved Resilience 

thanks to Cloud adoption

73% 
will be increasing cloud spend

49% 
Need to modernize technology debt 

first before business innovations

&
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PwC Digital Resilience 
Center

3.
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Cost Efficiency
Risk & Continuity 

Mgmt

Architecture &  

Engineering
Defence

PwC DARC Resiliency standard covers 4 pillars:

Categories
IT Risk Controls

Incident Management

Fault & Disaster Recovery 

Practices

Business Continuity 

Management

Design (Enterprise / 

Platform / Solution)

Prepare (Automation)

Deploy (Release 

Management)

Control (Observability)

FINOPS Cost Transparency

FINOPS cloud cost 

optimisation

FINOPS operationalisation

Cybersecurity Strategy & 

Architecture

Protection

Detection And Response

CIS Controls 8.0
PwC IT Architecture Principles & 

Practices

Cloud Well Architected Frameworks 

(Azure, GCP, AWS, IBM)

FinOps Foundation

TBM

NIST CSF 2.0
Underlying 

frameworks
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PwC DARC Standard is set of over 1000 continuously updated Resiliency best-
practices developed by PwC based on our knowledge & experience

PwC DARC Standard Pillars

PwC DARC Categories: PwC DARC Scorecard:

CYBERSECURITY 

STRATEGY & 

ARCHITECTURE

PROTECTION

DETECTION AND 

RESPONSE

PwC DARC Tools & Templates:

Cost EfficiencyRisk & Continuity MgmtArchitecture & EngineeringDefence
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How PwC DARC Resilience Center works in practice? In partnership with our Clients we 
perform continuous Resilience assessments resulting in Resilience backlog… regulatory 
compliance is just a side effect

1818

Workload (App / DB)

Risk-driven scope of Resilience assurance processResilience assurance proces with PwC DARC Standard

Organizational level with possible deep dives into

Platforms / Workloads

• Strategic & compliance-oriented assessment

• Focused on identification of strategic initiatives

• Frequency: Annual or Bi-annual

Platform level with possible deep dives into Workloads

related to Platform or Platform integration architecture

• Architecture & engineering-oriented assessment

• Detailed documentation & system assessment

• Focused on identification of specific technical or

process gaps causing risks and vulnerabilities

• Frequency: Semi-Annual or Annual

Workload level with possible deep dives into

connected-Workloads or Workload integration

architecture

• Architecture & engineering-oriented assessment

• Detailed documentation & system assessment

• Focused on identification of specific technical or

process gaps causing risks and vulnerabilities

• Frequency: Monthly, Quarterly, Semi-Annual

Tech-agnostic PwC model & 

Cloud-specific extensions

for hybrid & multi-cloud

environments

Platform

Workload

(App / DB / ML / AI)

Organization

x

Organization

High Risk technology

Medium / low risk technology

x Digital

Resilience

backlog
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Products of PwC DARC Standard & PwC Resiliency Center is addressed to Board, 
Top Management & Operational level

PwC DARC Foundation Team

(PwC DARC Standard build & mastering)  

PwC DARC Delivery Pods

(PwC DARC Technical Team:

• Cyber Experts

• Cloud/Infrastructure Architects & Engineers

• Tech Risk Professionals

• FinOps Practitioners)

PwC DARC Academy

(powered by PwC Academy)

PwC DARC Toolbox

(Standard / Maturity model / Assurance framework / 

Best practices / Guidelines / Templates / Accelerators 

/ Tools)

Technologies / Partnerships / Alliances

Maturity Assurance & Baselining

• Organizational Assessment

• Opening Platform Assessment

• Digital Resiliency Maturity Check

• Digital Resiliency Recommendations

• Digital Resiliency Roadmap

• Hands-on support in implementation of Recommendations

• QA on implementation run by Client

• Support in building Client tailored Resiliency Framework

• Training & Coaching Program

Enablement & Implementation (Hands-on Implementation)

• Delivery of continuous resiliency assessment process - periodical review  

or QA of defined scope on organization / platforms / workload level 

resulting in:

• Resiliency report

• Resiliency backlog

• Resiliency Coaching for Client Teams

Managed Service (Continuous)

Client

Board

CIO / CISO

Cyber Security

IT Delivery



In the digital age, resilience is not 
a luxury but a necessity. Those who 
can adapt, innovate, and recover 
quickly will lead the way."

Chat PwC
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Thank you
We remain open to all your questions 

Marek Chlebicki

Technology Resilience 

Leader, Partner PwC

marek.chlebicki@pwc.com

+48 519 507 667

Mariusz Chudy

Cloud & Digital Leader, 

Partner PwC

mariusz.chudy@pwc.com

+48 502 996 481
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