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Data is inherently dumb. It doesn't do anything
unless you know how to use it, how to act on it.

- Gartner
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Too many security solutions to evaluate, buy and integrate!
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Our approach to security

» A holistic approach to security across
people, processes and infrastructure

Connect security to business outcomes

Make security simple with managed
services and insightful analytics

Infrastructure Processes




Seek order
from chaos
with Quadra’s
Al infused

threat
intelligence
service

L

The threat landscape
is evolving at pace
faster than most
businesses can
manage

<

The massive shift to
the cloud provides the
best opportunity to
manage this
avalanche of attacks

-3

How can we turn
this to your
advantage?

®

Microsoft’'s global
cloud infrastructure
monitors 6.5 trillion

signals



WThreat Doctor: how does it help?

01

Get the power of Al and
ML behind your security
strategy - use Azure

Cognitive services to
detect latent threats that
can affect your business

02

Enable a proactive
approach to security

03

Correlate what's
happening in your
enterprise with global
security signals
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Simplify. Analyse. Act.

Comprehensive insights with MISP

* MISP is a threat intelligence platform for gathering, sharing, storing and correlating
indicators of compromise of targeted attacks, threat intelligence, financial fraud
information, vulnerability information or even counter-terrorism information

« Threat Doctor integrates Security Graph API signals and indicators from MISP to provide
customers a truly holistic view of their security landscape

OSINT - CVE-2015-2545: overview of current threats
Zvent ID 3865 Related Even*-
Juid 57460863-76dc-4272-8116-4ea302de0b81 G iE) Orgc: CIRCL

org CIRCL ' Date: 2016-05-23

2016-05-23 (3844
Dwner or ] CIRCL Info: OSINT - Operation Ke3chang
2016-05-06 (3828)
Contributors Q Resurfaces With New TidePool Malwaref
Zmall alexandre.dulaunoy@circl.lu -
fags tip:white n clrcl:osint-feed x 15,7 "= L 18 x | estimative-language:likellhood-probability="very-likely” x Th reat S h a rin g
Date 2016-05-25 212.7.217.10
Threat Level Medium
Analysis Completed
Distribution All communities -
nfo OSINT - CVE-2015-2545: overview of current threats preticonTicheckimyfwus
Published Yes
Sightings 0(0) ®
be35b7882469ae4d9de233f75e7bebf211fddc2c878694479a3e5872a4e78542
Expanded Events Actio 7
~ /ﬁ @ Ever
Likelihood or probability: Almost no chance - remote - 01-05% 0 =~ Event 4425 reg.finet.org
Likelihood or probability: Very unlikely - highly improbale - 0 o

05-20% - B
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Simplify. Analyse. Act. i

Get started right away!

W Activate trial . Consolidate logs ‘ Intelligent analysis

Analysis of existing Intelligent Automation tool Threat Doctor’'s Anomaly
environment downloads logs at 15-day detection ML Engine will
and 30-day intervals intelligently analyse and

Enabling trial EM+S E5 and
0365 ATP P2 trial Multiple logs are consolidated
and prepared for analysis

interpret the collected logs;
correlated with threat

Identify PoC users indicators from MISP

Fonfigqring required policies Deliver predictive analysis of
in Admin Fentre to capture threat landscape through
the Security logs PowerBl report
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Simplify. Analyse. Act.

Your security posture, simplified.

Scored Labels AvgProbability

u O 0.01 1.00 98 432
O O

Move messages to
Others 8% Deleted Items folder

SearchQueryPerformed 1.8652010311467153%

3% SearchQueryPerformed Log on

Move messages to Log on 26% 2.6368691538521323% 24.997930058242375%
Deleted Items folder 2% K J Upload file ;
Y .
Access file 2%~ S 1.9721855460500648% \' \
Update message 2% N Update message et
e 2.556439871779795% = q_ Create item
— 2.}’3/ — "\CW‘“ fem 7% Failed log on f 6.870849790144136%

Failed log on 2% 2.1848324928613927%
Delete messages from Delete messages from
Deleted Items folder Deleted Items folder
Sign-ins from unfamiliar %187185270334415%

Sync file upload 3% locations 41% Sync file upload
2.9988743091035284%

Sign-ins from unfamiliar locations
41.46254853702906%

N

Scored Labels x

Zarthstar Ga 8 )2 29 olt ation Terms
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"\’”'Cllhreat Doctor 1

Simplify, Analyse. Act

Get secure, stay secure

Quadra Security Center | Threat Doctor Managed Services
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Simplify. Analyse. Act.

24x7 Security with Managed Services

Quadra Security Center

Quadra’s Threat Doctor doesn’t just give you security
insights. It keeps your business secure. Managed
Services complete the security lifecycle, from
Welection at the eng o technology acquisition to management. Across five

' ob.select= 1 ichi i

B distinct stages of g\/ber security management, rely on
#ntext.scene.objects.activ (i our managed services to:
W"Selected"” + str(modifies 8

Mirror_ob.select = 0 Recover

bpy. context. selected_ob
‘ Jta.objects[one.name] St

ety Establish high level of security preparedness
Respond

grint("please selec

. OPERATOR CLASSES --=

Ensure always-up-date security posture

v Reduce complexity and cost

/!
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Simplify. Analyse. Act.

Threat Doctor Managed Services

5 reasons why your business is in safe hands

Built on the Microsoft Zero Trust Assessment Model
@ No logs — only curated actionable insights driven by Al and ML

®/@\® 360° protection across security lifecycle— Identify, Protect, Detect, Respond and Recover

@% Monitor both cloud and on-premises environments with Azure Sentinel integration

Fq Remote monitoring and onsite remediation options give you maximum flexibility
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IDENTIFY <&~

Right from the trial stage, Threat Doctor helps you to
understand and document cybersecurity risk to your

systems, people, assets, data, and capabilities, including: Recover

+ Identifying physical and software assets to establish an
Asset Management program

« Identifying cybersecurity policies to define a Governance Respond Protect

program

* ldentifying a Risk Management Strategy for your business \ Discover




Microsoft 365 Secure Score

Managed Devices

® Total Events 1
1 ® Alerted Issues O

@ Critical Issues 0

Refreshed Time
Oct 28, 2020, 2:26:37 PM

Maximum Score Current Score

343

67

Recommendations Percentage

10

20

Refreshed Time
Oct 27, 2020, 5:30:00 AM

Device Detection

B New Devices 0

B Total Devices 30

B Reappeared Devices

0

Refreshed Time
Oct 28, 2020, 2:26:37 PM

IDENTIFY

Quadra

hreat Doctor

Simplify. Analyse. Act.
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Simplify. Analyse. Act.

PROTECT .

Threat Doctor enables you to limit or contain the impact of / O
potential cybersecurity events and outlines safeguards for \,\
delivery of business-critical services, by: Recover Identify \
* Protecting the confidentiality, integrity, and availability of ’ //
your data

* Ensuring the security and resilience of systems Respond

« Empowering your IT and cyber security team with

waren nd trainin i
awareness and training AN Discover




Tl Indicators

AWANEANA

High Medium Low

Refreshed Time
Oct 28, 2020, 2:26:37 PM

Security Risks

@ Total Risks 14

B Active Conditions 8

Refreshed Time
Oct 28, 2020, 2:26:37 PM

MISP
‘ 0 ‘ ﬁG\ ‘ 0 ‘
High Medium Low

Refreshed Time
Oct 28, 2020, 2:26:37 PM

s g8 '

Microsoft SharePoint Microsoft OneDrive

He &

Microsoft Exchange Microsoft Teams

PROTECT

Quadra

hreat Doctor

Simplify. Analyse. Act.
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DETECT [

Threat Doctor helps you to define the appropriate activities to / O
identify the occurrence of a cybersecurity event in a timely \.\
manner, including: Recover  Identify
* Implementing Security Continuous Monitoring capabilities ’ |
to monitor cybersecurity events 'w

 Ensuring anomalies and events are detected, and their Respond Protect
potential impact is understood
« Verifying the effectiveness of protective measures \
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hreat Doctor

Simplify. Analyse. Act.

Alerts

Total Alerts High Alerts

14 3

Refreshed Time
Oct 28, 2020, 2:26:37 PM

Microsoft 365 Monitoring Service

Total Events Success Login Locations Failed Login Attempts

6 1 0

Refreshed Time
Oct 28, 2020, 2:26:37 PM

T
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Simplify. Analyse. Act.

RESPOND %

Threat Doctor empowers you to take action regarding a / O
detected cybersecurity incident to minimize impact to your \.,\
business, by: Recover dentify
* Ensuring Response Planning processes are executed during : //
and after an incident \

* Managing communications during and after an event Respond | Protect

* Analyzing effectiveness of response activities
Discover ‘




Title

Unfamiliar Sign-in
Properties

Unfamiliar Sign-in
Properties

Activity From
Infrequent Country

Activity From
Infrequent Country

Severity

Medium

Low

Medium

Medium

Total Alerts High Alerts

14 S

Status Category Created Date Time Provider
Newalert UnfamiliarLocation 10/27/20,1:18 PM IPC
Newalert UnfamiliarLocation 10/23/20, 9:49 AM IPC
Newalert MCAS_ALERT_ANUBI¢ 10/21/20, 6:19 PM MCAS
Newalert MCAS_ALERT_ANUBI¢ 10/20/20, 2:04 PM MCAS

RESPOND

View

> View

Quadra

hreat Doctor

Simplify. Analyse. Act.




Quadra

hreat Doctor [{ )}

Simplify. Analyse. Act.

RECOVER !

Threat Doctor helps you to plan for resilience and the ability T~

to restore services impaired during cybersecurity incidents, |

by: Recover dentify
* Ensuring your business implements Recovery Planning //

processes and procedures \
« Implementing improvements based on lessons learned Respond Protect
* Coordinating communications during recovery activities \
AN Discover \
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Simplify. Analyse. Act.

£ | Search

Title Severity Status Category Created Date Time Provider View

An Analysis Of

Low Allow WatchList 10/7/19, 5:12 PM Azure Sentinel > View
Godlua Backdoor

Il

An Analysis Of . . Microsoft Defender

M I 1 19, 5: o)
Godlua Backdoor edium Allow WatchList 0/7/19, 512 PM ATP View
A Aiahse O Low Allow WatchList 10/7/19,5:12 PM Azure Sentinel o View

Godlua Backdoor

An Analysis Of . : Microsoft Defender -
19, 5: o
Godlua Backdoor High Allow WatchList 10/7/19, 512 PM ATP o View
An Analysis Of : : ;
y Medium Allow WatchList 10/7/19, 5:12 PM Azure Sentinel > View

Godlua Backdoor

RECOVER




WThreat Doctor: securing your business

Updated

Weakest
threat l links
EREERIEN Real time security Identify the most

threats over the last
30 days

Recommended !
vulnerable users and actions to be takento
data stay safe

L[ 4 Quadra




Let’s get started!




