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Cyber hygiene is hard
to maintain due to

Processes

Technology

Tools
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Cyber hygiene is hard to maintain due to

Anomaly detection
Data loss prevention

Information | Infrastructure security

rights management Endpoint protection ! ) ‘
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Identity &
access management
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Data & ; ;"
application securit y L,
PP y ! Email security

Breadth of tools

Cloud Access Security Broker
Threat management
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Cyber hygiene is hard to maintain due to

~100 security
apps and tools

1000s of security
controls
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Microsoft Secure Score Vision

Microsoft 365 | security

Empower every organization to

G Microsoft Secure Score (preview)
This service is currently in preview and is subject to the terms and conditions in the Online Services Terms.
L] L] ¢
Overview  Improvement actions ~ History ~ Metrics & trends
achieve their most secure, most S
Microsoft Secure Score is a representation of your organization’'s security posture, and your opportunity to improve it.
2
L] L]
productive security posture. J—
= Secure Score: 44% Regressed O To address Planned Risk accepted Recently added O Recenty updated O

3 81 11 4 3 0

7981813 Points achieved

£

Top improvement actions

25 Improvement action Score impact Status Categery
O n e n 1 . - ) Require MFA for Azure AD privileged roles ~10% To address Identity
u r r org-wi ur E
! Update Microsoft Defender Antivirus definitions To address Deviee
5
. . . . .
. Restrict unauthorized network access to Azure resources To address Device
igher number indicating lower ris S
5
Identity 60%  Discover trends in shadow IT application usage To address Apps
7 )
Data 27%  Turn on Microsoft Defender ATP sensor To address Device
N
. . i o To addres: Date
Abso I ute tru e postu re Device gy Setup Office 365 ATP Safe Links policies to verify URLs address ata
Turn on customer lockbox feature To address Data
Apps 3%
N
Allow anonymous guest sharing links for sites and docs To address Data
. . . Infrastructure 28%
B u I It— I n a n d I nt ra ted y——— Enable ‘Local Security Authority (LSA) protection To address Device
View all
History Messages from Microsoft
L]
October 24, 2019 11:33 AM 4 1% gained by completing 5l Office applications from creating child p oezets
Top 6 email security best practices to pro
= - email compromise
October 23, 2019 5:00 PM * 8% regressed for Tum on Microsct Defender AT? it o mierosoft.comy/security/bi
exploiting-the-winrar-cve-2018-20250-y
October 23, 2019 5:00 PM Security Admin marked Designate m
sayzsznne
October 23, 2019 12:02 PM ¥ 1% score change because Microsoft added App Multi-stage, fileless Nodersok campaign
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Microsoft Secure Score is your tool to drive ongoing posture
Improvement

Top improvement actions

Improvement action Score impact Status Category
Wh at S h O u I d I d O n ext? Require MFA for Azure AD privileged roles +10% To address Identity
[ ]
Update Microsoft Defender Antivirus definitions +9% To address Device
Restrict unauthorized network access to Azure resources +9% To address Device
o . o o o Discover trends in shadow IT application usage +0% To address Apps
Provides security administrators with
Turn on Microsoft Defender ATP sensor +9% To address Device

* D I Scove ra bl I Ity Set up Office 365 ATP Safe Links policies to verify URLs +9% To address Data

= Turn on customer lockbox feature +8% To address Data
« Guidance
Allow anonymous guest sharing links for sites and docs +8% To address Data
Enable 'Local Security Authority (LSA) protection’ +8% To address Device

View all
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Microsoft Secure Score is your tool to drive ongoing posture
Improvement

Your secure score Include -~

Secure Score: 44%

798/1813 Points achieved
50%
8% W
What is my security posture?
0
&ﬁ\ @;F?'Q%\"f"ﬁq;.‘q’ Q@?? @Tﬁ‘@;’.‘? Qg;b?’igﬁﬁ Q?;-':Sb ch{"‘ ig{“} Q?'C Qg,'{‘?' d?‘}'ﬁ é.;?jj @f‘?’\Q:PP"@’QQ’@P%{_;?‘?’,\Q;C‘:ﬁ@fj\ﬁ?:"
Enables organizations to assess reskcdown points by: Category
- Org wide security posture Identity 60%
- Broken down by category, product, Data 27%
|
security solution
Device 46%
|
Apps 33%
|
Infrastructure 28%
|
B Foints achisved Opportunity
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Microsoft Secure Score is your tool to drive ongoing posture
Improvement

How do | take action

| Actions to review
At a Glanc

Category: |der R REQFESEE‘Ij O

* In-built experiences to plan pomss | Me 3 me*

Compliance: s

2 to ServiceNow

C5A CCM301: ¢

» Integration with workload portals and Userimpact Low —
IT' B POS SyStemS Requiring multi-factor authentication (MFA] for all Azure

Active Directory accounts with privileged roles makes it
harder for attackers to access accounts.

lire MFEA for Azure AD privileged roles

Priority *

‘ Moderate

and monitor control effectiveness?

‘ Fri Nov 15 2019

« Real-time monitoring
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Microsoft Secure Score is your tool to drive ongoing posture
Improvement

Your Secure Score zone Include

Secure Score: 44%

Score zones are customized based on your organization's goals and definitions of each score
range.

How can | report to my CISO?

Mczd M Okay M Good — Yourscore

Enables security teams to demonstrate

Edit score zones

« Progress to CISO

Comparison trend

How your organization's Secure Score compares to others’ over time.

« Benchmark

M Yourscore Il Organizations like yours Il Custom comparison

Manage comparisons
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How does it work?

Secuire Score 75%
pplicable controls only

711/945

. ) Licenses don’'t matter
Points achieved

Security controls
& Assessment signals

> © 9 8 & & D B & % O

_ Azure Azure Advanced Microsoft Defender |n'¥”$,r1(:sgﬁn |r|,¥“cr:25?'ftn Microsoft Cloud (o . Exch OneDri T Azure
Active Directory  Threat Protection ~ Advanced Threat Protection ormatio ormatio App Security areroin Xchange nebrive eams Security Center

Protection Governance

80/100  54/75 114/120 18/50 30/50 105/150 20/50 100/100 50/75 70/80  70/95

Identity Devices Data Apps Infrastructure



gl Questions & Answers
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