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1 Reveille for SharePoint® Management Console Overview

Reveille monitors supporting SharePoint®, Microsoft 365 SharePoint Online, and OneDrive is available
with Reveille. Reveille for SharePoint provides over 50 ‘out-of-the-box’ SharePoint-specific tests and
more than 35 SharePoint Dashboard Metrics. This broad coverage goes beyond common platform-only
monitoring to deliver active and preventive monitoring to avoid ‘red’ level issues for SharePoint content
management focused environments. When attention is required, Reveille can send alert naotifications to a
Microsoft Teams channel. In addition, Reveille for SharePoint gathers site operating performance, detects
abnormal SharePoint user behaviors or access, betters SharePoint user experience understanding, and
provides granular intraday SharePoint threshold-based metrics for real-time management decision
making. The Reveille collector option provides a set of the SharePoint specific tests suitable for
SharePoint Online and OneDrive. Reveille dashboards and reports can be saved directly to a OneDrive

folder with a click or as part of scheduled email distribution.

Reveille for SharePoint can be extended with Microsoft Power Bl Reveille data connector and reports,
Microsoft Power Automate customer connectors, and Microsoft Azure native services support. Reveille
infrastructure wizards cover database (SQL Wizard), REST or web services-based applications, file
movement (OneDrive/UNC/FTP/SFTP directories), and server (PowerShell/WMI/Performance Counters
for Windows) component testing capabilities. Any custom ASP.NET based component can be added to a

Reveille monitor and leverage all Reveille core functionality.
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Figure 1: Example Microsoft® SharePoint® On-Premises Monitor
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----- @ Check SharePoint Server 'SHFT2013-DEV-01' Services

----- E} Check SharePoint Web Server 'SHPT2013-DEV-01' Free Disk Space

----- @ Check SharePoint Database Server 'SHPT2013-DEV-01' Free Disk Space
----- @ Check SharePoint Application Server 'SHFT2013-DEV-01' Free Disk Space
----- @ Check SharePoint Timer Job Status

----- @ Check SharePoint Server 'SHFT2013-DEV-01" Windows Event Log

----- @ Check SharePoint Health Analyzer 'SHPT2013-DEV-01: 7667 For Errors
----- @ Check SharePoint Server 'SHFT2013-DEV-01" Windows Event Log

E Reveile

E Server Performance

----- @ Check SharePoint Server Average Disk Queue Length

----- @ Check SharePoint Server Disk Percent Idle Time

----- @ Check SharePoint Server Available Memory

----- @ Check SharePoint Server Percent Processor Time

----- @ Check SharePoint Server Reguests Queued

----- @ Check SharePoint Server Requests Rejected

B site Metrics

----- @ Check SharePoint Server Current Page Requests Counts

..... {*) Check Number of Subsites for site '/sites/rs'

----- @ Check Mumber of Lists for site 'fsites/rs/fsub1’, list 'DocLibrary’

----- @ Check Mumber of Document Libraries for site 'fsites/rs/sub1’

----- @ Check Mumber of Files in Document Library for site 'fsites/rsfsub1’

----- @ Check Mumber of File Versions in Document Library for site '/sites/rs/fsub1’
----- @ Check Storage Size for Site Collection 'fsites/rs/sub1’

----- @ Check Storage Size Quota for Site Collection 'fsites/rs/sub1’

----- @ Check Mumber of Folders in Document Library for site 'fsites/rs/sub1’

----- {=) Check Number of Groups for site '/sites/rs/sub1

..... {=) Check Number of Users for site /sites/rs/sub 1’

----- @ Checdk Mumber of Files in Document Library for site 'fsites/rsfsub1’ - Space In Name

E Site Performance

E Site Performance

----- @ Chedk Availability of SharePoint Central Administration Site
----- @ Create Document in SharePoint for site 'fsites/rsfsub1’

----- @ Chedk Out Document from SharePoint for site 'fsites/rsfsub1’
----- @ Retrieve Document from SharePoint for site 'fsites/rsfsub1’
----- @ Chedk In Document in SharePoint for site 'fsites/rsfsub1’

----- @ Delete Document from SharePoint for site 'fsites/rs/sub 1’

----- @ Search SharePoint Site by Keyword for site 'fsites/rsfsub1’

Figure 2: Microsoft SharePoint On-Premises Monitor Tests
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I SharePoint® Wizard = O X

Select Component
Connectivity
Verify SharePoint components connectivity.

Platform
Verify SharePoint ability to process work.

&

Database
Verify SharePoint database availability.

&

Server Performance
Verify SharePoint server performance.

Site Metrics
Verify SharePoint Site operations.

Site Collection Metric

g_:ﬁ Verify SharePaint Site Collection operations.
2

Site Performance
Verify SharePoint Site performance.

=y FAST Server Metrics

Verify SharePoint FAST server operations.

(# cwis CMIS Performance
‘ m Verify SharePoint CMIS operations.

Description
Select the component to test.
Total Tests Completed: 0

<oac Cance

Figure 3: Microsoft SharePoint Wizard Component Selection
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1.1 SharePoint On-Premises ‘Out-of-the-Box’ Individual Component

Test Details

1.1.1 Connectivity (SharePoint Servers available)

e SharePoint web server(s) can be pinged
e SharePoint database server(s) can be pinged
e SharePoint application server(s) can be pinged
1.1.2 Platform (SharePoint platform available to process work)
e Check SharePoint web front end server(s) services
e Check SharePoint database server(s) services
e Check SharePoint application server(s) services
e Check SharePoint web front end server(s) free disk space
e Check SharePoint database server(s) free disk space
e Check SharePoint application server(s) free disk space
e Check SharePoint Timer Job Status
e Check SharePoint Current Health Warnings and Errors
e Check SharePoint Windows Event Logs
1.1.3 Database (SharePoint databases health)
e Check SharePoint Content Database File Size
e Check SharePoint Database File Sizes
e Check SharePoint Database is responding to query
o Check SQL Server Services
1.1.4 Server Performance (SharePoint Server Performance)
e Check SharePoint Server Average Disk Queue Length
e Check SharePoint Server Disk Percent Idle time
e Check SharePoint Server Available Memory
e Check SharePoint Server Percent Processor Time

e Check SharePoint Server Requests Queued
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e Check SharePoint Server Requests Rejected
1.1.5 Site Metrics (Health Analysis)
e Check SharePoint Server Current Page Requests
e Check Number of Sub Sites for SharePoint site
e Check Number of Lists for a SharePoint site
e Check Number of SharePoint Document Libraries
e Check Number of Files in SharePoint Document Library
e Check Number of File Versions in SharePoint Document Library
e  Check Number of Folders in SharePoint Document Library
e Check SharePoint Site Collection Storage Size
e Check SharePoint Site Collection Storage Quota
e Check SharePoint Groups
e Check SharePoint Users
1.1.6 Farm Metrics (Site Collection Metrics across Farm)
e Check all Document Libraries in Site and Sub sites
e Check all Document Library Folders in Site and Sub sites
e Check all Document Library Files in Site and Sub sites
1.1.7 Site Performance (Site Performance)
e Check Availability of SharePoint Site
e Check Availability of SharePoint Central Admin Site
e Create Document in SharePoint Site
e Check Out Document in SharePoint Site
e Retrieve Document from SharePoint Site
e Check In Document to SharePoint Site
o Delete Document from SharePoint Site

e Search SharePoint Site by Keyword
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1.1.8 CMIS Performance (Site Performance using CMIS)
e Check SharePoint Site using CMIS

e Create Folder in SharePoint using CMIS

e Create Document in SharePoint using CMIS

e Check Out Document from SharePoint using CMIS

e Retrieve Document Information and Document from SharePoint using CMIS
e Check In Document in SharePoint using CMIS

o Delete Document from SharePoint using CMIS

o Delete Folder from SharePoint using CMIS

e Query SharePoint Site using CMIS
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2 Reveille SharePoint / Microsoft 365 SharePoint Online /

One Drive Collectors

The Reveille Collector is a subsystem that offloads the collection and capture of data from the monitor
wizard and tests. SharePoint data is collected either locally or remotely and saved in an xml file that is
then used by the monitor instead of calling the application APIs directly. If the data is collected remotely,
then it is sent to the Reveille Server through web services. The data is compressed and optionally

encrypted during the transfer to the Reveille server. The Reveille Collector:

e Is acloud friendly (web services communication for push of data to Reveille server, configure
from a Reveille server)

e Uses a small footprint (single Windows service)

e Reduces network latency and log file size impact (Collector located near or at application target)

e Reduced application processing (maintain application login state)

The Collector is designed to support multiple Reveille Servers and each server can have multiple data

sources. A data source defines how to connect to SharePoint Online / OneDrive.

The Collector runs as a Windows service and starts a process for each data source defined. The data
sources run a collector cycle immediately so a data package will be available and then schedules the next
cycle at a random time. Each cycle from then on will be based on the defined data source interval. The
Reveille collector option provides a subset of the SharePoint specific tests suitable for SharePoint Online.
This reduces security risk as the SharePoint Online access credentials do not need to be provided to a
third-party external monitoring agent. The Reveille collector can operate on the corporate network and still

observe SharePoint Online activity.

Site Metrics: reveillesoftware.sharepoint.com

J

-

‘Reveille’ Site Collection Metrics: reveillesoftware.sharepoint.com

Site Performance: reveillesoftware.sharepoint.com

Figure 4: Example Microsoft® SharePoint® Collector Monitor
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é--EE CMIS Performance

E:l Check SharePoint Repository for site 'fsites rsfsub1’

E} Create Folder in SharePaint for site 'fsitesrsfsub 1"

E:' Create Document in SharePoint for site 'fsitesrsfsub 1'

E} Ched: COut Document from SharePoint for site 'fsites/rs/sub1’

E] Retrieve Document Information from SharePoint for site 'fsitesrsfsub 1’
E} Retrieve Document from SharePoint for site 'fsitesfrs/zub1'

E:l Chedk In Document to SharePaoint for site 'fsitesrsfsub 1’

@ Delete Document from SharePoint for site 'fsitesrsfsub 1’

E:l Delete Folder from SharePoint for site 'fsitesfrs/sub1’

E} Query SharePaint for site 'fsites/rsfsub 1’

EJ--ES Connectivity
og ;
H-gg Reveile
o0 - .
=-gg Site Metrics

E} Chedk SharePoint Server Current Page Reguests Counts

-{=} Check Number of Subsites for site 'fsites/rs'

@ Check Mumber of Lists for site 'fsites/rsfsub 1, list 'DocLibrary’

E} Ched: Mumber of Document Libraries for site 'fsitesfrsjsub1’

E:' Chedk Mumber of Files in Document Library for site 'fsites/rsfsub 1’

E} Ched: Mumber of File Versions in Document Library for site 'fsites/rs/sub1’
E:l Check Storage Size for Site Collection *fsites/frsfsub 1’

E} Chedk Storage Size Quota for Site Collection 'Jsites/frsfsub1'

E:' Chedk Mumber of Folders in Document Library for site ' fsites)rsfsub1’
E} Ched: Mumber of Groups for site 'fsites/rs/sub1’

E] Check Mumber of Users for site 'fsites/rs/sub1’

E} Ched: Mumber of Files in Document Library for site 'fsites/rsfsub1' - Space In Mame
S Site Performance

@ Check Availability of SharePoint Site *fsites/rsfsub1’

E:l Create Document in SharePoint for site 'fsitesrsfsub 1’

E} Ched: Cut Document from SharePoint for site 'fsitesfrsfsub1’

E:l Retrieve Document from SharePoint for site 'fsitesrsfzub 1’

E:I Check In Document in SharePoint for site 'fsites/rs/subl’

E:l Delete Document from SharePoint for site 'fsitesrsfsub 1’

E} Search SharePoint Site by Keyword for site 'fsitesfrsfsub 1’

Figure 5: Microsoft SharePoint Collector Monitor Tests
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2.1 SharePoint Collector ‘Out-of-the-Box’ Individual Component Test

Details

2.1.1 Site Performance (Site Performance)
e Check Availability of SharePoint Site

o Create Document in SharePoint Site
e Check Out Document in SharePaint Site
e Retrieve Document from SharePoint Site
e Check In Document to SharePoint Site
o Delete Document from SharePoint Site
e Search SharePoint Site by Keyword
2.1.2 Site Metrics (Health Analysis)
e Check SharePoint Server Current Page Requests
e Check Number of Sub Sites for SharePoint site
e Check Number of Lists for a SharePoint site
e Check Number of SharePoint Document Libraries
e Check Number of Files in SharePoint Document Library
e Check Number of File Versions in SharePoint Document Library
e Check Number of Folders in SharePoint Document Library
e Check SharePoint Site Collection Storage Size
e Check SharePoint Site Collection Storage Quota
e Check SharePoint Groups
e Check SharePoint Users
2.1.3 Farm Metrics (Site Collection Metrics across Farm)
e Check all Document Libraries in Site and Sub sites
e Check all Document Library Folders in Site and Sub sites
e Check all Document Library Files in Site and Sub sites

e Search SharePoint Site by Keyword
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2.2 OneDrive Monitor

Figure 6: Example Microsoft® OneDrive Monitor

2.2.1 OneDrive Performance

o Create Folder in OneDrive

e Upload File to OneDrive

e Download File from OneDrive
e List File Versions in OneDrive
e Delete File in OneDrive

o Delete Folder from OneDrive

Search Folders in OneDrive

2.3 SharePoint Collector Status

Reveille continuously verifies the remote Reveille Collector system status and alerts if the Reveille

Collector is not operating nor transferring information back to the Reveille server.

[OfficeSGSCollectors

Figure 7: Example Microsoft® SharePoint® Collectors Monitor
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2.4 SharePoint Collector Groups

Office 365 SharePoint Online

Calgary Halifax Houston New York Toronto
]

Figure 8: Example Microsoft® SharePoint® Groups

Reveille grouping provides a way to aggregate Reveille Collector Monitors for SharePoint into logical
groups based upon user-defined criteria, such as geographic location, company, function, and so on.
Each business view can then be secured at individual group levels using Windows Domain security. This
feature enhances the communication of application status and service levels using relevant business

semantics or terminology.

3 SharePoint Dashboard Metrics

The dashboard metric capabilities expand Reveille’s agentless application management into
measurement of ECM operational key performance indicators (KPI's). The dashboard functionality
includes the ability to track site and server exception thresholds, exposing high risk areas such as service
delivery attainment, operational efficiency, and compliance issues with Microsoft SharePoint. Additional
metrics can be defined and added based on customer requirements. For companies with business-critical

content management applications, the dashboard metric capabilities allow:
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e Tracking SharePoint operating performance and capacity
e Tracking SharePoint operating exceptions

e Tracking SharePoint site performance

e Tracking SharePoint site activity and use

e Tracking OneDrive performance and activity

e Tracking SharePoint database health

2] Metric Manager — O X

Use Metric Manager to manage Scorecard Metrics, You can define and edit metric definitions and evaluations.

NFLOe XA Y
Name (622) Enabled Date Modified Description Ca:
|| Microsoft.0365.SharePoint. DifferentUserSamelP Yes 10/18/2019 2:30:54 AM  SharePoint Online different user same
|#i|Microsoft.0365.SharePoint.FailedTransactions Yes 10/18/2019 2:25:39 AM  SharePoint Online failed transaction co
(| Microsoft.0365.5harePoint, FileAccessCount Yes 10/18/2019 2:27:52 AM  SharePoint Online file access count
\#AlMicrosoft.0365,5harePoint. FileAccessCountBylser Yes 10/18/2019 2:28:53 AM  SharePoint Online file access count by
|| Microsoft.0365.SharePoint. FileAccessCountiocation Yes 10/18/2019 2:29:39 AM  SharePoint Online file access count by
|| Microsoft.0365.SharePoint. SameUserDifferentIP Yes 10/18/2019 2:24:43 AM  SharePoint Online same user different
[ Microsoft.0365.SharePoint. SuspiciousTransactions Yes 10/18/2019 2:26:21 AM  SharePoint Online suspicious transactic
\#AMicrosoft.SharePoint, AppServer, FreeDiskSpace Yes 10/2/2011 9:52:22 AM  SharePoint Application Server Free Disl
|| Microsoft. SharePoint. AvailableMemory.Size Yes 10/2/2011 9:53:20 AM SharePoint Available Memory Size (MB)
|| Microsoft. SharePoint. AvgDiskQueue.Length Yes 10/2/2011 9:47:08 AM  SharePoint Average Disk Queue Entry

Microsoft.SharePoint.Database . DataFileSize Yi 10/2/2011 9:53:30 AM  SharePoint Database File Size (KB)

\#AMicrosoft.SharePoint.Database, LogFileSize Yes 10/2/20119:53:38 AM  SharePoint Database Log Size (KB) v
< >

Evaluations

Schedule Failure Status Description

Warning « Error Message: Metric <%=MetricName%:> failed with a value of <%=MetricValue%%>

Figure 9: Reveille Metric Manager
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3.1 SharePoint Dashboard Examples

M365 Performance

Transactions Visuals v

2/1372022, 1:00.00 PM 8 New York
2/13/2022. 1:00.00 PM

2/13/2022, 12:00:00 PM 24 New York

2/13/2022,12.00.00 PM 42 Paris

Figure 10: Microsoft SharePoint Online Dashboard Metrics

Dashboard metrics view can be created for multiple metric combinations. The above example shows a
comparison of document creation/retrieval times in OneDrive for several geographic locations. This

information is helpful for tracking SharePoint operating capacity.

The pre-packaged SharePoint metrics enable the quick configuration of robust metric definitions using a
wizard-based approach. By using wizards, metrics are easy to create, saving time and money. The out-of-

the-box metrics comparisons include:
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e Maximum or Minimum

e Numeric Range

e Percentage Change

e Average

e Change in Value

e Number of Occurrences

e LastN Times

e Visual Basic (VB) .NET expressions

Once defined and initiated, the SharePoint monitors will evaluate metric thresholds and send a
notification if a threshold violation occurs. The evaluation results are stored in a metrics database and

presented to users via online web reporting.

Metric - Microsoft.SharePoint.SiteCollection.Size X

Metric Evaluations

NEax
Failure Status ~
Warning v
Error Message
Metric <%=MetricName %> failed with a value of <%=MetricValue%> »
[] schedule

[7] Attribute Filter

[[] Test Expression

[] Test Min value

[[] Test Max value

[T] Test Average Value
[7] Test Change In Value (@) Percent O Absolute 0.000 ]

T

<

@ Lastvalue O Previous Minute(s)

[[] Test Last N times
[[] Test Occurrences
< >

v

Test Change In Value
If set, the Evaluation will fail if the last Metric value or the previous minutes minimum Metric value over
the time period has changed by the specified percentage or absolute value.

o 1 conce

Figure 11: Metric Evaluation Definition
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4 SharePoint / Microsoft 365 SharePoint Online / OneDrive

User Analytics

Beyond operating KPI's, Reveille dashboards have out of the box visuals for understanding SharePoint
and OneDrive user activity and user behavior. This includes Microsoft Teams as adding a document to a
public Teams channel by default will store the content in SharePoint Online with One Drive as another

storage option. Reveille gathers this information using patented Reveille collectors to provide:

e Continuously observe the actual based user experience from your SharePoint investments.

o Communicate user activity and user adoption information through dashboards, reports and
notification processes.

¢ Rapidly identify user response time service level issues.

o Detect suspicious or abnormal user behavior indicating a possible content access breach from
insider threats.

o Reduce mean time to threat detection and time to respond with leading endpoint detection
solution integration options such as OpenText EnCase Endpoint Security or Microsoft Defender
Advanced Threat Protection.

¥ Reveille Cloud Collector Sett ngs = [&]
SharePoint Online Connection
Connection Name:
[Reveile_0365 ] [ Enabled
Tenant Name: Directory {tenant) ID:
|reveiludtware,com I I ! J
Resource |D (AP Service URL): Azure Active Directory Instance:
|https://rnanage,dff|ce.com l [Htps://loginnicrosdlonine.com/(()) ]
(® Public Client O Corfidential Client
UserName: Application (client) ID:
| | I |
Password: Verify Password:
I | [ |
Advanced... Test Connection 0K Cancel
90 s The API timeout in seconds.

Filters ] The filters to indude/exdude specific SharePoint Online events,

Description
Use the SharePoint Online tab to specify where to collect the data and how often to check for new events.

Figure 12: SharePoint Cloud Collector
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Figure 13: SharePoint User Behavior Dashboard
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Figure 14: SharePoint Online User Activity Details
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Figure 16: OneDrive User Activity Details
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Dashboard data can be displayed in sortable row columns, exported as a spreadsheet xIsx format file , or
saved as a PDF. All dashboard metric views can be scheduled for automatic creation and email
distribution. The Reveille dashboards and reports can be saved directly to a OneDrive folder with a simple

click or as part of scheduled email distribution.

Onebrive p el _

Reveille T Upload » & Share @ Copylink 3 Sync ¥ Download #% Automate ™
B3 My files
O Recent )
My files > ReveilleQA

& Shared
& Recycle bin [ Name v Modified Modified By File size Sharing
SUICIAcEsSS I3} OneDrive_Transaction_Activity.pdf A few seconds ago Reveille 99.2 KB Private
SubSite

E] OneDrive_Performance.pdf 10 minutes ago Reveille 83.1KB Private
reveille software Team Site
SubSite3
n Reveille
Subsite2

Figure 17: Save Dashboard to OneDrive Example
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5 Reveille with Microsoft Power Bl

Reveille provides Microsoft Power Bl trusted data connectors to access the powerful Reveille and
RUA REST APIs. This allows Reveille deep content systems data to be consumed by the Power Bl
data analysis and report creation tools. Reveille is providing both trusted signed and unsigned Power
Bl custom connectors. Once the Reveille data is in Power Bl, any Power Bl features can be used.
Power Bl Desktop is a free application one can install on your local computer that lets you connect to,
transform, and visualize your data. With Power Bl Desktop, one can connect to multiple different
sources of data, and combine them (often called modeling) into a data model. This data model lets
one build visuals, and collections of visuals one can share as reports, with others inside the

organization. The Reveille Power Bl data connectors are:

Reveille Dashboard Metrics

Reveille Metric Attributes

Reveille Monitor Availability

Reveille Monitor Incidents

Reveille Monitor Notifications

Reveille Monitor Status

Reveille Operating Status

Reveille User Analytics Application Details
Reveille User Analytics Message Details
Reveille User Analytics Operating Status
Reveille User Analytics Protocol Summary
Reveille User Analytics Users by Application

To call the Reveille REST APIs you will need to know the address of the Reveille Server and use

either OAuth 2.0 for authorization and or direct Windows domain NTLM for authentication.

fle Home Insert  Modeling  View  Help
] al & y = | ] 2>
EBh dbdE® [ B 1A dz
Get Excel Power Bl SQL  Enter Dataver: = - - -
data workbook datasets Server data
r— Get Data ]
L] — <] | a < Visualizations > <
s A Reveile Dashboard Metrics S EHNENBEN o
g ther v Reveill Me s o EAME G =
B jusioos
Reveille M EEERPE
ile ACBRERG
. -
= T
Values
. A data fiekds s
Drill through
e Cross report
¥ Reveill User Anslytcs Users By Application o O—
Keep ll fiters
On —g
Add dril-through fisks here

Figure 18: Microsoft Power Bl Reveille Data Connectors
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1| & = | Untitied - Power Query Editor - [n] X

Home  Tansiorm  AddColmn  View  Tools  Help (7]

it l Y l Ty p— ™ (W= Y [Epproperties [: Ly . == DataType:any~ [P Merge Queries = Text Analytics
= y B L el & [ Advanced Editor N | bzl 70 Use first Row as Headers = - Append Queries = @ Vision
:I:sef( New ~Recent Emer Datasource  Manage Relresh' B e Choose Remove  Keep Remove split Group 10, Reploco e A A ko Machine Leaming
Ply~ SourceSources” Data  settings  Parameters® Preview Columns ~ Columns = Rows ™ Rows Column~ By
close New Query Data Sources  Parameters Query Manage Columns  Reduce Rows  Sort Transform Combine Alnsights
Queries [1] < fc | = RuAApplicationDetails.Contents("http://u2k16-dev-01", "38", "2021-02-91T00:00:00", "2021-02-01710:00:00", null, v | Query Settings X
1 Queryt [, 455 RecordNumber ~ 455 Applicationtd - i ~]id8 i ~| 355 userid ~| % Clientiy 4 PROPERTIES
1 8298179 38 Delete Folder 2021-02-01T14:45:45.9632  elarson@company.onmicrosoftcom  10.0.20. Name
2 5298180 38 Delete Folder 2021.02-01714:45:45.9632  elarson@company.onmicrosoft.com  10.0.20. Queryt
3 8298177 38 Delete Folder 2021-02-01T14:45:45.892  yhope@company.onmicrosoft.com  10.0.20, All Properties
4 8298178 38 Delete Folder 2021-02-01T14:45:45.892  yhope@company.onmicrosoft.com  10.0.20.
5 8298175 38 Delete Folder 2001.0201T1045:483937  fsmith@company.onmicrosoftcom 10020, | A PHED STEPS
6 8298176 38 Delete Folder 2021-02-01T14:45:44.3932  fsmith@company.onmicrosoft.com  10.0.20. SO
7 8298174 38 Add Folder 2021.02-01714:45:44.093Z  lari@company.onmicrosoftcom  10.0.20.
8 8298173 38 Delete Document 2021-02-01714:45:38.003Z  yhope@company.onmicrosoftcom  10.0.20.
9 8298172 38 Delete Document 2021.02-01T14:45:34.352  fsmith@company.onmicrosoft.com 100,20,
10 8298171 38 Login 2021-02-01T14:45:31.4972  tleonard@company.onmicrosoft.com 10.0.20.
11 8298170 38 Delete Document 2021-02-01714:45:31.4772  elarson@company.onmicrosoft.com  10.0.20.
12 8298168 38 sync Document 202102.01714: bsmith@company.onmicrosoft.com  10.0.20.
13 8298167 38 Sync Document 2021-02-017T14: yhope@company.onmicrosoft.com  10.0.20.
14 8298166 38 Restore Document 2021-02.01714:45:24.4472  bsmith@company.onmicrosoft.com  10.0.20.
15 8298165 38 Add Folder 2021-02-01T14:45:24.447Z bsmith@company.onmicrosoft.com  10.0.20.
16 8298164 38 Login 2021-02-01714:45:23.3832  ljari@company.onmicrosoft.com  10.0.20.
17 8298163 38 Add Folder 2021-02.01T14:45:23.3032  bsmith@company.onmicrosoft.com  10.0.20.
18 8298160 38 Login 2021-02.01714:45:22.477  bscott@company.onmicrosoft.com  10.0.20.
19 8298158 38 Add Folder 2021-02.01714:145:22.082  yhope@company.onmicrosoft.com  10.0.20.
20 8298159 38 Restore Document 2021-02.01714:45:22.082  yhope@company.onmicrosoft.com  10.0.20.
21 8298157 38 sync Document 2021-02-01T14: fsmith@company.onmicrosoft.com  10.0.20.
2 8298156 38 Add Folder 2021-02-01714: yhope@company.onmicrosoft.com  10.0.20.
23 8298154 38 Delete Folder 2021-02.01714:45:20.4732  tleonard@company.onmicrosoft.com 10.0.20.
2| £ >
14 COLUMNS. 998 ROWS  Column profiling based on top 1000 rows PREVIEW DOWNLOADED AT 9:46 AM

Figure 19: Microsoft Power Bl Query Editor with Reveille User Transaction Data

Reveille also provides Power BU report templates use the Power Bl Reveille data connectors to
access Reveille data. The Power Bl report templates (.pbit files) can be used to create custom Power
Bl reports (.pbix files) as shown in the following example.

File Home Insert Modeling ~ View  Help

BGhabBe L PR an

Get  Excel PowerBl SQL Enter Dataverse Recemt | Transform Refiesh  New Text  More New  Quick i Publish
data~ workbook datasets Server data sources~ | dataw visual box visualsw  measure measure
Clipboard Data Queries Insert Calculatiors Sensitivity Share ~
u ® Filters = > Visualizati > Fields »
st ot Count of Usarld by StartDateTime and TransactionName v Visualizations
= TransactonName n . O
2 ogin B O search BB E WE M [°search J
Search 2%
o = o . Y 1Y er—"
. et = i Fiters on i page S HPEOOE g,
Checkin Dosument 9 3 > B Objectid
g H &
CheckOut Document 92 3 Size MB e W oE=E > Bl Redacted
User List Delete Document a2 A1) GEEER PE -
A Folder 92 Size
h 92 2 f
. p— 2 €D RS g
ransactioname. v e Dozumen .
Workfiow Completed 92 fde data fields heee 2 > B Transactions
Al Workow Started a2 Count of TransactionName by StartDateTime and TransactionName
Lagour £l Transactonname 4 @Gomncan Ce.. @103 v c
Sarvrpan ot 103 . Filers on all pages .
A :
H .
H Add data fiekds here
i Add data fields here
i I IIIIIIII IIl I Illl o
L e - Cross-repart
ofto—
Keep all filters
off O—
TransactionName ~ ¥ &
¥ is (Al
Pagel | o
Page 10f 1

Figure 20: Microsoft Power Bl Query Editor with Reveille User Transaction Data
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6 Reveille and Microsoft Power Automate

The Microsoft Power Platform aligns with the emerging need for hyperautomation, and Microsoft Power
Automate serves as the critical automation service supporting an organization’s push for
hyperautomation. Power Automate and Power Platform can help enterprise architects define an
automation strategy, leverage DigitalOps, and augment their business with Al. See here for more

Microsoft Power Automation information.

Reveille now participates with the Power Automate platform. Reveille provides example Reveille custom
connectors and Cloud Flows for integrating Reveille’s information on content system service levels,
performance, operating health, and user activity. The Reveille custom connectors interface with the
Reveille REST API set.

A Reveille Power Automate custom connector can:

e Invoke any of the 140+ Reveille REST APl endpoints
e Connect using basic authentication or OAuth 2 authorization to a Reveille REST endpoint
e Use the REST APl endpoint JSON response in further Cloud Flow processing

Possible Cloud Flow use cases include:

e Verify application status before passing data to the application

e Gathering application service level and performance information as part of an automated
performance management reporting process

e Obtaining repository storage consumption and application transaction volume and user counts
to feed a chargeback analysis

o Feeding content system focused operating health, performance, and activity data for IT
scorecard flow process

e Communicating event status as part IT incident management process

e Signaling Reveille to take a recovery action (run a PowerShell script, move files, update
configuration, start a process or service, start a Docker container, etc.) based on a previous
Power Flow action.
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https://powerautomate.microsoft.com/en-us/

Power Automate L search for helpful resources re (defaul

= € Reveille - Monitor Status

& Home (@) Your flow ran successfully. x
[} Action items V ]
(]
Manually trigger a flow Os
| o= My flows J’
+  Create ]
Reveilel  Retrieve Reveille Monitor Status via REST API 1s
¢ Templates
&7 Connectors l ©
SN Parse JSON Response 0s
Data s
B Monitor v *L Py
< Import JSON Response Data Into Excel 55s
Al Builder v

&) Process advisor

[

Solutions

@ tean

@ Ask a chatbot

Figure 21: Microsoft Power Automate with Reveille Cloud Flow

Power Automate PO Search for helpful resources - sfrware (defaul

Press | F11 | to exit full screen

f  Home Cloud flow activity O Search recent activiy Notfications | Failures
[} Actionitems 4
o Myflows

ToDAY
+  Create

Flow successfully ran 1 times
& T Reveille User Applications 4 minutes ago
57 Connectors
B8 Daa = YESTERDAY
B Monitor 4 =
°§  AlBuilder v
Show more

&) Process advisor
4 Solutions
M Lean

@ Ask a chatbot

Figure 22: Microsoft Power Automate Reveille Cloud Flow Activity
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7 Reveille and Microsoft Azure

Reveille has native Azure support for the following Azure services:

e Full Reveille operation with Azure VM

o Revelille collectors in Azure and Reveille servers on-premises
¢ Revelille collectors on-premises and Reveille server in Azure
e Monitoring Azure Blob storage performance and availability

¢ Notifications using Azure Communication Services (ACS)

e Support for Azure SQL databases

e Publish Reveille metrics to Azure Monitor

e Reveille event integration with Azure Sentinel (SIEM)

¢ Reveille event Integration with Azure Log

Zotios s aikeie

All services > Monitor

~4 Monitor | Metrics - X
W roson

0 Search (Ctrl+/) | « 4 Newchart () Refresh (£ Share \/ (@) Feedback \/ Local Time: Last 30 minutes (Automatic - 1 minu
@ Overview i Avg IBM.CMOD FailedLoads for Reveille ¢

@ Activity log % Add metric *y Add filter 3 Apply splitting | Areachart N/ [, Drill into Logs N/ (5] New alert rule X Pin to dashboard «--
B Alerts

= KX Reveille, IBM.CMOD. FailedLoads, Avg @

il Metrics

@ Logs

@ service Health

@ workbooks

Insights

@ Applications

B virtual Machines
= Storage accounts
& Containers

9@ Networks

& SQl (preview)

620 UTC:0400
& Azure Cosmos DB IBM.OMOO FailedLoads (Avg)
Reveie

T KeyVaults 73
& Azure Cache for Redis

4 Azure Data Explorer Clusters -

Figure 23: Azure Monitor Metric using Reveille Published Data
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Figure 24: Azure Log Analytics with Reveille Event
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Figure 25: Azure Sentinel with Reveille Event
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8 Common Reveille for Microsoft SharePoint /OneDrive Use

Cases

How can we reduce the amount for manual observation / execution of manual checklists for

monitoring SharePoint and SharePoint online?

e Eliminate SharePoint application ‘babysitting’ — observing/tracking/communicating.

e Reduce time for opening incidents with help desk after the fact so incidents are historically

tracked.

How can we know who accessed what document from what SharePoint site and when? How can
we know when abnormal access has taken place? How can we know what is stored in a Teams

channel?

¢ Reveille captures the actual user activity of who accessed what document during what time
period to assist with audit/compliance/capacity planning reviews and detecting abnormal security

user access patterns.

How can we reduce the MTTR (Mean Time To Resolution) and ‘after the fact’ group problem

determination meetings/conference calls?

o Reveille proactively communicates degrading conditions when they happen, reducing surprise

impacts causing bridge calls that extend manual recovery workflows.

We need to collect of key troubleshooting data during the critical moments after an event is
detected.

* Reveille collects information that is necessary for troubleshooting issues that is often challenging

to obtain manually after the fact.

How can we objectively measure how the SharePoint application environment is performing? How
can we have a baseline? How can we compare on-premises SharePoint with SharePoint Online and

OneDrive?
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o Reveille reports are created that answer questions like: How did we do today? This week or
month? How are our KPI's? Examples:

o Dashboard metrics — SharePoint Site Activity
o Dashboard metrics — SharePoint Site Performance

o Dashboard metrics — SharePoint User Activity
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How can we implement quickly and leverage best practice monitoring?

¢ Reveille has a large amount of “out of the box” components for SharePoint
e Reveille’s SharePoint monitor template jumpstarts monitor creation
 The Reveille implementation team has deep content services experience

How can we plan capacity needs to handle user growth?

o Reveille dashboard metrics gather baselines of SharePoint operating performance

o Reveille User Analytics objectively understands SharePoint user transaction volumes, search hit

counts, ‘hot’ content, query activity, and response times

We need to spend more time on new application delivery and less time on production support in a

constrained resource environment.

e The Reveille solution decreases the amount of time spent supporting the SharePoint applications
by:
o Customers typically see a reduced number of support tickets for SharePoint
o Customers typically see shortened MTTR for remaining, legitimate application issues
o Coordination with support resources is greatly enhanced

We need a SharePoint application monitoring tool that does not require relearning of SharePoint,
heavy customer ‘integration’ and maintenance, and keeps pace with SharePoint platform

advances.

+ Reveille also works ‘out of the box’ with many content services platforms such as IBM FileNet P8,
IBM CMOD Multiplatforms, IBM Datacap, OpenText Documentum, OpenText Intelligent Capture

and Kofax, and maintains currency with Microsoft SharePoint products

 Reveille Software primary focus is content services platform (CSP) or ECM application

management, user analytics, and detecting content access breaches

9 Summary

Reveille for SharePoint, in conjunction with other Reveille wizard tests, deliver unmatched,
comprehensive monitors to track, diagnose, repair, and report the SharePoint specific operational
exceptions — with SharePoint specific metrics and user behavior visibility. Reveille’s agentless approach
provides controlled capabilities beyond other agent-based techniques focused just on transaction

segment response time. By adding Reveille User Analytics functionality to extend the Reveille server
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core, Reveille delivers complete monitoring of the SharePoint user activity (at the SharePoint application
transaction level) and of the SharePoint platform. Reveille for SharePoint integrates with existing ITOM
platforms (such as Splunk or Microsoft Sentinel / Azure Logs) and incident management systems (such

as ServiceNow) to extend your existing IT investments.
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