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1 Introduction and Executive Summary

1.1 Rifumo Empowerment Holdings

Established in 2013, Rifumo Empowerment Holdings (REH) is an Information
Technology firm specializing in Process Automation (PA), Business Intelligence (Bl),
eCommerce Solutions, Data Warehousing (DW), Digitization, Customer Relationship
Management systems (CRM), Application Development and Microsoft Business Central
(BC). Our expertise in the development and implementation of Microsoft Technology
(MT) enables our team to utilize standard best practices in the implementation of new
technology and innovation. REH is a 100% black-owned SMME, B-BBEE Level 1
contributor and a Microsoft Gold Partner.

REH excels in development, customization, configuration, and implementation of
technology solutions that offer expert guidance on the latest developments in
technology across multiple industries. The organization provides tailor-made solutions
that are user-centric and customer focused, to enable digital transformation using
standard best practices and tried and tested methodologies.

We provide innovative technology through dedicated partnerships with our clients as we
work to achieve outcomes that are user-driven and cost-effective. We take pride in
enabling solutions and sharing knowledge collaboratively with our clients.

1.1.1 Proven Track Record

Rifumo has a proven track record and strong credentials in Microsoft Dynamics 365
projects, eCommerce, ICT Assessments, Business Process Design, System
Integrations, and Project Management techniques. We remain a partner of choice to
several Public Sector Clients. Our clientele base includes but is not limited to the
following.

= Johannesburg Development Agency JDA
= City of Johannesburg Departments

=  Public Investment Corporation

= Gauteng Department of Education

1.1.2 Our Solid and Robust Methodology

Our Project Management and Implementation methodology is based on the Microsoft
Operations Framework and the Dynamics Sure-Step toolsets. These are tried, tested,
and trusted methodologies which have, over the years been utilized, and proven to add
the desired value to Clients.
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1.1.3 Our Services Catalogue

a|

Microsoft Azure Cloud Services:

We provide comprehensive implementation and support for
Microsoft Azure’s suite of cloud services, including virtual
machines, storage, databases, analytics, Al, 1oT, and more. We
enable organisations to build, deploy, and manage applications
and infrastructure in a secure and scalable cloud environment.

Microsoft 365:

We offer Office 365 implementation services, to combine
productivity tools such as Word, Excel, PowerPoint, and Outlook
with collaboration services like SharePoint, Teams, and
OneDrive. This is done in collaboration with our partners (clients)
to enable businesses with cloud-based communication,
collaboration, and productivity solutions.

Dynamics 365:

We offer an end-to-end Dynamics 365 (CRM and ERP) suite of
intelligent business applications that streamline processes and
enhance customer relationships. This includes modules for
sales, marketing, customer service, finance, supply chain, and
more, enabling organizations to optimize their operations and
drive growth.

Business Intelligence:

We offer technologies, applications, and practices that enable
organisations to collect, analyse, and interpret data to make
informed business decisions. This involves the use of various
tools (Microsoft Bl tools) and techniques to transform raw data
into meaningful insights, helping businesses gain a competitive
edge and drive growth.
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Azure Al and Machine Learning (Al and ML):

Through the use of Microsoft Azure (Al and ML), we provide a
robust set of Al and machine learning services, including Azure
Cognitive Services and Azure Machine Learning. These services
enable developers to build intelligent applications that can
understand, reason, and interact with users in a natural and
personalized way.

Azure loT:

We use Azure |oT to provide a comprehensive set of services
and tools for building and managing loT solutions. This enables
L our Bl and technical team help organisations to connect, monitor,
and manage devices, collect, and analyse data, and create
actionable insights to drive operational efficiency and innovation.

Power Platforms:

We use Microsoft Power Platform to combine Power Apps,
Power BI, and Power Automate (formerly known as Microsoft
Flow) to create low-code/no-code solutions for building business
applications, data visualizations, and workflow automation. This
empowers organisations and users to create custom solutions
and drive digital transformation without extensive coding skills.

Microsoft Security Services:

We provide a range of security services and solutions to protect
against evolving threats. This includes Azure Security Center,
Microsoft Defender for Endpoint, Microsoft 365 Defender, and
more, helping organisations safeguard their data, identities, and
infrastructure. This is done through innovation and partnerships
with other leading technology organisations in the cybersecurity
sector.
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Data Warehousing:

~— We offer data warehousing services for the collection, to
collecting, organising, and storing of large volumes of structured
and sometimes unstructured data from various sources within an
organisation. This involves creating a central repository, as a
data warehouse, which is designed to support business
intelligence, business portals, analytics, and reporting.

TABLE 1: COMPANY PROFILE: OUR SERVICE CATALOGUE

1.1.4 Business Professional Services

We are a premier provider of comprehensive business services, dedicated to enhancing
organizational efficiency and effectiveness.

Our core offerings include:

e Project Management Office (PMO): Establishing and maintaining a centralized
PMO to ensure consistent project delivery, alignment with strategic goals, and
optimal resource utilization.

e Vendor Management: Developing and managing vendor relationships to ensure
quality, compliance, and cost-effectiveness, while mitigating risks associated
with third-party engagements.

e Governance: Implementing robust governance frameworks to ensure
accountability, transparency, and adherence to regulatory requirements across
all business operations.

 Budget Management: Providing expert financial oversight, including budgeting,
forecasting, and financial reporting, to ensure fiscal responsibility and support
strategic decision-making.

we pride ourselves on our ability to deliver tailored solutions that meet the unique
needs of our clients. Our team of experienced professionals is committed to driving
excellence and fostering sustainable growth. By partnering with us, businesses can
navigate the complexities of today's market with confidence and agility.
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1.1.5 Consulting Services

Our consulting services aim to provide organisations and government departments with
technological solutions to penetrate and/or improve the delivery of business and
government services through the use of technology, with expert guidance on service

delivery and business model improvement.

Here is a comprehensive catalogue of service offerings that covers various domains,

including:

Project Management

Change and Adoption

Business Intelligence

eCommerce Solutions

Enterprise Content Management
OpenText

Machine Learning

Artificial Intelligence

loT

Data Centre Support

Hosting Solutions

Modern Workspace (Microsoft 365)
ICT Infrastructure

Enterprise Infrastructure Architecture
Communication Infrastructure
Disaster Recovery

Cybersecurity, and

Healthcare
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- - - -

- - -

Project Management
Services

Project planning, execution,
and monitoring

Risk management and
mitigationstrategies
Stakeholder management
and communication
Resource alloction and
budeeting

Froject documentation and
reporting

Data Centre Support

Data center planning and
design

Installation and
configuration of
infrastructure components
Serverandstorage
managemeant
Networkinfrastructure
setup and management
Wirtualization and cloud
integration

15

Cybersecurity Services

Security assessment and
wulnerabilityscanning
Security policy dewelopment
and implementation
Identity and access
management
Securityincident res pons e
andthreat detedion
Security awarensss training
and education

- - -

L-X- -

- - -

Changeand Adoption

Change management
strategy and planning
Useradoption planning and
execution

Training and enablement
programs
Communication and
stakeholder engagement
Measuring and tracking
change effectiveness and
reporting

9

Hosting Solutions

Managed hostines endices
Cloud hosting and migration
Infrastructure-as-a-Service
{laaS)and Flatform-as -a-
Service (Paas)

Dis asterrecovery planning
and implementation
Scalable and high-availability
hostingsolutions

16

HealthcareServices

Electronic Health Record
(EHFR] system
implementation

Health information
exchange integration
Healthcare dataanalytis
and reporting
Telemedicine and remote
patient monitorings olutioms
Compliance with HIFAA and
otherhealthcare regulatiom

FIGURE 1: COMPANY PROFILE: CONSULTING SERVICES

L - X ]

Business Intelligence

Data analysis and reporting
Dashboard and visualization
development

Data modelling and data
warehous e des gn
Advanced analytis and
pradictive modelling
Business performance
maonitoring and KPItracking

10

- - -

Micros oft 365
implamentation and
migration
Collaborationand
productivitytools setup
SharePoint and Teams
customization

Document management and
version contral

Mobile device management
andsecurity

17

Property Management

LI - IR -]

Services

Lease and tenant
management

Rent collection and financial
reporting

Froperty maintenanceand
repair coordination

Lease adminstrationand
documentation
Occupancy and vacancy
management

- - -

- -

L- - -

ECM platform
implementation and
customization

Document management and
workflow automation
Records management and
compliance
Collaborationand
knowledge management
Information governance and
5 CUrity

11

ICT Infrastructure

Metwnork design and
implaementation
Serverandstoragesolutions
Data center architecure and
optimization

IT infrastructure monitoring
and management
¥irtualization and cloud
integration

18

Reseller Portals

Dewelopment and
customization ofreseller
portals

Fartner onboarding and
enablement

Sales and leadmanagement
Orderprocessingand
fulfilment

Channel partner
collaboration and
communication

L- - -

OpenTextsoftware
implementation and
integration

Content management and
archivingsolutions
Document capture and
recognition

Wendorinvoice management
Contract managemeant and
legalsolutions

12

EnterpriseInfrastructure

- - -

Architecture

Infrastructure amsessment
andgap analysis
Architecture design and
planning

Technology roadmap
development
Infrastructure optimization
ands calability

Integration of legacy and
modernsystems

19

-

Indigent registration and
eligibility determination
Case management and
service coordination
Benefits and assistance
program adminis tration
Reportingand complianoe
management

Int egration with gove rnment
agencies and s erdioe
providers

s are designed to cater to the specific needs of organizations a
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Machine Learning and
Artificial Intelligence

Machine learning model
development and
deployment

MNatural language processing
andsentiment anakss
Predictive analytics and
forecasting

Image and viden recognition
Chatbots andwirtual
assistants

13

Communication
Infrastructure

Unified communicatioms
solutions

Woice over IF (¥oIF)
implementation

Wideo conferencing and
collaboration tools

Contact centersetupand
optimization

Metwork connectivity and
telecommunication s ervices

L-E- - -

Internet of Thing s {loT)
Solutions

10T platform integration and
deployment

Dewice connectivity and data
acquisition

Data processingand
analytics

InTs ecurity and privacy

|oT application dewelopment
and customization

14

- - -

Disasterrecowvery planning
andstratesy development
Backup and recovery
solutions implementation
Data replication and failover
systems

Testingand validation of
disaster recowvery plans
Business continuity
managemeant




1.1.6 Our Track Record

Below are projects that Rifumo have been involved in, that illustrate our capability and
experience in delivering Microsoft solutions.

o eGovernment: 0365 Implementation

Department of Telecommunications and Postal Services:
SharePoint Intranet Implementation
o Department of Justice: 0365 Customer Service Implementation
4 Metropolitan Trading Company: Microsoft Dynamics 365 Customer
Service Implementation

Ombudsman City of Johannesburg: Microsoft Dynamics 365
Customer Service Implementation

South African Police Services: SharePoint Analysis Project
Implementation and Micosoft Windows 10 and Office 365 Upgrade

Midvaal Local Municipality: Business Intelligence and Data
Modeliling

City of Johannesburg: Smart E-Invoicing Solution and Microsoft
Dynamics 365 Business Central

FIGURE 2: COMPANY PROFILE: OUR FOOTPRINT
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1.1.7 Our Business Partners

Microsoft Huawei
v W
HUAWEI
First Technology Phakamo Tech Teraco
4 First Technology .
o PhakamoTech ? TERA &Q@
Reblaze OpenText Archibus

WA
Reblaze opentext” /: arcHisus

Interfile Trifour K2

—

B
InkRoTils & trifour B K2

Digitising Healthcare

Nintex Dynamics Africa
x Dynamics Africa
. - EEm
nintex

TABLE 2: COMPANY PROFILE: OUR BUSINESS PARTNERS
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1.2 Executive Summary and Key Introduction

1.2.1 Executive Summary

Rifumo Empowerment Holdings (REH) proposes a Scholar Transport System (STS) that
delivers a secure, intelligent, and fully digitized platform for managing learner transport
across provinces. Built on Microsoft Azure, Microsoft Fabric, and Dynamics 365, the
solution integrates route optimization, real-time attendance tracking, supplier
management, safety hotlines, incident workflows, and automated billing and
invoicing, supported by Al-driven analytics.

The STS will enable Provincial Departments of Education and Transport to:

o Ensure Safety and Accountability: loT-enabled check-in/out, panic workflows, and
24/7 hotlines forimmediate incident response.

e Streamline Supplier Management: Centralized onboarding, compliance checks,
contract lifecycle management, and performance scoring for transport operators.

¢ Optimize Operations: Al-powered route planning reduces travel time, fuel costs,
and improves punctuality.

 Automate Financial Processes: Verified trip data drives accurate billing and
invoicing in Dynamics 365 Finance/Business Central, reducing disputes and
fraud.

o Enable Real-Time Tracking: GPS telemetry and geofencing provide visibility of
vehicles, routes, and learner attendance.

e Enhance Transparency and Compliance: POPIA-aligned data governance with
Microsoft Purview ensures lawful processing and audit readiness.

1.2.2 Problem Statement

The current scholar transport ecosystem faces systemic challenges that impact learner
safety, financial integrity, and operational efficiency. These issues stem from frag-
mented processes, manual workflows, and limited technology adoption. Below are the key
problem dimensions:

I
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Safety and Learner Protection

o Limited Real-Time Visibility: Departments and guardians lack live tracking of vehi-
cles and learners, making it difficult to respond to emergencies.

+ Reactive Incident Management: Safety incidents (vehicle breakdowns, accidents,
misconduct) are reported late, with no structured escalation or panic workflows.

« Manual Safety Checks: Vehicle and driver compliance checks are paper-based,
prone to errors, and not consistently enforced.

Supplier and Contract Management

e Manual Onboarding: Transport operators are registered through paper forms, cre-
ating delays and compliance risks.

o Fragmented Contract Oversight: SLA adherence (e.g., punctuality, route coverage)
is not monitored in real time, leading to poor accountability.

o Performance Blind Spots: No centralized dashboard for operator performance
scoring, incident history, or contract renewal decisions.

Route Planning and Optimization

o Static Routing: Routes are planned manually without considering dynamic factors
like traffic, weather, or learner distribution changes.

o Inefficient Resource Utilization: Overlapping routes and underutilized vehicles in-
crease operational costs and carbon footprint.

¢ No Predictive Capability: Departments cannot forecast demand or adjust routes
proactively for seasonal or demographic shifts.

Attendance and Trip Verification

o« Paper-Based Manifests: Attendance is captured manually, leading to inaccuracies
and disputes.

e No Automated Exception Handling: Missed pickups, late arrivals, and route devia-
tions are not flagged in real time.

e Guardian Communication Gaps: Parents receive delayed or no notifications about
learner pickup/drop-off status.

Billing, Invoicing, and Financial Integrity

e Opaque Billing Processes: Invoices are generated based on estimated trips rather
than verified attendance and telemetry.

o High Dispute Rates: Lack of trip-level validation results in frequent billing disputes
and delayed payments.

e Fraud and Over-Claims: Operators can claim for unverified trips due to absence of
automated reconciliation.

I
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Data Governance and Compliance

o POPIARIisks: Learner and guardian personal data is stored in fragmented systems
without proper consent tracking or retention policies.

¢ Audit Challenges: Departments struggle to produce complete, accurate audit trails
for financial and operational reviews.

e No Centralized Data Platform: Data silos prevent holistic analytics and decision-
making.

Operational Transparency

o Limited Reporting: Officials lack real-time dashboards for safety, punctuality, utili-
zation, and budget adherence.

¢ Reactive Oversight: Performance reviews are retrospective, based on incomplete
or outdated data.

This fragmented environment results in inefficiencies, safety vulnerabilities, and finan-
cial leakage, undermining the objectives of scholar transport programs and eroding public
trust.

1.2.3 Purpose of the Modernization

The modernization initiative aims to transform the scholar transport ecosystem into a
fully digital, secure, and intelligent platform that addresses safety, efficiency, compli-
ance, and financial integrity. The solution will replace fragmented manual processes
with a unified, cloud-native system built on Microsoft Azure, Microsoft Fabric, and Dy-
namics 365, ensuring scalability, resilience, and POPIA compliance.

Strategic Objectives
Enhance Learner Safety and Accountability
o Real-time GPS tracking of vehicles and learners.
loT-enabled check-in/out at pickup and drop-off points.
o Panic button and 24/7 hotline integrated with Azure Communication Services
forimmediate incident escalation.
o Dalily digital safety checklists for vehicles and drivers.
Streamline Transport Supplier Management
o Centralized onboarding of operators with automated compliance checks.

o Contract lifecycle management with SLA monitoring.

Scholar Transport System
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o

Performance dashboards for punctuality, safety incidents, and route adher-
ence.
Automated alerts for contract breaches and renewal workflows.

Optimize Route Planning and Fleet Utilization

o O O O

Al-driven route optimization using Azure Maps and machine learning.
Dynamic adjustments for traffic, weather, and school calendar changes.
Capacity balancing to reduce underutilization and operational costs.
Predictive analytics for demand forecasting and seasonal adjustments.

Automate Billing, Invoicing, and Financial Controls

O O O O

Rules-based billing engine linked to verified trip data.

Integration with Dynamics 365 Finance/Business Central for invoicing and
payment workflows.

Fraud detection and anomaly alerts for duplicate or inflated claims.
Immutable audit trails for compliance and dispute resolution.

Enable Real-Time Tracking and Operational Transparency

Dashboards for officials, schools, and operators showing live route status,
attendance, and incidents.

Guardian notifications for pickup/drop-off events via SMS, WhatsApp, or app
alerts.

Exception management for missed pickups, delays, and route deviations.

Ensure Data Governance and POPIA Compliance

Microsoft Purview for data classification, lineage, and retention policies.
Consent management for learner and guardian data.
Secure storage with encryption at rest and in transit.
Immutable logs for audit readiness and legal hold on incident evidence.

Scholar Transport System



Key Features

e Learner Enrollment & Consent Management: Digital onboarding with eligibility
validation and secure document handling.

o Driver & Attendant Mobile App: Offline-first design, geofenced stop guidance, at-
tendance capture, and panic workflows.

o Guardian Portal: Real-time notifications, consent management, and feedback
channels.

o Supplier Portal: Operator dashboards for route assignments, compliance status,
and invoice tracking.

o Analytics & Al: Predictive models for route efficiency, risk scoring, and demand
forecasting; Power Bl dashboards for safety, operations, and finance.

o Integration Framework: APl Management for secure interoperability with existing
education and transport systems.

e DevSecOps & Monitoring: Automated deployments, continuous compliance
checks, and proactive alerts via Azure Monitor and Sentinel.

1.2.4 Scope of Work

The Scholar Transport System (STS) program will deliver a fully integrated, cloud-native
platform that addresses safety, operational efficiency, supplier management, and financial
integrity. The scope covers end-to-end digitization of the learner transport lifecycle, from
enrollment to invoicing, with advanced analytics and compliance controls.

Solution Design & Architecture

e Conductrequirements workshops with Education and Transport departments.

o Define technical architecture leveraging Microsoft Azure, Microsoft Fabric, and
Dynamics 365.

e Produce integration blueprints for existing systems (school rosters, finance sys-
tems).

e Develop security and compliance framework aligned with POPIA and PFMA.

Azure Platform Setup

e Provision Azure landing zones with governance policies.

o Configure identity and access management using Microsoft Entra ID (MFA, Condi-
tional Access).

e Implement network security (VNets, Private Endpoints, NSGs).

e Setup DevOps pipelines for CI/CD and Infrastructure-as-Code (Bicep/Terraform).
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ﬂ Supplier Management Module

o Build operator onboarding workflows with automated compliance checks.

 Implement contract lifecycle management (creation, renewal, SLA monitoring).

¢ Develop performance dashboards for punctuality, safety incidents, and route ad-
herence.

¢ Enable alerts for contract breaches and automated escalation.

Route Analysis & Optimization

Integrate Azure Maps for route planning and travel-time matrices.

Implement Al-driven optimization for dynamic adjustments (traffic, weather,
school calendar).

Configure capacity balancing to reduce underutilization and costs.

Provide what-if scenario modeling for operational planning.

Mobile Applications

e Develop driver and attendant apps (Android/iOS) with offline-first capability.

¢ Featuresinclude geofenced stop guidance, QR/NFC attendance capture, and
panic button.

e Enable real-time sync with central platform when connectivity is restored.

Safety & Hotline Services

¢ Deploy Azure Communication Services for 24/7 hotlines (voice, SMS, WhatsApp).
e Implementincident workflows with triage, escalation, and resolution tracking.

o Integrate daily safety checklists for vehicles and drivers.

e Provide incident dashboards for officials and schools.

Auto Billing & Invoicing

o Configure rules-based billing engine linked to verified trip data.

e Integrate with Dynamics 365 Finance/Business Central for invoicing and payment
workflows.

e Implement fraud detection models for duplicate or inflated claims.

¢ Maintain immutable audit trails for compliance and dispute resolution.

Real-Time Tracking & Dashboards

¢ Enable GPS telemetry for vehicle tracking and route adherence.

« Provide role-based dashboards for officials, schools, operators, and guardians.
¢ Implement exception alerts for missed pickups, delays, and route deviations.

« Deliver Power Bl analytics for safety, operations, and finance.

I
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ISata Platform & Governance

¢ Deploy Microsoft Fabric OnelLake with Medallion architecture (Bronze, Silver, Gold
layers).

e Configure Synapse pipelines for ingestion and transformation.

 Implement Purview for data classification, lineage, and retention policies.

e Ensure POPIA compliance with consent management and secure storage.

Al & Predictive Analytics

¢ Develop models for demand forecasting, route efficiency scoring, and risk predic-
tion.

o Enable natural language Q&A for decision-makers via Copilot.

e Provide anomaly detection for billing and operational data.

Change Management & Training

« Designrole-based training programs for officials, schools, operators, drivers, and
guardians.

e Conduct digital adoption workshops and “train-the-trainer” sessions.

¢ Implement adoption dashboards to monitor usage and engagement.

Testing, Go-Live & Hypercare

e Perform unit, integration, performance, and security testing.
e Execute UAT with stakeholder sign-off.

e Deploy production environment with phased rollout.

¢ Provide hypercare support for 90 days post-launch.

2 Project Delivery Approach

2.1 Scaled Agile Delivery Approach

To ensure a successful transformation Scholar Transport System , we will adopt the Scaled
Agile Framework (SAFe) across both the Data Platform Modernization and Application
Modernization workstreams. This approach promotes alighment, collaboration, and
delivery across multiple agile teams, enabling rapid iteration, continuous feedback, and
high-quality outcomes.

2.2 Data Platform Modernization

Objective: Transition from fragmented legacy systems to a unified, cloud-native Lakehouse
architecture using Microsoft Fabric and Power BI.
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Delivery Strategy:

o Agile Release Trains (ARTs): Dedicated ARTs will be formed for data ingestion,
transformation, governance, and reporting. Each ART will consist of cross-functional
teams including data engineers, architects, Bl developers, and governance
specialists.

e Program Increment (Pl) Planning: Every 8-12 weeks, Pl planning sessions will align
teams on objectives, dependencies, and deliverables. Key milestones include
ingestion of LMIS, IMS, PLRT, and WSP data, medallion layer implementation, and
Power Bl dashboard rollouts.

e Sprint Cadence: Teams will operate on 2-week sprints, delivering incremental
capabilities such as ingestion pipelines, data verification logic, and real-time
reporting features.

e Continuous Integration & Deployment (CI/CD): Azure DevOps will be used to
automate testing, deployment, and monitoring of data pipelines and dashboards.

e Governance & Compliance: Microsoft Purview will be integrated early to ensure
data lineage, auditing, and POPIA compliance are embedded throughout the
delivery lifecycle.

2.3 Application Modernization

Objective: Rebuild legacy applications into modular, scalable microservices using Azure
Functions, Logic Apps, and Copilot-enhanced workflows.

Delivery Strategy:

o Agile Release Trains (ARTs): Separate ARTs will focus on application refactoring,
APl development, user experience design, and automation. Teams will include
solution architects, developers, UX designers, and testers.

¢ Program Increment Planning: Pl planning will define modernization priorities, such
as decomposing monoliths, integrating with the new data platform, and enabling
Copilot-driven user experiences.

e Sprint Execution: Each sprint will deliver functional microservices, automated
workflows, and user interface enhancements. User stories will be prioritized based
on business value and technical feasibility.
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e DevSecOps Integration: Security and compliance will be embedded into the CI/CD
pipeline, ensuring secure code practices, automated testing, and vulnerability
scanning.

e User Feedback Loops: Regular demos and stakeholder reviews will be conducted
to validate features, gather feedback, and adjust priorities dynamically.

2.4 Shared Agile Practices Across Both Streams

e Scrum of Scrums: Weekly cross-team syncs to manage dependencies and resolve
blockers.

o System Demos: End-of-Pl demos to showcase integrated capabilities across data
and application layers.

o Inspect & Adapt Workshops: Retrospectives to evaluate performance, identify
improvements, and refine delivery processes.

e Agile Tooling: Azure Boards, GitHub Copilot, and Power Platform tools will support
backlog management, automation, and collaboration.

This Scaled Agile approach ensures 1JS achieves rapid, reliable modernization of its RFPP
platform, with continuous delivery of business value, enhanced data transparency, and
future-ready applications.

3 Solution Overview

3.1 Overview

Overview

The Scholar Transport System (STS) is a cloud-native, POPIA-aligned platform hosted on
Microsoft Azure (South Africa North) that digitizes the end-to-end learner transport
lifecycle—from enrolment, supplier/contract management, route planning and trip
execution to incident handling, verified billing, invoicing, and analytics. It serves all
stakeholders via role-based experiences:

e Provincial & District Officials: program oversight, budget & performance
dashboards, audit trails.

e Schools: learner rosters, exceptions, incident visibility, communication with
guardians.
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Transport Suppliers/Operators: onboarding, compliance, route assignments,
invoice tracking, performance scorecards.

Drivers/Attendants: offline-first mobile app for geofenced guidance, attendance
capture (QR/NFC), checklists, and panic.

Guardians: opt-in notifications for pickup/drop-off, consent management,
feedback.

Outcome highlights

Safety & Accountability: Real-time tracking, panic workflows, digital checklists,
and incident orchestration.

Operational Efficiency: Azure Maps-driven route optimization and dynamic
replanning reduce delays and kilometres.

Financial Integrity: Verified-trip billing and Dynamics 365-based invoicing curb
fraud and disputes.

Transparency & Trust: Power Bl dashboards for punctuality, route adherence,
utilization, spend vs. budget.

Data-Driven Management: Microsoft Fabric OnelLake with medallion modeling
enables predictive analytics and self-service insights.

3.2 Technical Architecture

The architecture is layered, modular, API-first, and built on Azure best practices. It
separates concerns across Experience, Services & Integration, Data, Security/Identity, and

Observability to simplify scaling, change, and governance.

3.2.1 Architecture at a glance

Layer Purpose Core Azure Services & Products
Experience Role-based portals Azure App Service (web portals), Power
and mobile apps Apps / .NET MAUI (driver/attendant), Entra
ID B2C (guardians), Teams/SharePoint
(internal comms)
Services & Business logic, Azure Functions, Azure Container Apps,
Integration orchestration, Logic Apps, APl Management (APIM), Event
APls, events Grid, Service Bus
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Maps & Routing, Azure Maps (route matrices, isochrones,
Communications geofencing, geofences), Azure Communication Services
hotlines, (ACS) (voice/SMS/WhatsApp)

notifications

Data Operational data, Azure SQL DB (contracts, invoices), Cosmos
lakehouse, DB (high-velocity events), Microsoft Fabric
analytics OnelLake (Bronze/Silver/Gold), Synapse

pipelines, Power Bl

Governance & Identity, keys, Microsoft Entra ID, Key Vault, Defender for

Security secrets, threat Cloud, Microsoft Sentinel, Azure Policy,
defense Microsoft Purview

Networking & Private access, Private Endpoints, VNet/NSG, Azure

Edge performance, Firewall, Front Door + WAF, Azure DDoS
protection Protection, VPN/ExpressRoute (optional)

Observability Telemetry, tracing, = Azure Monitor, Application Insights, Log
SLOs, FinOps Analytics, Cost Management

3.2.2 Core solution components

1. Supplier Management & Contracts

o Operator onboarding with document checks, background/permit
verification, and vehicle compliance.

o Contract lifecycle (new/renew/terminate), SLA definitions (on-time %,
coverage, safety), and breach alerts.

o Performance scoring: punctuality, incidents per 10k trips, verified-trip rate,
dispute ratio.

2. Routing & Trip Execution

o Azure Maps travel-time matrix, multi-stop optimization, geofenced stops,
what-if scenarios (roadworks/weather/calendar).

o Driver/Attendant mobile app (offline-first) for turn-by-turn, QR/NFC
attendance, exception capture, and panic.

3. Safety, Hotlines & Incidents
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o ACS: 24/7 hotline (voice/SMS/WhatsApp), IVR triage, agent desktop,
automatic location-aware escalation.

o Daily vehicle & driver checklists, defect tracking, evidence capture
(photo/audio) with legal hold.

4. Verified Billing & Invoicing

o Rules engine checks route adherence + attendance + telemetry against
contract terms.

o Generates billing statements; posts invoices to Dynamics 365
Finance/Business Central; manages disputes/credit notes.

o Anomaly detection to flag duplicates, ghost trips, and outliers.
5. Data & Analytics

o Fabric OneLake medallion architecture: Bronze (raw, immutable), Silver
(cleansed/conformed with Pll minimization), Gold (subject marts).

o Power Bl dashboards for safety, operations, finance; semantic models with
row-level security.

o ML models for demand forecasting, risk scoring, and route-efficiency
ranking; Copilot Q&A for executives.

3.2.3 Integration patterns

e Synchronous APIs: REST via APIM with policies (JWT validation, throttling, IP
allowlists, transformation).

e Event-Driven: Event Grid topics (e.g., trip.events, attendance.events,
incident.events, billing.events), high-throughput queues via Service Bus.

o Enterprise connectors: Logic Apps for D365 Finance/BC, M365, and ACS
webhooks; Graph API for calendar/notifications where applicable.

o Identity-centric access: Entra ID for workforce SSO; Entra ID B2C for
guardian/operator external identities.

3.2.4 Scalability & Performance

Design goals

o Elastic scale across compute, messaging, and data with serverless and container
patterns.
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e Low latency for core APIs and timely notifications for guardians/officials.
o Graceful degradation offline and under constrained networks.
Practices & targets

e Autoscale: Functions/Container Apps scale on CPU/queue depth; APIM and SQL
use scale-out; Cosmos DB uses RU autoscale.

e Caching: Azure Cache for Redis for route matrices and frequently accessed
reference data.

o Edge & acceleration: Front Door for global anycast entry, WAF for protection;
compression & HTTP/2/3.

e Asynchronous pipelines: High-volume events buffered via Service Bus;
retry/back-off patterns.

o Batchvs. streaming: Cost-balanced batch for heavy analytics; near-real-time for
operational alerts.

e SLOs (initial):
o 99.9% monthly availability (core services).
o API P95 = 300 ms for critical endpoints (attendance, exceptions).
o Notification P95 = 15 s from event to guardian delivery.

o Route optimization = 60 s for typical provincial route sizes (tunable per
region).

3.2.5 Security Architecture
Zero-Trust end-to-end, defense-in-depth, and least privilege are baked into every layer.
e Identity & Access

o Microsoft Entra ID SSO, MFA, Conditional Access (location/device
posture), Privileged Identity Management (PIM) for JIT elevation.

o RBAC/ABAC at app, API, and data tiers; Managed Identities for
service-to-service.

e Network Isolation

o Private Endpoints to data services; VNets/NSGs segment workloads; Azure
Firewall and WAF at ingress; optional ExpressRoute/VPN.
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o DataProtection

o Encryption in transit (TLS 1.2+) and at rest; Key Vault for
keys/secrets/rotation.

o Microsoft Purview classifications; DLP and masking for Pll; Pll minimization
and tokenization for event streams.

e Threat Detection & Response

o Defender for Cloud posture management; Microsoft Sentinel for
SIEM/SOAR, analytics rules (e.g., anomalous APl usage, credential misuse).

o Immutable audit logs (legal hold) for attendance, incident, and billing
actions.

e AppSec & Supply Chain

o SAST/DAST, dependency scanning, container image scanning, signed
artifacts, and policy-as-code gates in CI/CD.

3.3 Operational Excellence & Monitoring
e DevSecOps &laC

o Azure DevOps pipelines; Bicep/Terraform for repeatable environments;
blue/green or canary deployments.

o Quality gates: unit/integration tests, SAST/DAST, infra compliance,
approvals.

e Telemetry & SRE

o Application Insights for distributed tracing; Log Analytics for centralized
logs; Azure Monitor for metrics/alerts.

o SLO dashboards and error budgets; synthetic probes for critical user
journeys (check-in/out, incident creation, billing job).

o Runbooks & On-call: operational playbooks, escalation chains, and
automated remediation via Logic Apps.

e FinOps

o Cost Management budgets & anomaly alerts; autoscale policies;
reserved-instance and tiering strategies (SQL/Storage).

I
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3.4 Compliance & Data Governance
e POPIA alignment

o Lawful basis & consent recording for learner/guardian data; consent
lifecycle and withdrawal flows.

o Purpose limitation & minimization: store only necessary PII; reduce GPS
precision after retention thresholds.

o Data subject rights: discovery, access, rectification, and deletion
workflows.

e Governed Lakehouse

o Purview catalog with lineage from source - Bronze - Silver » Gold; glossary
and business metadata.

o Row-level & object-level security in Power Bl and SQL; attribute-based
filters for districts/schools.

o Retention & Audit

o Retention schedules by dataset (e.g., attendance detailed 12 months then
aggregated; finance 7 years).

o Immutable evidence for incidents and complete audit trails for billing
approvals and disputes.

e Public Finance & ICT Controls

o Controls mapped to PFMA audit expectations and ISO 27001 aligned
processes for change, incident, and access management.

3.5 Resilience & Continuity
¢ Regional topology

o Primaryin South Africa North; DR in South Africa West (paired region),
compliant with data residency.

¢ Availability & Failover

o Zone-redundant critical services; active-passive failover for stateful tiers;
automated runbooks and failover tests each quarter.

e RPO/RTO Targets (initial)
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o RPO =15 minutes, RTO = 2 hours for production data/critical services.
e Backup & Restore

o Point-in-time restore for SQL/Cosmos; Blob immutability and legal hold for
evidence; documented restore drills.

¢ Offline-first operations

o Mobile apps cache trip manifests and attendance events;
store-and-forward synchronization on reconnection.

3.6 Innovation & Future-Readiness

e |oT & Telematics

o On-vehicle OBD-Il telemetry for eco-driving, proactive maintenance, and
harsh-event detection.

e Privacy-Preserving Computer Vision

o Optional on-device seat-occupancy and door-open alerts with edge
processing and strict consent controls.

e MLOps & Decision Intelligence

o Versioned models with drift monitoring; AutoML experiments; feature store
for routing and risk models.

¢ Mobility-as-a-Service (MaaS) Integration

o Open, governed APIs for potential integration with municipal transport/fare
systems for mixed-use routes.

e Sustainability Insights

o CO,e dashboards based on route-km and vehicle class; optimization
recommendations for greener operations.

e Copilot Extensions

o Natural-language “ask your data” over operational and financial models;
guided “what-if” planning for calendar/route changes.

3.7 Assumptions & Dependencies (Solution)

e Azure and Microsoft 365/Dynamics licensing provided by the client;
SMS/voice/WhatsApp costs are usage-based via ACS.
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e Accessto source data (school rosters, operator registry, contract records) and
authority to process under POPIA.

¢ Mobile devices and data connectivity for drivers/attendants are provisioned by the
client or operators.

¢ Interfacing systems (finance, HR, rosters) expose APIs or data drops to integration
landing zones.

3.8 Initial Service Level Objectives (SLOs)
¢ Availability: =2 99.9% (core services)
e Performance: API P95 < 300 ms; notification fan-out P95<15s

« DataFreshness: operational dashboards < 5 min lag; finance/billing nightly
reconciliations (configurable)

e Security: critical vulnerabilities remediated < 14 days; quarterly access
recertification

e Support: P1 restoration < 2 hours; P2 within same business day

4 Data Residency
Data Residency and Why Azure is the Optimal Choice
¢ Regulatory Context and Compliance

IJS operates in a highly regulated environment where data sovereignty and compliance
with South African data protection laws—including the Protection of Personal
Information Act (POPIA)—are non-negotiable. Sensitive operational and pricing data must
remain within South African borders to meet legal, contractual, and governance
requirements. Any solution must guarantee that data storage, processing, and backup
occur in approved local regions, with robust controls for privacy, security, and
auditability.

e Azure’s Data Residency Advantage

Microsoft Azure provides a South Africa North primary region and South Africa West
secondary region for disaster recovery, ensuring that all data remains within the country.
This architecture satisfies |JS’s data residency obligations while delivering enterprise-
grade resilience. Azure’s compliance portfolio includes ISO 27001, SOC 1/2/3, GDPR,
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and POPIA alignment, giving IS confidence that the platform meets both local and global
regulatory standards.

Security and Governance
Azure offers built-in security controls such as:

e Microsoft Entra ID (Azure AD) for identity and access management with
Conditional Access and MFA.

e Azure Key Vault for secure key and secret management.
e Azure Policy and Blueprints to enforce compliance at scale.

e Immutable storage and audit logs for regulatory traceability.

These capabilities ensure 1JS’s RFPP modernization is secure by design, with zero trust
principles embedded throughout.

e Speed to Value with Azure
Azure accelerates delivery through:

¢ Native integration with Microsoft Fabric and Power BI, enabling rapid deployment
of a unified data platform for analytics and reporting.

e Azure Logic Apps and microservices architecture, which allow 1JS to orchestrate
workflows quickly without heavy custom coding.

e Pre-certified compliance and governance frameworks, reducing time spent on
audits and legal reviews.

¢ Global best practices localized for South Africa, ensuring 1JS benefits from
Microsoft’s global innovation while meeting local requirements.

e Business Continuity and Disaster Recovery

Azure’s paired regions model ensures that 1JS’s RFPP platform can fail over seamlessly
between South Africa North and South Africa West, meeting stringent RPO/RTO targets
without cross-border data transfer. This guarantees high availability, resilience, and
regulatory compliance simultaneously.

e Why Azure Over Alternatives

Unlike other cloud providers, Azure offers:

I
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Local data ceﬁfers in South Africa, eliminating the need for complex legal
exemptions.

Deep integration with Microsoft 365, Dynamics, and Power Platform, which 1JS
already leverages.

Enterprise-grade SLAs and support for hybrid scenarios, allowing lJS to
modernize incrementally without disrupting existing systems.

5 Timelines

5.1 Delivery Framework

The project will follow a Scaled Agile Framework (SAFe) delivery model, enabling
incremental value delivery and continuous feedback from justice cluster stakeholders.

Workstreams will run in parallel for Platform, Applications, Data, and Change

Enablement.

Sprint cadence: Two-week sprints (24 sprints total).

Program Increments (Pls): Four major releases, each ending with an integrated
demonstration and stakeholder review.

Governance: Agile PMO chaired jointly by REH and 1JS, with fortnightly Steering
Committee updates.

6.2 Phase Overview

Timeline Objectives Key Deliverables
Phase 1 - Months Establish governance, assess Project Charter,
Mobilization & 1-2 current systems, finalize Governance
Discovery requirements, and design the Framework, Solution
target architecture. Design Blueprint,

Integration Catalogue

Phase 2 - Months Deploy Microsoft Teams, Azure Azure Landing Zone,

Platform & 3-4 Communication Services, and Fabric OneLake

Environment Fabric landing zones; configure Setup, DevOps

Setup security and DevOps pipelines. Pipelines, Security
Baseline
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Build Teams Apps (Note-Taking,
Proceedings Tracker, Evidence
Portal), integrate IJS systems,
develop Fabric pipelines and
Power Bl dashboards.

Teams Apps v1, API
Gateway, Data
Pipelines, Analytics
Models

Execute system integration,
load/performance testing, and
end-user validation across DOJ,
SAPS, NPA, Legal Aid.

End-to-End Validated
Solution, Test
Reports, UAT Sign-off

Phase 3 - Months
Application & 5-8
Data

Development

Phase 4 - Months
Integration & 9-10
UAT

Phase 5- Go- Months
Live & Hypercare 11-12

Production deployment, change
management rollout, and post-
go-live stabilization.

Production Go-Live,
Training Completion,
Hypercare Report,
Transition Plan

5.2 Detailed Work Breakdown Structure

Work Package Effort Primary Key Outputs
(Person- Resources
Days)
Mobilization & M1- 30 Project Project Plan,
Governance Setup M2 Manager, PMO Governance Matrix
Requirements & M1- 45 Solution Functional Specs,
Architecture Design M2 Architect, Integration Map
Business
Analyst
Azure & Fabric M3- 60 Azure Engineer,  Configured Azure
Environment M4 Security Environment, Access
Deployment Specialist Control Model
Teams Platform & M3- 40 Teams Engineer, Teams Tenant Setup,
ACS Configuration M4 Solution Virtual Court
Architect Templates
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Teams Apps M5- 120 Teams Proceedings Tracker,

Development M8 Developer, Evidence Module,
UI/UX Designer  Note-Taking App

Al Transcript & M6- 45 Al Engineer, Al Models Integrated

Summarization M8 Data Scientist with Teams

Module

Data Integration M5- 80 Data Engineer, Logic Apps Workflows,

(SAPS, DOJ, NPA, M8 Integration Data Pipelines

LASA) Specialist

Power Bl M7- 55 Bl Developer Judicial Performance

Dashboards & M9 Dashboards

Analytics

Security Hardening M7- 40 Security Penetration Reports,

& Compliance M10 Engineer Compliance

Testing Certificate

UAT Coordination &  M9- 35 Change Lead, UAT Sign-off, Training

Training M10 Trainer Manuals

Go-Live & Hypercare M11- 50 Support Go-Live Report,

Support M12 Engineer, PM Hypercare Review
Lead

Total Estimated Effort: 600 Person-Days (= 4 FTEs over 12 months)

5.3 Resource Allocation

Responsibility Summary

Estimated
Hours

and security models.

Project Manager Oversees scope, schedule, risk, and stakeholder 1200 h
management.
Solution Architect Designs overall system architecture, integration, 1000h
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Azure Engineer implements Azure infrastructure, Fabric OnelLake, 800 h

and ACS configuration.

Teams Developer @ Builds Teams Apps and integrates ACS with case 1000 h

systems.
Data Engineer Develops Fabric pipelines and Power Bl datasets. 700 h
Security Ensures compliance, conducts penetration tests, 500 h
Specialist configures Entra ID.
Change & Manages training, communication, and adoption 400 h
Adoption Lead activities.
Support Engineer | Provides go-live and hypercare support, manages 400 h

incidents.

5.4 Milestone Timeline

Month

M1

M2

M4

M6

M8

M9

M10

M11

M12

Milestone Outcome
Project Kick-off & Governance Governance Framework Approved
Established

Requirements & Architecture Design Solution Blueprint Finalized

Sign-off

Azure & Teams Environments Live Platform Ready for Build

Teams Apps Prototype Demo Core Functions Validated by 1JS

Integration Testing Complete Systems Interconnected Across
Clusters

UAT Start Stakeholder Testing and Feedback

UAT Closure and Sign-off Approval for Production Deployment

National Rollout Begin Operational Go-Live

Hypercare Closure and Handover Transition to Support and

Enhancement Phase
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5.5 Dependencies & Assumptions

e Accessto DOJ, SAPS, NPA, and Legal Aid systems will be granted on schedule.
e Microsoft 365 and Azure licensing provided by 1JS.
e Alldepartments will nominate change champions and UAT participants.

¢ Network connectivity and endpoint devices provided by respective entities.

5.6 Governance and Reporting

¢ Weekly Scrum of Scrums across all workstreams.
o Fortnightly Steering Committee for decision-making and escalations.
e Monthly Progress Reports covering deliverables, risks, and resource utilization.

¢ Quarterly Review Workshops for strategic alignment and lessons learned.

6 Conclusion

The proposed Virtual Courts Digitization solution represents a transformative opportunity
for the Integrated Justice System to lead in digital justice delivery across Africa. By
leveraging Microsoft Teams, Azure Communication Services, and Fabric, the platform will
empower the judiciary and justice partners with a unified, secure, and efficient digital
courtroom experience.
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