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Cloud Security Review

Description

Misconfiguration of Microsoft 365, Azure and Dynamics
365 can leave your organisations data exposed to
cyber-attack and threats. Our engagement will
undertake review of the configuration of these services,
against industry standard security guidelines and work
with you to create defined next steps to enhance
security of these services.
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Features

» Uses our internally developed scripts to
query Microsoft Security settings to
discover the current configuration.

+ |dentifies security misconfigurations and
LEELIEES

* Hands on training for IT Admins and
professionals on Microsoft Security
assessment tools.

+ ldentifies how your organisation can take
full advantage of Microsoft's extensive
cyber security protection capabilities.

* Highlights licensing requirements and
service levels.

Benefits

» To help organisations get to grips with
their current security position for these
Microsoft cloud services.

* risual are compliant with over 90 standards
including 1ISO270001.

* We will show you how to use the
Microsoft tools so you can regularly check
your security position.

Creates prioritised recommendations for
implementing end-to-end organisational
security posture
Review of your Microsoft 365, Azure and
Dynamics 365 to elevate your security
posture with recommendation playback and
documentation covering :-

* |dentity and Access Management

* Governance

* Security Center Configurations

* Regulatory Compliance

+ Audit and Monitoring

* Roadmap for improvement

Helps your to plan how to increase adoption
of security related technologies.

Helps to identify gaps in the organisations
ability to adopt a zero-trust security
approach.
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Cloud Security Review
Review compliance and assess current security posture in just 4 days
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About the engagement

We will confirm the focus of the of engagement with @® Day1-0nday 1, our Security Experts will work with you to truly understand your

you on day one. current challenges, existing solutions, and wider technology ecosystem. We will invoke
the Microsoft Secure Score and Azure Security Center services using our custom

We can assess the security configuration of Microsoft develop scripts where possible. Our expert will interview your organisations security

Office 365, Microsoft Azure laaS and PaaS and stakeholders to ensure we understand the current and future requirements.

Dynamics 365 together or we can review them
individually if you have particular concerns.

@® Day 2 - On day 2, the risual team will review outputs from the tools and scripts to
ensure the required information has been captured and reported on. If required
further interviews will also ensure we have gathered all the information needed to
create our recommendations for your security assessment.

Our subject matter expert will perform knowledge transfer with you to show you how
to re-run the assessment tools again in the future and go through any security tools or
features that are of most value.

In order to run the assessment successfully risual would
require the following prerequisites:-
* An active and licenced Microsoft Office 365
Business or Enterprise tenant
* A Microsoft Azure tenant with live subscriptions
enabled
* An active and licenced Dynamics 365 tenant
* An account assigned against at least one of the
following Microsoft 365, Azure and Dynamics roles. P
*  Global administrator
*  Security administrator
»  Access to Microsoft Teams or video conferencing
solution to allow for the interviews to take place.

Day 3-4 — On days 3 and 4, the risual team work to create a recommendations
document that will be presented to the organisation's security stakeholders. The
recommendations document will remain with you as a reference for future projects.

Our experts will then work with you to define next steps and understand how risual can
support you the organisation to implement the recommendations
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About risual

Microsoft Experts for 16 years, we have deep product knowledge across Microsoft technologies and a broad range of experience across industry. Born from a belief
that technology can change the world in sustainable ways that drive positive social and societal change, we endeavour to learn, develop and invest in our people and
communities, delivering world class services that create value and opportunities for all.

Mlcrosoft Partner “BA MSP @))(

Azure Expert MSP

UK-based business & technology services
organisation, offering consultancy, managed
services, training & adoption, education, and
apprenticeships for cloud technologies.

16 years transforming the workplace through
the introduction, adoption and strategic
management of Microsoft technologies.

Accredited to I1SO 27001, ISO 20000, ISO 9001,

Cyber Essentials, Cyber Essentials Plus, and
members of the NCSC's Cyber Security
Information Sharing Partnership (CiSP).

ed

Microsoft Gold Partner across 15 categories
and an Azure Expert MSP, placing us in the top
0.05% of MS partners globally and are a
Microsoft Fast Track Ready Partner.

An elite Microsoft Partner, we also have 6
Microsoft advanced specialisations, validating
our extensive capabilities in specific solution
areas.

We're driven by a real purpose to introduce
sustainable change and drive positive social
impact, by increasing the opportunities
available to young and disadvantaged people.
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Contact Us:

. 0300303 2044

B enquiries@risual.com

@ www.risual.com
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What we do

We are recognised by Microsoft as one of the only partners who deliver a range of services across all three Microsoft clouds; Azure, Dynamics 365, and Microsoft 365.
Whilst we have hybrid cloud capabilities and skills with AWS and Oracle, our deep relationship with Microsoft has had a strategic influence on our organisation and
the services we deliver since the day we were founded. We are experts in transformation and see transformation in three ways; Cloud, Business and Digital.

Cloud Transformation is about tools and technology,
professional Sery;. often IT-led it focuses on the platform with Azure, and
Modern Work through Microsoft 365 services. Cloud
Transformation is an enabler and in order to deliver real
value, business transformation is required.
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Digital
Transformation

Cloud

: ; Business Transformation is about re-engineering
Transformation

internal services to better serve the business, focusing
on business applications, processes and productivity,
through Dynamics 365 and the Power Platform.

Digital Transformation relates to external interfaces
with clients/citizens/students and enters the domain of
disruptive innovation focusing on replacing or
complimenting existing services through digital product
development.

All three service portfolios span: business and technical
consulting, managed services, training & adoption,
apprenticeships, and data & Al.

We live by our values of honesty, openness and trust,

advisory consulting Seriaee skills solutions and we e.mb.ed these values !Qto everythlng we do,
ian limpl o devel q o from delivering new and exciting business and
assessment | strategy  plan | implement optimise | support evelop | adopt sector | software technology services/solutions, through to the charity

work we regularly undertake within our communities.
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Cloud Transformation Services

For the past 15 years we've worked with clients to transform the workplace/workforce with the introduction, adoption and strategic management of Microsoft cloud
technologies. Working across all industry sectors, we aim to transform the ways in which people work and organisations deliver services, through the re-imagination
of technology and support services, and through the provision of enhanced digital skills training and apprenticeships.
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Cloud Platform Modern Work

We are experts in the configuration and migration of We help our clients get the most from their
services & applications to the Cloud. We share our skills investments in Microsoft 365 through correct licensing,
and experience as an Azure Expert MSP, leveraging our configuration, training and adoption. We take a user-

deep Microsoft relationship to deliver innovative centric approach, shifting attention to connecting
solutions that solve real business problems through a people and giving them the tools and knowledge
range of services covering the entire Azure ecosystem. needed to become a truly Modern Workforce.
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Our expertise

Microsoft Partner
Azure Expert MSP

Cloud Solutions Provider

FastTrack ready partner

Identity and Access Management

Change and Adoption Advanced Specialism

Teams calling Advanced Specialism

Windows and SQL Server Migration Advanced Specia
Teamwork Deployment Advanced Specialism
Windows Virtual Desktop Advanced Specialism
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