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Challenges in Internal Audit

1 CISOs must go thorough 2 Companies need to re-align Adaptation to robust
® their compliance with ® frameworks with business ® cybersecurity is needed to
cybersecurity frameworks strategies and risk profiles enable business growth

Secohnize — DeRisk Center Cloud Oriented | Automated | Holistic | Continuous | Contextual

' Unified Automated

Security Compliance Management with data driven approach
o Automated Evidence Collection
o Analysis of the evidence collected

Traditional . q
Compliance \/l Manual @ Time & Effort '{%} Tedious Regulatory
Management — = A Frameworks
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Compliance Management

Traditional Management

Checkbox Driven Pointin Time

e

Technical Manual

Point in time assessment

Seconize — DeRisk Center

i, 2}

Impact Based Near real time

to reduce risk

a +  CISOs must go well
a beyond annual
compliance audit and

Risk based Automated ascertain compliance
risk on a continuous

basis

e Automate the

compliance

Blind to the ongoing risks management

Check box driven

91% of board members cannot interpret « Business Enabler

Manual internal audits

40% time spent on compliances

Technical controls — Sample based

SECONIZE

No single pane of glass view




Current Challenges

>

SECONIZE

Standards such ITGC-SOX, SOC?2,
ISO 27001:2013 are intensive efforts

Regulatory bodies like GDPR, CCPA,
SEBI, RBI, IRDAI, NBFC are mandating

> Increase in compliance
requirements

» Comprehensive & Overlapping
Controls

» Tedious Manual Evidence Collection
Processes

> Frequent assessments vs earlier
annual assessments

>

Goals

Meet the compliance without
laborious manual efforts

Have an overall visibility at
organization level to manage
Compliance

Automate the overall Controls and
Cyber compliance requirements, by
collecting evidence.



Seconize DeRisk Center

Assessments are based on industry-wide standards like
ISO 27001-2013, SOX, NIST CSF, PCIDSS, CCM
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De-Risk flow:

Cloud & Infra . . ; ;
Onboarding Business Applications

HRMS
Onboarding of IT Solutions

Service Now

JRA  EDR Evidence Collection through APIs

Auto ISO  SOX Controls to Evidence Mapping

Compliance
P Control Gap Assessment

DeRisk o .

Center Controls Monitoring & Risk Assessments

Auto Compliance : ISO, SOX

Serving Across On-Prem, Cloud,

G G
APIs
il

Secure
Connection
Sensor
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Seconhnize
DeRisk Center

Evidence

On Prem

Secure —
Connection ‘&= e Cloud
wonsar \ @@ Apps

Sensor

Company Cloud Account

Regional AWS DC

Secure

_D_ Connection

Web based
Access to
Product

Secure
Connection

B

Compliance gap assessment; Automated technology gaps; Workflows for manual inputs; Internal audit report

Salient Points: Deployed in customer region, Security and privacy, Best practices, Hybrid deployment, Cloud Management, Sensors on premises
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Compliance Management

« Automate Compliance Gap Assessments to Drive Security

« Compliance is about defining, measuring, and mitigating risk

« Periodically assess networks for compliance with internal and
regulatory security controls

« Audits reduce risks by identifying gaps between the desired
state of configurations and processes and those that exist in
the infrastructure

r—

Automated Compliance Gap Assessment

« Generic Compliance Framework

« Automate technology gap assessment

«  Workflows for manual inputs

« Internal audit report

- Data Driven

« View multiple compliance at the same time

« Maintain Continuous Visibility Over Compliance

SECONIZE Confidential

+ Out of box testing of Technical Controls

« Flexible framework for custom plugins

* Maps to numerous regional and global
standards and regulations

« ISO 27001:2013, GDPR, PCI DSS, NIST, RBI
framework, IT GC SOX

« For capturing administrative Controls

Onboard Assets
Identify all the Assets, tag them appropriately

Overall Maturity

Monitor the compliance maturity

Asset Classification
Profile the assets appropriately

DeRisk
Center

Simplified Workflows

Capture the administrative
controls manually

Identify the Audit Scope

‘ Determine the Compliances
Create an Audit Project for the scope

Automate Gap Assessment
Schedule the Scans for testing
Technical Controls
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Before lis
Collect
Evidence
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External
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Compliance Management

/‘
Continuous

Controls <
Monitoring

N

Automated
Evidence <
Collection

Automated
Controls Testing

Simplified
Workflows

Dashboards
Reports

T
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BEFORE

 Evidences are collected manually from
respectively stake holders

To & fro conversations are a plenty
between infosec SPOC and teams for
evidence collection

Evidences collected are provided in a
separate Desktop for Onsite audits or
Laptop used be shipped for Offline audits
to protect the artifacts

AFTER

 Evidences collection is automated using

REST APIS, Scripts, Email Integrations

Less Number of back and forth
conversations due to Seconize DeRisk
Centre

Evidences collected are shown as “read-
only” mode without any download option
via Seconize DeRisk Centre.

« No operational complexity of sending
laptops or allocating desktops
without compromise on evidence
protection



Product Visualization — Compliance Mgmt

Compliance Details

Compliance Dashboard

® ISO_Audit

Open 15027001_2013

Target Date: 2023/01/04 16:09

32 20

Control Details

5 - Information security policies
5. - Management direction for information securi
6.11 - Policies for information security

Description: « A set of policies for information security should be defined, approved by management, published and

communicated to employees and relevant external parties.

Status :

SECONIZE

Project Nax
1SO_Audit

5 - Information security policies

6 - Organization of information security
7 - Human Resources Security

8 - Asset Management

9 - Access Control

10 - Cryptography

M - Physical & Environmental Security
12 - Operations security

13 - Communications security

14 - System acquisition, development and maintenance
15 - Supplier relationships

16 - Incident management

17 - Information security aspects of business continuity management

18 - Compliance

10



@) Seconize DeRisk Center X+ v — ] X
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Compliance Mgmt / Audits
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IRDAI_2023_Audit
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SOC-Audit-001
RBI_Audit
IRDAI_Audit

SEBI-Cyber_Audit

ISO_Audit

%
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Challenges

Complexity of regulations and
standards

Compliance requirements can be complex
and difficult to interpret, making it challenging
to develop automated audit processes.

SECONIZE

Integration with existing systems

Integrating compliance audit automation
with existing systems can be difficult,
particularly if those systems are outdated or
not designed with automation in mind.

Training and adoption

Educating and training the internal audit
teams of the change in approach from
manual to automation. Helping the external
auditors to adapt to the new system.



Benefits
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Reduced
time
Easy tideploy

Easy to deploy

Effort Reduction

Manage multiple
compliances

Maintain
Confidentiality

SECONIZE

Automated
No human intervention

————

- -

Optimal Investment
Reduce risk exposure

Cloud based Saa$S product
From months to minutes

Maps one compliance to another

Evidence can be viewed and not
downloaded

J”

Data Driven
Technology
controls

-
/i

' TPRM
F

actors in the vendor

landscape

O

Compliance
Dashboards

Data Driven

Customizable
Workflows

Regulatory
Updates

Multiple
Compliance
Management

L

Actionable reporting for informed decision
making

The technology aspects of the compliance are
auto populated

Tailor the system to your unique business
processes

Stay ahead with automated updates on
evolving compliance standards



Case Study

Leading Financial Services company  India Top 10, Conglomerate Fortune 500 Company
Customer Profile Customer Profile Customer Profile
Customer is a well-established Mutual Fund company. Customer is a top 10 company out of India. Customer is a fortune 500 company HQ out of US.
Have existing investments in Cybersecurity. SEBI Customized compliance framework built, enforcing it Is regulated and has to comply to ITGC SOX
compliance audits becoming stringent is taking away and monitoring from the parent company is a compliance. Multiple teams assigned to the task
too much of their time challenge. and increasing complexity.
Customer Situation Customer Situation Customer Situation
Has existing scanners Customized compliance, derived from ISO 27001 > ITGC SOX is being done manually
> Regulated by SEBI and NIST » Multiple teams across globe involved in the
> Audits are being done manually, which is taking » Manual audits across 17 group companies, internal audit
them 3 months at a time, and significant effort » Want to enforce the custom compliance across » Challenging to do the internal audit across
Skeletal IT Security staff all group companies teams

Seconize Solution Seconize Solution Seconize Solution

Ingesting the feeds from the existing scanners

Ingesting the feeds from the existing scanners » Compliance automation for ITGC SOX

> Compliance automation for SEBI Cyber and SEBI > Compliance automation for customized » Connectors to IT Systems to automate
Controls compliance . evidence management
> Connectors to IT Systems to automate evidence » Connectors to IT Systems to automate evidence > Collecting evidence from legacy systems
management 5 ?:r:(}?;:gﬁgitve and exhaustive dashboards for » Comprehensive and exhaustive dashboards
» Roadmap to increase the automation coverage efficignto oration for efficient operation
» Comprehensive and exhaustive dashboards for > M |Of I > Controls testing in place
efficient operation anager of manager system to manage all group
companies
Benefits & Key Outcomes Benefits & Key Outcomes Benefits & Key Outcomes
Improved  productivity as employees were The parent company able to roll out customized The onerous task of internal audit is automated
spendlng less time with external auditors for Compllonce across all the group companies and > Reduced “Cost-To-Comply” due to automation
interviews and filling questionnaires. manage them. and better security posture.
» Reduced “Cost-To-Comply” due to automation > Reduced “Cost-To-Comply” due to automation > Work with the external auditors directly
and better security posture. > Bringing in more applications to be audited

» Ease of reporting to management and board.
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Competitors & Differentiation

Seconize has upper-hand!
Hyper Audit RSA

. Standards driven v
Continuous
: . . Controls
Differentiators: Monitoring Regulatory driven v v v i v
v Data Driven o
v Integrates with Enterprise systems Custom Policies v/ v
v' Evidence Collection
Automated
v Factual data reports tomated Out of Box Connectors v Y4 ¥4 v
v’ Continuous . J
L Syst
v Product roadmap Collection egacy Systems
v' Compliance regulated P Po;t Processing of J
Evidences
Controls
Testing Data backed Gap J
Assessments
o Internal Audit Readiness v v YA v v
Simplified - —
Workflows /nbuilt DRM for Sensitive J
Artifacts
Audit Observations Y4 J v J
Tracking L
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Recognition
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)) WINNER

DSCI - India Seconize - DeRisk Center
CYbersecurity Presented to
PrOd uct Seconize Technologies Private Limited

Of the year 2021
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How Indian Cyber Security Startups Are Growing - List Of Startups You Can
Look Out For In 2020
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CYBER .
STARTUP MAP

innov8 TENUS
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Singapore — Cybersecurity map

Top 5 cybersecurity

DSCI
« Product
Companies

Globe -

« 100 Startups to
look out for in
CYBERSECURITY
STARTUPS TO LOOK OUT 2021
FORIN 2021
CYBER SECURITY MVP Stage -
GRAND CHALLENGE « winner

INNOVATE TO SECURE
e

nassc.

nasscom startup

Emerge

50

2023

Emerge 50 -
« Top 50 Deep
Tech startups

-Winner -
Cybersecurity
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https://www.gizbot.com/news/how-indian-cyber-security-startups-are-growing-list-of-startups-064703.html
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