Onesec 24/7
Managed Security
Operation Services

End-to - end cybersecurity with
Onesec and Microsoft

ALWAYS SECURE, NEVER AT RISK




What does the current cybersecurity -~
landscape look like in Latin America?

535

The Verizon Data Breach

$3.69M 116k

The average cost of a data There is a cybersecurity skills
breach in Latin America is $3.69 gap of over 116 thousand
million. professionals in Mexico.

Investigations Report noted
535 cyber incidents in Latin
America in 2023.

Source: Cost of a Data Breach Report Source: ISC2 Cybersecurity
2023 | IBM Workforce Study 2023

Source: 2023 Data Breach
Investigations Report | Verizon
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https://www.verizon.com/business/resources/reports/dbir/2023/results-and-analysis-intro/
https://www.verizon.com/business/resources/reports/dbir/2023/results-and-analysis-intro/
https://www.ibm.com/reports/data-breach
https://www.ibm.com/reports/data-breach
https://media.isc2.org/-/media/Project/ISC2/Main/Media/documents/research/ISC2_Cybersecurity_Workforce_Study_2023.pdf?rev=28b46de71ce24e6ab7705f6e3da8637e
https://media.isc2.org/-/media/Project/ISC2/Main/Media/documents/research/ISC2_Cybersecurity_Workforce_Study_2023.pdf?rev=28b46de71ce24e6ab7705f6e3da8637e

Today3s organizati ons fFEEFe
set of cybersecurity challenges o)

Changing threats Complex systems Cybersecurity  skills gaps

A Threat actors are continually A Organizations are moving from AKPNUDZ GKKGOTF ZP DP NDx I
evolving to bypass existing on - premises networks to the gualified cybersecurity
defenses. cloud. professionals.

A Breaches can be both A Legacy applications get mixed A SMBs do not have the budget to
reputationally and financially In with new solutions. support an in - house SOC.
devastating. A Patchwork security solutions A Professionals need continuing

A Changing threats also means increase complexity and worsen education to stay current on
shifting compliance coverage. strategies.

requirements.
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Onesec 24/7
Managed Security
Operation Services
brings together
everything you

need for powerful
end -to -end security

Onesec 24/7 Managed Security Operation Services

A Analyze your business, your current digital
ecosystem, and your needs.

A Develop a plan to cover potential gaps and risks.

A Align your organization to relevant compliance
standards.

A Get expert support in configuring your Microsoft
Security solutions.

A Streamline coverage with managed security
services already integrated with your Microsoft
solutions.

A Ensure continued comprehensive coverage as
you evolve over time.

A Augment your in - house team with a 24/7/365
expert SOC.

A Swiftly detect, contain, and mitigate cyber
threats.

A Proactively hunt for and eradicate new threats.
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Ensure your

Microsoft Security
solutions are
optimized for you

ldentity
Security

Microsoft Entra ID
Microsoft Defender
for Identity

Innovation & Cross
Solutions

Microsoft Sentinel 1
Integracion de
Plataformas
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Privacy& Identity
Management

Microsoft Defender  for Cloud Apps
Microsoft Defender  for Identity *
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EndpointSecurity
& Management

Microsoft Defender
for Endpoint

Data & Governance
Management

Microsoft
Defender for 365

Cloud
Infrastructure

Microsoft Defender
for Cloud

*Conocimientos base:
A Infra en nube (Azure)
A Identidades



Strengthen defenses
with consultations from
security experts

Consult with cybersecurity specialists who combine their
rigorous training and industry - leading certifications with
extensive field experience.

Receive an in - depth analysis of your cybersecurity posture.

Develop a roadmap for configuring Microsoft Sentinel and
Microsoft Defender XDR to ensure complete security coverage.
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Implement efficient and
effective technology solutions

Confidently configure your Microsoft
Security portfolio

A Optimize your Microsoft Sentinel and Microsoft Defender
XDR product portfolio to provide complete visibility and
coverage.

Refine your setup as you grow

A kpeADafapubzDacYZeéceéfpbpuNfADxf &

and Response team will continue to uncover and mitigate
emerging risks.
Leverage and align  with relevant security frameworks

A ISO/IEC 27035
A NIST Cybersecurity Framework
A CIS Security Controls ina 3  -level Tier operation
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the organization

Gather information from the organization, to have an
understanding of the business operation.

of the tools

Implementation of security solutions in the client’s tenant
(Azure and Office 365): This ensures that client data remains
safe and in their custody, while allowing Onesec delegated
access for direct and remote management capabilities.

vulnerabilities

With the collection of information, the security
vulnerabilities that the client has must be detected, which
will be addressed later during the execution and
administration of the project.

discovery

Declare the risks associated with the organization’s
assets, in terms of security associated with the objects
analyzed and based on the vulnerability analysis obtained.

action plan

Apply the security recommendation through the various
cyber security platforms in order to address the
identified risks.

daily

Manage the various cyber security platforms, which will
help to proactively control the security of the business.
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Support continuous security with ongoing

Get expert support  without Stay ahead of

breaking your budget emerging threats
A 24/7/365 SOC providing managed detection A Threat hunting
and response services. A Threat eradication

A Respond rapidly to threats with alert triaging A Threat intelligence
and investigation and remote response.

managem ent

Stay in the loop but not

overwhelmed
A Offload the bulk of alert

0f EeUpuEPpPANfUDDPNDz f
and only receive escalations

and notifications as
appropriate.
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