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Securitybricks CMMC Accelerator

"Automated Compliance, Continuous Monitoring"

Securitybricks CMMC Accelerator is your ultimate solution for achieving and maintaining CMMC Level 1 and 2 certifications. This
subscription-based product leverages the powerful integration of Microsoft security solutions for Azure and Microsoft 365
services. The Securitybricks CMMC Accelerator solution provides both high level executive summary and detailed CMMC
compliance status by going through each of the compliance controls to see what was passed/failed, prioritization of remediation
efforts, and prescriptive solutions to resolve compliance gaps.

Are you confused about your configurations or CMMC requirements?

Avoid getting lost in compliance complexities. Let our Accelerator guide you to the right solution. The Securitybricks CMMC
Accelerator simplifies achieving and maintaining CMMC compliance. It offers tools for Level 2 Advanced scoring, documentation
templates, and automation to reduce manual effort. These comprehensive and detailed remediation steps enable you to focus
on actionable items with prescriptive solutions resulting in reduced time and effort for determining where and how to
remediate.

Who should use this Accelerator and is it suitable for all organizations?

The Accelerator is tailored for DoD contractors and suppliers aiming to meet Level 1 and Level 2 CMMC requirements.
Organizations seeking to enhance their cybersecurity practices can also benefit from this Accelerator.

Prerequisites Integrated Azure Services Integrated M365 Services
e  GCCEnvironment . Microsoft Sentinel . Microsoft Purview
e  GCC High Environment e Microsoft Defender for Cloud e EntralD
e  Defender XDR

Key Benefits:

e Quick Setup: Your organization can be up and running with real-time CMMC compliance status in less than a day, with
the policy taking approximately 12-24 hours to analyze and report the applicable configuration to the correct table.

¢  Multi-Department Support: Provides both high-level and detailed compliance status with executive summary, and
detailed CMMC compliance status by going through each of the compliance controls to see what was passed/failed,
prioritizes remediation efforts, and offers solutions to resolve gaps.

e  Structured Compliance: Understand compliance status, identify gaps, and implement corrective actions with
automated built in logic assessment for Level 2 Advanced score calculation and alignment with standards.

o  The 110 controls in CMMC Level 2 are based on the NIST SP 800-171 framework and are designed to protect
Controlled Unclassified Information (CUI). Our offering provides additional enrichment for aligning with
control requirements. Each of the 14 CMMC Level 2 control families includes a Control Card which details an
overview of requirements, specifies the evidence required for each control, applicable Microsoft
product/services controls targeted to referenced product pages/portals, recommendations, implementation
guides, ability to track and score as defined by DoD Level 2 Advanced scoring, includes capabilities to
capture ownership, implementation date, location for referenced body of evidence, and notes.

e  Efficient Remediation: Focus on actionable items with detailed steps, reducing time and effort for remediation.

¢  Continuous Monitoring: Stay compliant with real-time security posture monitoring for dynamic environments and
workloads.

Please contact support@securitybricks.io for any support or questions relating to the functionality of this Accelerator.

** Disclaimer: Securitybricks powered by Aprio and its affiliates are not responsible for the completion or attestation of the
controls provided in this Accelerator tool as well as for the accuracy of the NIST 800-171 R2 policy results utilized in this solution.



