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❖ Cyber Security & Information Protection consultancy & service

➢ Identity & Access Management

➢ Device Management

➢ Threat Protection & Detection

➢ Information & Data Protection

➢ Managed Security Service 

➢ Azure IaaS / PaaS security

❖ Experts in Microsoft Cloud Security: act as a Trusted Advisor

❖ Part of The Cronos Group
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MODERN IAM - HOW TO 
DETECT AND PROTECT 
AGAINST IDENTITY-
BASED ATTACKS?SECWISE IDENTITY
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Solution Description

❖Review and Redesign authentication flows and 

integration of Active Directory /Azure Active Directory

❖Identity protection best practices testing and enrolment 

using Conditional access policies

❖MFA

❖Identity Protection

❖Disable legacy authentication protocols

❖Review & improvement of Azure Active Directory 

security settings

❖Azure Active Directory Password Protection Policies
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❖ Light

❖ Elevated

❖ Advanced

❖Better identity protection & 

privileged admin access

❖Improve authentication, 

accountability, auditing and visibility

❖Improve compliance enforcement

❖Improve manageability of identities 

and devices
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Light

❖ Implement Hybrid join or 

Cloud-only identity best 

practices

❖ SSO experience for end-users  

in Edge & Chrome browsers

❖ Enable smart MFA for 20 users

❖ Enable SSPR for 20 users

❖ Block Legacy Protocols

❖ Password Management best 

practices

L1: Initial L2: Elevated L3: Advanced L4: Managed

Elevated Advanced

❖ Password-less strategy WHFB

❖ Azure Active Directory 

password protection

❖ Device compliancy-based 

access policies

❖ B2B guest user Governance 

using entitlement 

management

❖ Risk based access Policies

❖ Privileged Identity 

Management 

❖ Access Management & 

Review

❖ Cloud Application 

Governance

SecWise 

Watch

❖ Monitoring Identity based 

attacks 

❖ Monitoring Identity security 

posture

SecWise 

Watch ?

❖ Change requests

❖ Security Questions/assistance

SecWise 

Care
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Thank You!

Contact: Koen Jacobs

koen.Jacobs@secwise.be

+32 473 784 295
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