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Gain insight into cyber threats
with < Sekoia Intelligence

lHluminate your security landscape and turn raw data into actionable intelligence across your
entire ecosystem

Organizations rely on their IT systems to drive their operations, and as a result, the attack surface for cyber
threats is expanding. To counter these threats effectively, organizations need a deep understanding of the
risks they face, along with tools and tactics used by cybercriminals. This is where Cyber Threat Intelligence
(CTI) comes into play.

Sekoia.io is at the forefront of CTI in Europe. Our dedicated team of cybersecurity researchers, known as
Threat Detection & Research (TDR), is passionate about producing global cyber threat intelligence, which
we deliver through our Saas platform.

Sekoia.io offers strategic and technical intelligence, providing insights into active cyber threats
and their associated technical indicators, also known as Indicators of Compromise (loCs).

Based on industry technical standards, we produce intelligence in a one-to-many model that
can be used by any organization in any industry.

The intelligence is designed to be operationalized to enhance detection capabilities and
provide a high level of threat context and knowledge.
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Name Relationships Added
Redline 22167 Oct8, 2020
Amadey 8703 Mar 11, 2020

Multiple intelligence sources

Glupteba 3628 Sep 28, 2020
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SmokeLoader 3170 May 25, 2020

WhiteSnake 2894 Mar1,2023

We aggregate intelligence from proprietary, OSINT, and community
sources, systematically linking and contextualizing it using STIX 2.1.
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Our platform is updated continuously, adding approximately
150,000 new loCs monthly. It includes over 6 million threat-related e e— .
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OUR CTI OFFERING

Intelligence reports

Possibilities offered by Sekoia Intelligence
We offer around 4,000 intelligence reports in multiple formats,

covering proprietary Sekoia.io reports and third-party intelligence.

Access to our CTl database

Collection of third-party Intelligence Set up custom intelligence feeds

Consolidate your third-party threat intelligence feeds within
Sekoia SOC Platform and import your custom loCs lists for a Read the threat reports of our analysts
one-stop intelligence platform.

Collect our CTl in your systems

Easy dissemination

. s . . . Disseminate loCs to 3rd parties APIs
Easily distribute intelligence to third-party systems, cloud and

on-premises, for enhanced detection and contextualization (SIEM,
SOAR, TIP, EDR, Firewall, etc.) thanks to our native integrations,
API capabilities, TAXIl endpoints and playbook capabilities.

Import and use external loCs

Automate CTI actions for threat hunting

Graphical explorations ,
Customize your dashboards

Visualize threat relationships for effective investigations.

Dashboards

Create custom dashboards to monitor trends, key threats, and
recent reports.

RECOGNITIONS & CLIENTS

Public REST APIs

Access our microservices APIs for platform configuration. Gartner

Sekoia.io CTl mentioned in Gartner 2023 research

suggested use cases paper: Market Guide for Security Threat Intelligence

Products and Services
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Deploy CTI for various use cases to enhance your

security posture:
FROST ¢& SULLIVAN

. . R . Sekoia.io CTI recognized in Frost & Sullivan Global
> loC dissemination to EDR detection engines Threat Intelligence Platforms Market 2022 report
»  On-premises firewall blacklist management
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» Incident response contextualization in your SOAR
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» loC detection in your SIEM

About Sekoia.io Learn more & Contact us!

Sekoia.io is a European Cybertech, expert in intelligence-based eXtended Detection and Response solutions.
Our Sekoia SOC platform provides a unified view and full control of the perimeter to be defended. Our mission
is to empower security operations teams with a flexible and easy-to-use platform. We protect more than 150

. . . contact@sekoia.io
Fortune 1000 companies, technology scaleups, governments, and Tier One MSSP partners worldwide.



