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Onboarding devices to the SenzMatica platform

To onboard a device, follow these steps:

e Login to our SenzMatica platform where the Setup Senzmatica module will be

prominently displayed upon login as follows.

System Preparation

step 01

Define Product Types

Begin by defining a product to organize your devices effectively

Step 03

Connect with the User Application

Step 05

ML Core [Optional]

S LO Welcome to SenzMatica AloT Platform! Create opportunities for growth

Connect your devices to the application for seamless integration and monitoring

Get started

SUPER ADMIN

Step 02 Pendin

Connect Test Devices

Specify unique device types and their configurations for streamiine management

Step 04 Pending

User Management System [Optional]

Set privileges for user roles to manage user access through privileges

Step 1 - Define product type

e Before onboarding a device, you must first define the product type. To

do this, click the ‘'Get Started’ button to specify the type of device.
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B2 seramatica SUPER ADMIN

Welcome to SenzMatica AloT Platform! Create opportunities for growth

System Preparation

stop 01 Pending stop 02 nding
Define Product Types Connect Test Devices
Begin by defining a product to organize your devices effectively P ique device types and their configurations for streamiine management

s =

- . S

Connect with the User Application User Management System [Optional]

Connect your devices to the application for seamless integration and monitoring Set privileges for user roles to manage user access through privileges

- Started m

step 05

ML Core [Optional]

e Next, you will see a page where you need to fill in the required details.
The fields for product name, sensors, connectivity, protocol, and
persistence are mandatory and must be completed.

SUPER ADMIN

Step 01
Define Product Type
@ Devi
Product Name*
8 Product Types
-, Sensors
B Kitniodel
v
A Remote Manager
© OTAManager Gctiators)
-4
0 Transcoding
Connectivity v
Protocol v
Persistence* © O Tue O False

OTA Upgradable
Remotely Gonfigurable

Transcoding

() Add Another Product

e OTA upgradable and Remotely Configurable are optional. If your product is
OTA upgradable or remotely configurable, and if you wish to do OTA upgrades
or configurations remotely via this system you will need to enable the relevant
toggle buttons.
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e When the OTA upgradable toggle button is enabled, you need to add the data

n SenzMatica SUPER ADMIN
Step 01
@& setupsenzmatica
_— Define Product Type

82 Dashboar
@ Devices

Product Name* Add Product Name
B Product Typ
B o sensors*

No sensor Added
it Model
Add sensors v
A Remote Manager
© OTAManager sl
No Actuator Added
§ Device Connectivity
Add Actuators v

0 Transcoding

c v

Protocol* Select Protocol v

Persistence* @ O Tue O False

OTA Upgradable «

Remotely Configurable

Data Format* ; Select Data Farmat v

Transcoding

() Add Another Product
BACK SAVE

e When the Remotely configurable toggle button is enabled, you need to fill the

following fields to add parameters.

Add Parameter

Network & Communicat tion

Topic Format & Interval

CANCEL

e Then click the Add button there and fill in the necessary details(Name,ID,Input
type,Data format, Default value and Join parameter) relevant to those
configurable parameters under each section(Network and Communication,
Topic format, and Interval and Message format).
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Add Parameter

Parameter name*

Input Type*

Select Input Type

Default Value* @

Parameter ID*
Data format*
v Select Format Type

Join Parameter

e Transcoding (encoding/decoding) is optional in this system. Data decoding

converts encoded data back into a readable original format that can be

understood by the device or our SenzMatica system. Data encoding converts

data collected from the device into a structured format that can be easily

transmitted to our SenzMatica Platform. To link a product with a codec, first

enable the toggle button. You have two options: select an existing codec file
via the "'Select Codec Method' tab or create a new codec file using the ‘Create

Codec'’ tab

n SenzMatica

& Device Connectiviy

0 Transcoding

Product Name*

Sensors*

Actuators

@

Define Product Type

Add Product Name

No Sensor Added

No Actuator Added

Protocol*

persistence* @
OTA Upgradable
Remotely Configurable

Transcoding

da Actuators v
Seloct Protocol v
O Tue O False
W SELECT CODEC METHOD [F) CREATE CODEC
Seloct Codec v

[J Add Another Product

SUPER ADMIN
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e When selecting the ‘Create Codec’ option, you can upload script files for either
the encoder or decoder as needed. Begin by providing a name and selecting
the data format, then upload the script file and click the '"ADD" button (How to

create a script file)

() Add Another Product

e If the product type is added successfully, a confirmation message will appear
indicating that the product type has been created and if you need to add
another product you can click the “Add Another Product Type” button and
follow the same process.
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n SenzMatica

(O EopEzmE Welcome to SenzMatica AloT Platform! Create opportunities for growth
g8 Dashboard Dy t started quickly, f these simple steps,
@ Devices
B Frodutnps System Preparation
oK
B KitModel Step 01 Completed
A Remote Manager
Define Product Types
@ OTAmanager
8egin by defining a product to organize your y
Device Connectivity

Add Another Product

Transcoding

Connect with the User Application

Connect your devices to the application for seamless integration and monitoring

Step 05 Pending.

ML Core [Optional]

SUPER ADMIN

step 02 Pending.

Connect Test Devices

Specify unique device types and their configurations for streamiine management

Pending.

User Management System [Optional]

Set privileges for user roles to manage user access through privileges

Step 2 - Connect Test Devices

e After defining the product type, step 2 will be enabled. You can then click the

‘Get Started’ button to navigate to that page.
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SUPER ADMIN

Welcome to SenzMatica AloT Platform! Create opportunities for growth

System Preparation

step 01

Define Product Types

Step 03

Connect with the User Application

Connect your devices to the application for seamless

Step 05

ML Core [Optional]

Begin by defining a product to organize your devices

Completed step 02

Connect Test Devices

effectively Specify unique device types and their for streamiine

=
2!

User Management System [Optional]

integration and monitoring Set privileges for user roles to manage user access through privileges

e

On this page, you need to fill in the device name, device ID, product type,

protocol, and interval fields to proceed.

n DEVIC

E MANAGEMENT

‘SUPER ADMIN

Step 02

Connect Test Devices

[ 02 ) [ 03 )

Device Name* :

Device ID (IMEI)*

Product Type* :

Protocol* :

Interval* :

Batch:

Enter ID (IME1)

Select Product Type v

Select Batch Number hd ]

CANCEL NEXT

There, you can add the n

type. If the product type i

add the corresponding ¢

ecessary details and select the predefined product
s associated with a specific protocol, you will need to

redentials as well. For example, if it is connected to

the HTTP/s protocol, you will need to provide the Client ID, Client Secret, and
Grant Type, as shown below.
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oooooooo

Interval (minutes)

Test Devices

Type

e For Grant type,Client Credentials option is automatically selected and then

click Add.

step 02

Connect Test Devices

Device Name*
Device 1D (IMEN*
Product Type*
Protocol*
Client D
Client secret
Interval (minutes)
Batch Select Batch Number

Grant Type

SUPER ADMIN

03
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e It will create an access key there. You can copy that to connect the device
properly to this platform.

oooooooo

AAAAAAAAA

inerval (minutes)

e If the device is connected to the MQTT protocol you need to add Client ID,
Username, Password, Subscribe ACL, and public ACL as shown below.

Step 02

oooooooo
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e After generating credentials for any of the protocols, if you need to edit the
credentials, you can click this Edit icon and edit those credentials.

n DEVICE MANAGEMENT SUPER ADMIN

@ setup SenzMatica Step 02
® Devices Connect Test Devices
B  Product Types

& Device Connectivity

o ) 02 03
(B Transcoding
Device Name
Device ID (IMEI)
DIGI_Plant v
Product Type*
o
Protocol mQrT 4
¢ ¢ Sk
7
Interval n
sateh o <)
-

e Afterfilling all the details click Next. There you can load the data.
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n DEVICE MANAGEMENT

Connect Test Devices

Device Name: | QA_Digi_plant_Test

Device ID(IMEI): | QA_Digi_plant_Test

Product Types: | DigiPlantTest
Humidity  Moiswre  Deep  Battery
Light o n signal

. Ter olus  Temperalure  Strength
Date Time bata
2024-05-17 09:51:00 -46.85
2024-05-17 085300 4685
2024-05-17 08:55:00 4685
2024-05-17 09:57:00 -46.85
2024-05-17 08:58:00 4685

o]

SUPER ADMIN

e To view the direct API, Click next. It will navigate to the following page.

There click GO to Swagger, then it will navigate to the exact APl in

Swagger.

n DEVICE MANAGEMENT
Step 02

Connect Test Devices

(03 )

Go to Swagger >

SUPER ADMIN
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e Click Done on the above page, it will navigate to the main overview and
it will show as follows with the “completed” status. As well if any user
needs to “Add Another Device” button and follow the same process.

n SenzMatica SUPER ADMIN

Welcome to SenzMatica AloT Platform! Create opportunities for growth

tem Preparation
Product Types System Preparatio

stop 1 Completed Stop 02 Completed
Define Product Types Connect Test Devices
Beginby gap to organize your Specify unique device types and their for streamiine

—
Step 03 Pending. Step 04 Pending.

Connect with the User Application User Management System [Optional]

Connect your devices to the application for seamless integration and monitoring Set privileges for user roles to manage user access through privileges.

Step 05

ML Core [Optional]

Step 3 - Connect with the user application

e This step will be enabled after you completed the second steps.To connect
with the user application ,click Get started in step 3.
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n SenzMatica

@& SetupsenamMatica

8 Dashboard

@ Devices

8 ottt System Preparation
roduct Type

ook

@  KitModel Step 01

A  Remote Manager
Define Product Types
@ OTAManager

Begin by defining a product to organize your devices effectively
' Device Connectiviy

0 Transcoding

step 03

Connect with the User Application

Welcome to SenzMatica AloT Platform! Create opportunities for growth

Connect your devices to the application for seamless L

Completed

Add Another Product

SUPER ADMIN

step 02 Completed

Connect Test Devices

Stop 04 Peny

User Management System [Optional]

Set privileges for user roles to manage user access through privileges

Step 05

ML Core [Optional]

e Then you can see the following page.

n SenzMatica

enzMatica

hboard

@ Devices

B Product Types

[
B  KitModel
A Remote Manager

@ OTAManager

&

Device Connectivity Direct API

Transcoding

SUPER ADMIN

Step 03

Connect with the User Application

Kit Model Based AP

BACK

There are two methods you can use with your user application.

1. Through direct API
2. Through Kit model based API

Method 1- Through direct API
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e You can add the APl and then click Go to Swagger it will redirect to swagger

account.

n SenzMatica

@& setupsenzmatica

step 03

Connect with the User Application [Direct API]

» @& m 9 B

SUPER ADMIN

Method 2 - Through Kit model based API

1. What is Kit model based theory? E Kit and kit model

e If you go with Kit model based API option,first you need to define the kit

model.For that you can create a new model or select an existing kit model.

n SenzMati
Step 03
@ se M
Connect with the User Application [Kit Model Based API]
Map Device To Applications
(o) 02
fo
Create New Kit Model Select Existing Kit Model

BACK

SUPER ADMIN
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https://docs.google.com/document/d/1CEE65eOMkRqFmmevOn5yK3RVhUdaboVQ02Bk0BaB_-M/edit?usp=sharing

e When you choose the option of Select existing kit model ,you can see all the
available kit models in the dropdown as follows.

n SenzMatica SUPER ADMIN

step 03

Connect with the User Application [Kit Model Based API]

Create New Kit Model ® Select Existing Kit Model

v

o

e If you wish to choose the Create new kit model option, you will see the form as
follows. After filling the required fields and necessary fields you can click
Create button.

‘Gonnect with the User Application [Kit Model Based AP
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e If the kit model is created successfully ,you will see the success message as
follows.

ststststst

Kt Mode! Crested Successfuly

e Then you will redirect to second sub section, Mapped Device. There you will
see the following screen and you need to fill the required and necessary
fields.Here you can select the devices which you need to connect with the kit
model.
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‘Gonnect with the User Application [Kit Model Based AP

it Model

‘‘‘‘‘‘‘‘

eeeeeeeeeee

=
roparyapping [ !

st wappin
° 1 ity <~

[ Add Amother kit

=] .

e If you need to view the details of selected kit model,you need to click View kit
model option ,then you can see the details as follows.

‘Connect with the User Appiication (Kt Model Based API]

5
N
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Step 4 - User Management System (Optional)

This step will be enabled after you complete all the three steps.This step is an
optional one.If you wish to add users for specific user roles with privileges you need
to follow this step.

e Click Get started button in the following screen.
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SUPER ADMIN

Welcome to SenzMatica AloT Platform! Create opportunities for growth

System Preparation

Stop 01 Completed stop 02 Completec
Define Product Types Connect Test Devices
Begin by defining a product to organize your devices effectively Specify unique device types and their configurations for streamiine management

p

step 03 Completed step 04
Connect with the User Application User Management System [Optional]
Connect your devices to the application for seamless integration and monitoring Set privileges for user roles to manage user access through privileges

Add Another Application et started
step 05 ] K)

ML Core [Optional]

e Then you can see the following two options.Before adding a user ,you need to
define the user role first. For that select the Add User Role option below. If you
already created the user role then you can add users for that specific user
role. To add a user ,select the Add User option.

ﬂ SenzMatica SUPER ADMIN

Step 04

User Management System [Optional]

O O
= C

Add User Role Add User

BACK

To define a user role,
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e Select the Add User Role option, you will see the following page. To define a
user role you need to add a ID,role name,description and you need to select
one or many privileges as you wish.(Description is not a required field)

n SenzMatica SUPER ADMIN

Step 04

User Management System [Optional]

Add User Role

Enter ID Enter Role Name Enter Description

Privileges A

[ Add Another Role

et | I

e Click the dropdown icon of Privileges ,there you can see all the existing high
privileges and sub privileges .If you need to edit or delete high or sub privileges

,.click those necessary icons as shown below.

u SenzMatica SUPER ADMIN

Step 04

User Management System [Optional]

Add User Role
Enter Role Name Enter Description
Add SubPrivilege

] Privilages Actions Edit

O Settings \ 40 + v

O cash Flow O kero Delete //v

O scouting View sub privilges” g 4+ o

O sw O read B+ v

o g +
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e After clicking the drop down icon to view the sub privileges,it will show as
follows and if you need to edit,delete of add sub privileges ,click the necessary

icons.
n SenzMatica SUPER ADMIN
Privileges M
a
[ Priviiages Actions
[ Ssettings BT + ~
o Srmm Add sub privilges i @
O  Crop-Agronomy [ ReAD O eorr [ DELeTE Edit ——> B @ +
(m] Crop-Agronomy-Cms [J ReAD B +
Delet
(m] Eeee O delete B +
O  Crop-Agronomy O READ O eoir O DELETE B@ +
O  Crop-Agronomy-Cms O RreAD Bo +
(m] Eeee [ delete o +
(m] Corporate [ ReAD ga + v

e When selecting privileges you can select an existing privileges or if you wish to
create a new privilege, click Add High Priviledge and then you will see the
following popup. Add relevant details and click the Add button.Then it will be
displayed under high privileges list.Finally you can select the necessary
privilege and add user roles accordingly.

Add High Privilege

Enter Privilege Name

Enter Description

Select Actions
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e If you need to define sub privileges, click the Plus button as shown below.

n SenzMatica SUPER ADMIN
Privileges "
a
[ priviages Actions
O settings
0 cash Flow 0 RreAD
O Scouting ga + v
O smart Farm O ReaD G + v
O Bird view Bo +
0 ceo 0 RreAD Za + v
0 sss 8O +
0O kv B0 + v
O Testselect 0 add O pelete O update B + v
0 Testreg 0 RreAD O Apo O oeteTe Ba + v

e Then you will see the following screen.Then fill the relevant details and click
Add button.It will be added under high privildge.

Add Child Privilege

Enter Privilege Name

Enter Description

Select Actions
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e After filling and choosing all the relevant details to create a user role,you can
click the Add button at the bottom of the page.

To add a user for a specific user role,

e Click Add user option in below screen.

n SenzMatica SUPER ADMIN
Step 04

User Management System [Optional]

Add User Role Adid User

BACK

e You will redirect to the following page,there fill the relevant details and click
Create User button.
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n SenzMatica

Step 04

User Management System [Optional]

Add Users
Name* Enter Your Name
Email*
Mobile* Enter Your Mobile Number
Role” Hirunarest (17
User References* Select References

Advance Option

Username*

Password*

Confirm Password*

[ Add Another User

CANCEL

SUPER ADMIN

|

e If the user creation process is successful, a success message will be displayed

as shown below. The newly created user can then log into the system using

the provided credentials. Upon logging in, they will have access to specific

features based on their defined privileges.

n SenzMatica

Step 04

User Management System [Optional]

Add Users

Name* Enter Your Name
Email*

Mobile* Enter Your Mobile Number
Role* hinyi khii (25)

User References* Select Re nces

Advance Option

() Add Another User

CANCEL

SUPER ADMIN

‘ CREATE USER

Success
User added successfully. Please go to the Dashboard to activate the user
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Accessing the Devices List

Go to the Devices section in the left-side menu bar. There you will see all the

details as follows. The latest onboarded devices will be in the last page with

different actions such as view, edit, clone and delete options.

H2: 45

SUPER ADMIN
s V:J,\(l\t)e*.me> 0 f\}\"\/e ()‘v(:Bm\evy o Ht!reryueod A 57,::'5:1'!(1\\\11e = (Tsvev(1g]e\>>\|e o
,
View Troubleshoot
o Device Name Data validity Roforence Lastseen® m\ my/ Activation/Deactivatio|
PR
/A , \
Maintenance Dys0 @@ Delete
Edit
¥ . /0 @ Clone
/0 @
4 ®
/0 @
NEs0 @
/0 @
# ®

130 Next »

©

specific device

By clicking the view icon, you will see all the current and historical data of the

n SenzMatica

@& Setup Senzmatica
8 Dashboard

Devices

Date Time.

OTA Man
2024-12-16 17:56:00

2024-12-16 17:46:00
2024-12-16 17:36:00
2024-12-16 17:26:00
2024-12-18 171600
2024-12-16 17:06:00
2024-12-16 16:56:00
2024-12-16 16:46:00
2024-12-18 16:36:00

2024-12-16 16:26:00

W2z

® O Today Last week Last Month
B product Types

[

& Remote Manager

pata

261

2597

2608

2608

2608

2606

2634

2626

2635

2656

1 Next »

SUPER ADMIN

@ kdit Device

Custom Range

Signal Strength Power Status

shown below.

By clicking the Edit icon all the details can be edited related to the device as
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Edit Device

—
e
e

e By clicking the clone option you can create another same device for that
specific device only changing its ID and by clicking the delete icon you can
delete that specific device.
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Accessing the product types list

e To view the product types,first go to Product Types section which is in the

left-side menu bar.

n SenzMatica

Welcome to SenzMatica AloT Platform! Create opportunities for growth

®
System Preparation
B Product Types y: parati

N
kit &
. D
step 01

A RemoteManager

B KitModel Completed

Define Product Types
@ OTAManager
Beginby gap to organize your y
Device Connectivity
0 Transcoding Add Another Product
stop 03 Completed

Connect with the User Application

Connect your devices to the application for seamless integration and monitoring
Add Another Application

Step 05

ML Core [Optional]

=

SUPER ADMIN

step 02 Completed

Connect Test Devices

B
==

Step 04 Completed

User Management System [Optional]

Set privileges for user roles to manage user access through privileges

o=

e There click the Configuration button.

ﬂ DEVICE MANAGEMENT

SUPER ADMIN

Product Types

Setup SenzMatica

&
®
B8
&

PRODUCT NAME ~ DEVICE/NODE CATEGORY ¥

. Configurati !

1-0 of false

AVAILABLE VERSIONS ¥ ACTIONS

e Then it will show the list of all the product types as shown below.

(EHSENZMATE




n DEVICE MANAGEMENT

@& Setup senzMatica
@ Devices

©  Product Types

& Device Connectivity

[0 Transcoding

PRODUCT NAME

Product Types

PROTOCOL

mMart

MarT

mart

MaTT

marT

SUPER ADMIN

Version Management

Rowsperpoge: 6  1-6of58 >

Edit AcTIONS

/ Delete
A |
el
View
A |
el
el |

el |

e There also you can view,edit, and delete product types by clicking View, Edit,

and Delete icons under actions.

View Product Type

| |

Product Name

Sensors

Actuators

Connectivity

Protocol

Persistence :

Transcoding

1]ac Apparent Power ©@

Vpuzer ©

[ WIFI

=

(=

[ Transcoding not enabled
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n DEVICE MANAGEMENT

@& Ssetup senzvatica
89 Dashboard
@ Devices

B Product Types

PRODUCT NAME

Product Types

Edit Product Type

Product Name

Sensors

Actuators

Connectivity

Protocol

Persistence

Transcoding

I
]

= )
= J
® True Q False

UPDATE

SUPER ADMIN '

Version Management

Rowsperpage: 6+  1-60f66 >

ACTIONS

R
-

[
]

SENZMATE




Accessing the codec files list

e To access the codec list, Choose Transcoding option in the left side menu.

n SenzMatica SUPER ADMIN

() EpEm=ei Welcome to SenzMatica AloT Platform! Create opportunities for growth

@ Devices
B Fredutnyps System Preparation
o Kt
@ KitModel step 01 Completed stop 02 Completed
A Remote Manager
Define Product Types Connect Test Devices

@ OTAManager
p Beginby gapr to organize your y Specify unique device types and their configurations for streamiine management

Device Connectivity

stop 03 Completed step04 Completed
Connect with the User Application User Management System [Optional]
Connect your devices to the application for seamless integration and monitoring Set privileges for user roles to manage user access through privileges

s

Step 05

ML Core [Optional]

e There you can see all the codec files, its status and actions such as view, edit
and delete as shown below.

n SenzMatica SUPER ADMIN

Transcoding
@& Setupsenamatica

Y connect devices | [
shboord

® Devices 11001181 >
B Product Types View
Encoder/Decoder Actions
B
B KitModel
A Remote Manag Delete
®

Edit
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To connect devices with codec files, click Connect Devices button.

n SenzMatica SUPER ADMIN

Transcoding

Setup SenaMatica

Create Codec
8 Dashboard

Y
Devices ’b 1100f 181 >

Product Types

1Kt

|
Kit Model

OTA Manager ezl

®

8

[}

[}

A Remote Manager e%E
®

& Device Connectiviy

1]

Transcoding

Connect Devices with Codec

Select the Codec Method

Select the Codec

Choose Devices

Choose Devices

There are no selected devices

CANCEL CONNECT
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Accessing the devices with their specific connected

protocol

e To view all the devices with their connected protocols, go to Device

connectivity option in the left side menu.

System Preparation

Welcome to SenzMatica AloT Platform! Create opportunities for growth

Completed

stop 01
Define Product Types
Beginby gapr to organize your
Step 03

Connect with the User Application

Connect your devices to the application for seamless

‘Add Another Product

Completed

integration and monitoring

step 02

Connect Test Devices

Specify unique device types and their configurations for streamiine management

stop 04

User Management System [Optional]

Set privileges for user roles to manage user access thy

rough privileges

Completed

SUPER ADMIN

v e

Step 05

ML Core [Optional]

e It will show all the devices with their connected protocol and the number of
devices connected to each protocol. Under actions you can view ,edit, delete
,enable/disable and protect the connection details.

n SenzMatica SUPER ADMIN
Device

& SelupSenzMatica Connectivity

8 Dashboard

@ Devices HTTP/S Devices MQTT Devices

B Product Types 74 . 22 ec

oo

a i Generate New Credential

B KitModel
) Client 1D Connected Protocol Devices Count stotus Actions

& Remote Manager

© omanager 1 severm att wart 1 %0 a® &

# o t 2 Test_client varr [ a

0 Transcoding 3 SAG_DPV3_QAl vart 1 Enable ® a
4 POL_DPV3_QA2 mQTT 1 Enable © &
5 SAG_DPV3_QA3 mQTT 1 Enable © &
5 QA3_240108 vart 1 Enable PUN P &
7 1234567800123 varr l Enable PUN @@ &
8 demomat wart 1 GET0S XA} -
B test_12 marT 1 Enable ofcAnl X
o wedther-station vt 1 Enable ST a@ &

H:: 45 30 Next »
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