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Onboarding devices to the SenzMatica platform
To onboard a device, follow these steps:

● Login to our SenzMatica platform where the Setup Senzmatica module will be
prominently displayed upon login as follows.

Step 1 - Define product type

● Before onboarding a device, you must first define the product type. To
do this, click the 'Get Started' button to specify the type of device.



● Next, you will see a page where you need to fill in the required details.
The fields for product name, sensors, connectivity, protocol, and
persistence are mandatory and must be completed.

● OTA upgradable and Remotely Configurable are optional. If your product is
OTA upgradable or remotely configurable, and if you wish to do OTA upgrades
or configurations remotely via this system you will need to enable the relevant
toggle buttons.



● When the OTA upgradable toggle button is enabled, you need to add the data
format.

● When the Remotely configurable toggle button is enabled, you need to fill the
following fields to add parameters.

● Then click the Add button there and fill in the necessary details(Name,ID,Input
type,Data format, Default value and Join parameter) relevant to those
configurable parameters under each section(Network and Communication,
Topic format, and Interval and Message format).



● Transcoding (encoding/decoding) is optional in this system. Data decoding
converts encoded data back into a readable original format that can be
understood by the device or our SenzMatica system. Data encoding converts
data collected from the device into a structured format that can be easily
transmitted to our SenzMatica Platform. To link a product with a codec, first
enable the toggle button. You have two options: select an existing codec file
via the 'Select CodecMethod' tab or create a new codec file using the 'Create
Codec' tab



● When selecting the 'Create Codec' option, you can upload script files for either
the encoder or decoder as needed. Begin by providing a name and selecting
the data format, then upload the script file and click the 'ADD' button (How to
create a script file)

● If the product type is added successfully, a confirmation message will appear
indicating that the product type has been created and if you need to add
another product you can click the “Add Another Product Type” button and
follow the same process.



Step 2 - Connect Test Devices

● After defining the product type, step 2 will be enabled. You can then click the
'Get Started' button to navigate to that page.



● On this page, you need to fill in the device name, device ID, product type,
protocol, and interval fields to proceed.

● There, you can add the necessary details and select the predefined product
type. If the product type is associated with a specific protocol, you will need to
add the corresponding credentials as well. For example, if it is connected to
the HTTP/s protocol, you will need to provide the Client ID, Client Secret, and
Grant Type, as shown below.



● For Grant type,Client Credentials option is automatically selected and then
click Add.



● It will create an access key there. You can copy that to connect the device
properly to this platform.

● If the device is connected to the MQTT protocol you need to add Client ID,
Username, Password, Subscribe ACL, and public ACL as shown below.



● After generating credentials for any of the protocols, if you need to edit the
credentials, you can click this Edit icon and edit those credentials.

● After filling all the details click Next. There you can load the data.



● To view the direct API, Click next. It will navigate to the following page.
There click GO to Swagger, then it will navigate to the exact API in
Swagger.



● Click Done on the above page, it will navigate to the main overview and
it will show as follows with the “completed” status. As well if any user
needs to “Add Another Device” button and follow the same process.

Step 3 - Connect with the user application

● This step will be enabled after you completed the second steps.To connect
with the user application ,click Get started in step 3.



● Then you can see the following page.

There are two methods you can use with your user application.
1. Through direct API
2. Through Kit model based API

Method 1 - Through direct API



● You can add the API and then click Go to Swagger ,it will redirect to swagger
account.

Method 2 - Through Kitmodel based API

1. What is Kit model based theory? Kit and kit model

● If you go with Kit model based API option,first you need to define the kit
model.For that you can create a new model or select an existing kit model.

https://docs.google.com/document/d/1CEE65eOMkRqFmmevOn5yK3RVhUdaboVQ02Bk0BaB_-M/edit?usp=sharing


● When you choose the option of Select existing kitmodel ,you can see all the
available kit models in the dropdown as follows.

● If you wish to choose the Create new kitmodel option, you will see the form as
follows. After filling the required fields and necessary fields you can click
Create button.



● If the kit model is created successfully ,you will see the success message as
follows.

● Then you will redirect to second sub section,Mapped Device. There you will
see the following screen and you need to fill the required and necessary
fields.Here you can select the devices which you need to connect with the kit
model.



● If you need to view the details of selected kit model,you need to click View kit
model option ,then you can see the details as follows.



Step 4 - User Management System (Optional)

This step will be enabled after you complete all the three steps.This step is an
optional one.If you wish to add users for specific user roles with privileges you need
to follow this step.

● Click Get started button in the following screen.



● Then you can see the following two options.Before adding a user ,you need to
define the user role first. For that select the Add User Role option below. If you
already created the user role then you can add users for that specific user
role. To add a user ,select the Add User option.

To define a user role,



● Select the Add User Role option, you will see the following page. To define a
user role you need to add a ID,role name,description and you need to select
one or many privileges as you wish.(Description is not a required field)

● Click the dropdown icon of Privileges ,there you can see all the existing high
privileges and sub privileges .If you need to edit or delete high or sub privileges
,click those necessary icons as shown below.



● After clicking the drop down icon to view the sub privileges,it will show as
follows and if you need to edit,delete of add sub privileges ,click the necessary
icons.

● When selecting privileges you can select an existing privileges or if you wish to
create a new privilege , click AddHigh Priviledge and then you will see the
following popup. Add relevant details and click theAdd button.Then it will be
displayed under high privileges list.Finally you can select the necessary
privilege and add user roles accordingly.



● If you need to define sub privileges , click the Plus button as shown below.

● Then you will see the following screen.Then fill the relevant details and click
Add button.It will be added under high privildge.



● After filling and choosing all the relevant details to create a user role,you can
click the Add button at the bottom of the page.

To add a user for a specific user role,

● Click Add user option in below screen.

● You will redirect to the following page,there fill the relevant details and click
Create User button.



● If the user creation process is successful, a success message will be displayed
as shown below. The newly created user can then log into the system using
the provided credentials. Upon logging in, they will have access to specific
features based on their defined privileges.



Accessing the Devices List
● Go to the Devices section in the left-side menu bar. There you will see all the

details as follows. The latest onboarded devices will be in the last page with
different actions such as view, edit, clone and delete options.

● By clicking the view icon, you will see all the current and historical data of the
specific device

● By clicking the Edit icon all the details can be edited related to the device as
shown below.



● By clicking the clone option you can create another same device for that
specific device only changing its ID and by clicking the delete icon you can
delete that specific device.



Accessing the product types list
● To view the product types,first go to Product Types section which is in the

left-side menu bar.

● There click the Configuration button.

● Then it will show the list of all the product types as shown below.



● There also you can view,edit, and delete product types by clicking View, Edit,
and Delete icons under actions.





Accessing the codec files list
● To access the codec list , Choose Transcoding option in the left side menu.

● There you can see all the codec files, its status and actions such as view , edit
and delete as shown below.



To connect devices with codec files, click Connect Devices button.



Accessing the devices with their specific connected
protocol

● To view all the devices with their connected protocols , go to Device
connectivity option in the left side menu.

● It will show all the devices with their connected protocol and the number of
devices connected to each protocol. Under actions you can view ,edit, delete
,enable/disable and protect the connection details.




