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MICROSOFT

AZURE INFORMATION
P R OTECTI 0 N sepago accompanies the technical &

organizational Introduction of Azure Information
[S) E PVVAEGR OE D B Y Protection in a procedurally structured manner
based on experience in Compliance Change

Management & Awareness. Based on blueprints
and templates we achieve the highest level of data
security & compliance for your organization.
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THE COMPANY

* Germany-based automotive manufacturing company
(MDAX-based)

* 25.000 employees generated about 2,5 billion € in 2020
Current Challenge:

Customer has just introduced Microsoft 365, but Compliance
& Data Regulation-Demands need an holistic technical and
organizational Compliance concept.

The CISO wants to implement Azure Information Protection,
but does not know, how and where to start.
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WHAT WE DELIVERED

Microsoft Information Protection (AIP) = POC & ROII=0UL ......ccuueeeiiiccnsmmmemsnesissessssssnssssssssnns 34
6.1 Task 1: Preparation POC & KiCK=0fT .. s sessssssss st sssssss s sessessssss s sessssss s s ssssnns 35
6.2 Task 2: POC EVAlUATION S EESTINE . ...t st b s bbbt bbb s 35
6.3 Task 3: Tech Quality LOOP & VAlIATION ..vuieeiver it srses et ssssss s st s sss s ss s e s snnssans 36
6.4  Task4: Pilot evaluation & fiNaliIZAtion ... i s s s 36
6.5  Task 5: Technical ROI-0UL TASKS AlP..... it s sesssb bbb e s i 37
6.6  Task 6: Measurement & FEEADACK. ..ottt st ser ettt st s e b e s 38
6.7  Task 7: Multiplicator COMMUNITY G USE CASES.....uiiveriris s ssesasiessssnssese s s ssssssssessssnsses s sssssssssssessssnssess s ssssasssas 39
6.8 Task8: Communication plan & Material ... s s essssss s s ssssssns 40
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‘ Identify different labels, roles, scenarios & stakeholder

‘ Technical POC

Organizational evaluation Proof-of-concept

MODULES:
AIP POC & ROLL-0OUT

Tailor-made roll-out management: Communication plan
& material

‘ Technical Pilot & Roll-out

‘ Activation of employees: Training plan & material

Measure the feedback and take appropriate actions: UX
Measurement plan
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TRANSFORMATION MAP AIP

Operational model
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Desired Change
Outcome

Carry-out
Feedback-Survey

Conduct communication & training plan

Implement in
E-learning

Design/Cl
material

Create templates for
communication

Create training plan
end-user

Organization (Processes & Stakeholder)

Organization (Training & Communication)
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POC WITH THE ROLLOUT IN MIND
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STAKEHOLDER: ROLES OF CHANGE (VAHS, 2003)
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AZURE INFORMATION PROTECTION LABELS

.
A typical label set consists of the B}
following labels: Sensitivity
user@contoso.com

Best practise: Personal
*  Maximum 5 labels + 5 sublabes Public

A General
+ Intuitive nee

) Confidential > All Employees
* Consistence
Highly Confidential > Anyone (not protected)
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COMPLIANCE OPERATIONS: PROCESS STRUCTURE

Purpose:

h |

Layer |
LHigh Level”

)).

High level process &
workstream overview

Layer |

A |

Layer I

LAction Items”

EH

Action Item Lists for each
workstream with RACI

Layer Il

A |

Layer lll
.Step-by-Step”

Q

Layer Il

step-by-step
documentation

Informs about:

Process phases, process
starts & frequencies,
dependencies, main
responsible stakeholder

Who needs to do which
Action Items in which order
to fulfill the workstreams

All needed details how to
fulfill the Action Items

Assembeled in:

Visio(s)
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EXAMPLE LAYER | - HIGH LEVEL MIP HEALTH CHECK

Security Operation Center (SOC) Quarterly Microsoft Information Protection (MIP) Health check

Analyze Adjustments & Recommendation Closing

Security & Compliance Team Member

Compliance
Manager
) 4
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* Compared to before the engagement, we were able
to reduce the amount of employees clicking on

0 U TC 0 M E FO R TH E malicious files and mails by 45%
G U STO M E R » Employees liked the approachable and personal

training experience and the gamification aspect

» Security operations resources can be allocated to
different cyber defence areas — less noise in
Microsoft Defender 365
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THANK YOU FOR YOUR
ATTENTION!

Let us hear from you!
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https://twitter.com/sepago?lang=de
https://www.xing.com/companies/sepagogmbh
https://www.linkedin.com/company/sepago-gmbh/
https://www.youtube.com/channel/UCjvvYvw54Ectw_AGF9BPIWw

