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SYSTEM INTEGRATOR, SINCE
SUCCESSFUL ON THE MARKET
@ ISV AND CLOUD MANAGED TUREE LGOS
SERVICE PROVIDER COLOGNE HAMBURG MUNICH

IE, MICROSOFT CLOUD TECHNOLOGIES, MODERN WORKPLACE, HUNDREDS OF
MOBILITY, APP VIRTUALISIERUNG & V/DI, CITRIX WORKSPACE SATISEIED
APP, VIRTUAL MANAGED SERVICES, IT CHANGE MANAGEMENT CUSTOMERS
& IT-SECURITY

EXCELLENT ORGANIZATIONAL CULTURE

Q 85 ENTHUSIASTIC EMPLOYEES
COMMUNITY AWARDS

MILLIONS OF GOOD
IDEAS
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MICROSOFT
ATTACK
SIMULATION
TRAINING

sepago

sepago accompanies the pre-operation

phase continuously and in a procedurally
structured manner based on blueprints and
templates to set-up the Microsoft Attack
Simulation Training for efficient and effective
cyber security phishing campaigns.
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THE COMPANY

« small, Germany-based automotive manufacturing
company (MIDAX-based)

* 25.000 employees generated about 2,5 billion € in
2020

Current Challenge:

Customer has just introduced new Microsoft 365
Defender suite. But their employees are not yet mature
enough to recognize malicious emails and files, attacks
are prevented by the Defender solutions.

The CISO wants to implement an Attack Simulation
Training, but does not know, how and where to start.

sepago
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WHAT WE DELIVERED

Using the Microsoft Attack Simulation Training
included in Microsoft Defender for Office, we have
guided the customer through the trainings:

l. Structured campaigns with a security phishing awareness
process.

Il. The right training materials in the right context for the right
people.

lll. Theinterpretation of the campaign results and appropriate
next steps.
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Kick-off-Phase

° Tool demo
° Process assessment
° End-user Reward model

Monitoring & metrics set-up
° Measurement plan/ Scorecard

° Dashboard implementation
° API connection to Microsoft PowerBI
EN GAG EM EN'I' Process & Implementation guidance
° Development & documentation operational model/ process

° Development & documentation technical Implementation plan
° Development Phishing Awareness Communication plan & material
° Roll-out Microsoft Attack Simulation & Training

Continuous support in Microsoft Attack Simulation & Training

° Initial campaign set-up

° Continuous campaign set-up

° Monitoring of results

° Recommendations of improvements & next steps
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MICROSOFT ATTACK SIMULATION TRAINING

Attack simulation training

Payioods

S

€OVID 19 payroll adjustment

Add Training

0 training(s) selected!

Recommended

Training name

Introduction To Infor.
Business Email Comp...

Email

Identify all the four methods you can use to

ONN BN BN J

Reconnaissance

identify which of Global's employees to target.

. Identify employees on social media networks

Select a recipient at random

Collect press releases
Consult conference attendee lists
Visit Global's website

Send an email to all Global employees

How would you do that?

Theft

ware

All trainings

Source

Gioval

Glozal

Global

Gioval

Glozal

Global

Gioval

Duration (mins)

sepago
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Preview
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Doctor Lewis, you were just phished

It's okay! You're a human. Let’s learn from this.

Ratner than stesling your credentials ke 3 cyber
ducational page instead and sssigned

Spellng or prammar esors, moomect
phurals a0 50 08

3

on hoid}

minal, your IT team has redirected you
e training material,
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GUIDANCE BY SEPAGO
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Implementation_Communicationplan.xlsx content 1023 Checkscucaton g
Y . . 1024 Test &
@3- Implementation_Transformationmap.pptx
- 1 Inm . 5 1025 Set-up CAMpaign N Attack Simulator 7
-
=] 1 H 1026 Informr Sa ta ke holdi L
@ ManagementSummary_ MicrosoftAttackSimulator.docx 2 1 map & Gantt-diagram s nform necessary steiefolde
10.2.7 Campaign runs for 7 days. w2
B . 3 Implementation: Removal guide for Cofense button. 8 )
B3: Process Campaignplan.xlsx 103 Campaign review monthly (Trigges: end of campaign/mantr, ua
— - EN Remouing the Agd-In for All Users inside Office 38 9
10.3.1 Share PowerBI report on SharePaint &3
Process_End-user survey.xlsx 37 Remouing e e for Al sers nside Bxchenge 701¢ ° 1032 Mestingtarevew the st camasln I "
. & Implementation: Implementation guide for report-add in..... 104  Extra processes: Awareness & senice gges: calendar y
Process_Improvementlist.xlsx 41 melementing te Resart Messege adé-in oy Mirosst " 1041 Pracess: Continuous reporting, feviw & improvement roces:
[ . a8 User submission palkcy 13 11 Microsoft Attack e
19 Process_Layer1_HighLevel.vsdx «
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7 C i material 19 113 Step-by-Step: Creating/Schedulbng a Simulation i
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73 Emall notification end-use 3 13 Process: € i & material 61
74 Amnauncement test Eyber Defence Teami Cperatanal teams . 1 1en ) o
75  Reminder Annauncement test Operational teams & functan guide 27 132 Info Mail Stakeholde 62
B Process 28 133 Landing page educatianal 3
9 Process: Visio high-level 29 134 FAQPhish &4
10 Process: Action Items & step-by-step 30 135 Header/Bocy L 87
1001 Preparation yearly {Trigger: calendar year) o 15 Reward for model 68
10,11 Editorial calend: o 16 End-user survey for analysis. 70
10.1.2 Campzign plan (ocument) 3 17 Process: 2
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» Compared to before the engagement, we were able
to reduce the amount of employees clicking on

OUTCOME I:uR THE malicious files and mails by 45%
cu STO M ER « Employees liked the approachable and personal

training experience and the gamification aspect

 Security operations resources can be allocated to
different cyber defence areas — less noise in
Microsoft Defender 365
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THANK YOU FOR YOUR
ATTENTION!

Let us hear from you!

0000
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https://twitter.com/sepago?lang=de
https://www.xing.com/companies/sepagogmbh
https://www.linkedin.com/company/sepago-gmbh/
https://www.youtube.com/channel/UCjvvYvw54Ectw_AGF9BPIWw

