
Microsoft Attack Simulation Training 
powered by sepago can increase your 
employees’ resilience against
cyber-crime up to 45%! 

Microsoft Attack Simulation Training powered by sepago  
sepago accompanies the pre-operation phase continuously and in a procedurally
structured manner based on blueprints and templates to set-up the Microsoft Attack
Simulation Training for efficient and effective cyber security phishing campaigns.  
In recent projects, sepago worked with visionary IT department heads, who felt it was 
important to ensure that the introduction of the Microsoft 365 Defender suite was 
not in vain. They wanted their users to recognize the danger of email and file-based 
attacks from the outside and prevent an attack via professional phishing and malware 
campaigns.

With the help of three clear steps, their employees can be made secure:
1.	 Structured campaigns with a security phishing awareness process. 
2.	 The right training materials in the right context for the right people. 
3.	 The interpretation of the campaign results and appropriate next steps. 

sepago. making people love it.
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2.

It’s always Layer 8! – the main attack vector is the human in front of the device 
Collaboration in times of digital transformation requires modern and secure working 
tools like Microsoft Teams and Microsoft Outlook. For IT departments, this means a 
shift towards completely new requirements in building a holistic secure modern
workplace to enable business continuity. 
However, the best security systems can fail, if the people in front of the device are not 
aware of the risks they face in our modern times and do not act accordingly. 

Microsoft Attack Simulation Training 
Microsoft was aware of this challenge and integrated the Attack Simulation Training 
into Microsoft Defender for Office Plan 2. This enables companies to train all their
employees on how to be aware of modern attack methods. With the Microsoft Attack 
Simulation Training powered by sepago, we help organizations from implementation 
to interpretation. With our technical, process and change management know-how, we 
support you to prepare, carry out and interpret these Microsoft-supported simulations 
and trainings, to make your organization more secure. 

The following benefits can be reached: 
•	 Quick and effective simulation management 
•	 Approachable and personal training experience 
•	 Metrics that show the big picture 
•	 Seamless integration into M365 Ecosystem

PLEASE CONTACT US
ANJA KRUMKAMP
IT Security Sales

+49 221- 801 93 95 0
sales@sepago.de
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Kick-off-Phase
	 Tool demo
	 Process assessment
	 End-user Reward model

Monitoring & metrics set-up
	 Measurement plan/ Scorecard
	 Dashboard implementation
	 API connection to Microsoft PowerBI
	
Process & Implementation guidance
	 Development & documentation operational model/ process 
	 Development & documentation technical Implementation plan 
	 Development Phishing Awareness Communication plan & material 
	 Roll-out Microsoft Attack Simulation & Training 

Continuous support in Microsoft Attack
Simulation & Training
	 Initial campaign set-up 
	 Continuous campaign set-up 
	 Monitoring of results 
	 Recommendations of improvements & next steps 

Agenda
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