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Microsoft Security in a day

In 2020, the way we work has changed fundamentally. A lot of organiza-
tions moved to working from home at least partially. For IT departments,
this meant completely new requirements in building a secure modern
workplace to enable business continuity: the growing number of networ-
ked devices requires complex security mechanisms, while simultaneously
keeping to internal compliance guidelines and strict data protection obli-
gations. On the other hand, attackers have not been sleeping the last year
and are constantly developing new attack vectors.

The following agenda points include a travel through the parts of the
Microsoft 365 Defender family - Microsoft Defender for Endpoint, Micro-
soft Defender for Office 365, Microsoft Defender for Identity and MCAS.
As data protection is an important part of security, we also have a look at
Microsoft Information Protection.

Agenda

1. State of the Nation

. Security projects

. Defender for Endpoint

Defender for Office

Windows Defender Client Hardening

Microsoft Cloud App Security

Microsoft Identity Protection

Microsoft Information Protection
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Operational Model

We at sepago want to support organizations in solving the
described dilemma!

Starting not from pure technology, but from use cases, we create a target
picture for you based on best practices from the Microsoft universe and
completed customer projects. By focusing on the use cases, we ensure
that you know directly what you can use the various components for in the
future.

As a perfect first step into Security projects, we propose our ,sepagoBlue
Envisioning Workshop - Microsoft Security in a day”. Normally, we would
spend one day in a meeting room together to give you deeper insights,

but due to the actual pandemic situation, we will split it up. In two virtual
sessions of four hours, we first take a look at the current situation and the
.State of the Nation” and discover the need for new integrated security so-
lutions. Afterwards, we introduce our proven ,sepagoBlueprint” for security
projects, consisting of best practices from previous customer projects.

In the last few years, we experienced that especially Microsoft Security
projects do not close the moment all configurations are done. Creating the
right processes and being prepared for the worst case is an integral part of
those projects! We therefore put special emphasis on the operationalization
and creation of processes related to your new security solutions.

Our experts will help you to understand the technologies based on the
experience from several customer projects. You will have the opportunity
to ask questions and get a feeling for the issues that are most important
to your company. Together we will take the first steps on your journey
towards the Microsoft security solutions by mapping the security portfolio
with your current and future needs.

An Envisioning Workshop will help you to

understand the technologies, the challenges, I
the benefits, and the way ahead.
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