SEVEN

T ECHNOTLUOGY

Rethinking IT




SEVENSEAS

T ECHNOLUOGY




Today

200+ 100+ 24/7 $90m+

ICT Professionals Nﬁ‘gi"eers outsourced N HelpDesk N Revenue
250+ J J1000+ - POC J

50+

Employees Engineers on Field Customers Technology enablement




Our Solutions

Enterprise Systems

Servers, Storages, Converged Systems,
Laptops & PCs, Thin Clients
Workstations, Printers IPG, Convertibles
& detachable, All-in-ones , POS

Microsoft EA, Client & Server Migrations,
Virtualization, AD Consolidation,
Exchange, Lync, System Center, Portals &
Database Services.

Infrastructure
Structured Cabling, Physical Security,
UPS Solutions ,Audio Visual System
& Data Center ,

Unified Communication

VolIP PBX, Call Center, CTI, CRM, IVR, Auto
Dialler, Fax, Conferencing, Call
Billing & Call-recording

Data Networking & Information Security

Wired & Wireless solution, Infrastructure
Security , Data & App Security Identity
Security, Managed Security Services,
Cloud Security , Consulting Services

Cloud Solutions

Office 365, Exchange Online, SharePoint
Online, Lync Online, MS Team, MS-Azure,
EMS ,O0MS, Public/ Private/Hybrid Cloud,
Hosting, Collaborations & DR Services

Business Application

SQL Server, SharePoint, Microsoft ERP &
CRM, SAP, FM ERP, RPA & Business
Intelligence

Support Services

Warranty Services, Implementation
Services, IT Relocations, SLA based
Services, Consulting, Managed Services &
Outsourcing



Cloud Capabilities

Azure Security Services Security Services
Azure Security centre, defender for azure, Micros:oft Defender f°_" Office. 365,
Azure Sentinel, Forcepoint/Fortigate NGFW Endpoint  and  Identity,  Microsoft
deployment. Information Protection, Microsoft Cloud

App Security, Identity Governance.
o N
e
T
e Office 365 Solutions

Email Migration to Office 365, Adoption
strategies for Collaboration services,
Enablement of Office 365 Services

Assessment and Cloud migration
framework, Server migration to Azure,
Azure Virtual Desktop deployment, New
server hosting, BCP/DR deployment,
backup, New PaaS deployment

Network Solutions

Native Azure networking services,
third party networking services like

Cisco/Fortigate/Forcepoint deployment to azure
costs

Cloud Governance

Cost Control, Access provisioning,
Workload monitoring, cost analysis and
report generation, budgeting the cloud

Calling and Meeting Services Support Services

Dial in Conferencing, PBX integration with Monitoring of Resources, patching and life
Teams, live events and broadcasting, cycle maintenance of OS and SQL servers,
Manged voice services. Scheduled tasks for resources, SLA based

break fix of cloud resources




Why is Microsoft Defender for Endpoint different?

Ca

Agentless, cloud powered

No additional deployment
or infrastructure. No delays
or update compatibility
issues. Always up to date.

Unparalleled optics

Built on the industry’s
deepest insight into
threats and shared signals across
devices, identities,
and information.

Automated security

Take your security to a
new level by going from
alert to remediation in
minutes—at scale.



@ Microsoft Defender
for Endpoint

Threats are no match.
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THREAT & VULNERABILITY ATTACK SURFACE NEXT GENERATION ENDPOINT DETECTION AUTO INVESTIGATION MICROSOFT
MANAGEMENT REDUCTION PROTECTION & RESPONSE & REMEDIATION THREAT EXPERTS
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APIS AND INTEGRATION



Defend across attack chains

Defender for Defender for Endpoint Azure AD Microsoft Cloud
Office 365 |dentity Protection App Security 6
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https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
https://go.microsoft.com/fwlink/p/?linkid=2134538
https://docs.microsoft.com/azure/active-directory/active-directory-identityprotection
https://docs.microsoft.com/cloud-app-security/what-is-cloud-app-security
https://docs.microsoft.com/azure/security-center/azure-defender
https://docs.microsoft.com/microsoft-365/compliance/insider-risk-management
https://aka.ms/AzureSentinel

Zero Trust User Access

Conditional Access to Resources

Device risk <—% —> User risk

 User Threat/

> Risk Signals

A Microsoft Defender
for Identity

@ Microsoft Cloud
App Security

> Hello for Business

E Azure MFA

Microsoft Threat Intelligence
8+ Trillion signals per day of security

). Azure AD
Identity Protection
Leaked cred protection

Behavioral Analytics
(XX ]

<¢+> User/Session Risk

Policy is evaluated when
— Initial Access + Token Refresh

Q Change in security posture

E Organization

Increase Trust by
requesting MFA

L CCLTTTTTrTY,

Multi-Factor

Authentication

Conditional
Access

Azure Active
“ Directory (Azure AD)

Full access === |imited access

Risk Mitigation KR Remediation Path

R 4 Microsoft Applications

1] Office 365
P Dynamics 365

e 4 Cloud Infrastructure
A Azure Portal & Linux Login

_____________; Modern Applications

Monitor & ICF?&%’J!D SAMLS /A aws

Lower Access
Restricted session

I Azure Resource
Manager (ARM)

Restrict Access
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Microsoft Cloud App Security
Conditional Access App Control

context & Human Expertise /‘ IsCompliant —
> Azure AD B2B & B2C > Azure AD App Proxy == Legacy Apps (Secure VPN Replacement)
Partner MDM Microsoft Intune : & citnx = JBoss /B (LDAP} @B et
gt © #jernt [ ] ICH RN Pl an® gt #eee
Remediate Leaked Credential . amn . .
ﬂ (Requires MFA) . S.2 00e Microsoft Information
@ Microsoft Defender H — Protection (MIP)
i 3rd VPN
for Endpoint > Device Threat/ . gathy ’
=< isk Si H and Remote .
D@q g g g 1% Risk Signals } Azure AD Self : e Dovices B EE . p;., coe
ReL # Service & .
Password Reset g Microsoftintune Mobile A
Active /‘ IsManaged (SSPR) (MAM functionality) obile Apps
i ox ’
A@A Directory BR Approved Apps W & cee
Signal Decision Enforcement

|

to make an informed decision

=

based on organizational policy

4

of policy across resources


https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/information-protection/get-started/requirements-applications
https://blogs.technet.microsoft.com/enterprisemobility/2015/09/08/sealpath-brings-rms-protection-to-autocad/
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/azure/azure-resource-manager/management/overview
https://docs.microsoft.com/cloud-app-security/proxy-intro-aad
https://docs.microsoft.com/microsoft-365/compliance/information-protection
https://docs.microsoft.com/mem/intune/protect/app-based-conditional-access-intune
https://docs.microsoft.com/azure/active-directory/app-proxy/application-proxy
https://docs.microsoft.com/azure/active-directory/authentication/tutorial-enable-sspr
https://docs.microsoft.com/azure/active-directory/conditional-access/concept-continuous-access-evaluation
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/microsoft-defender-advanced-threat-protection
https://docs.microsoft.com/mem/intune/protect/device-compliance-partners
https://docs.microsoft.com/mem/intune/
https://docs.microsoft.com/azure/active-directory/active-directory-conditional-access-azure-portal
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-b2b-what-is-azure-ad-b2b
https://docs.microsoft.com/en-us/azure/active-directory/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/multi-factor-authentication
https://docs.microsoft.com/en-us/azure/active-directory/active-directory-identityprotection
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://docs.microsoft.com/windows/security/identity-protection/hello-for-business/
https://docs.microsoft.com/en-us/azure-advanced-threat-protection/
https://www.microsoft.com/en-us/cloud-platform/azure-information-protection
https://docs.microsoft.com/azure/active-directory/saas-apps/tutorial-list
https://docs.microsoft.com/azure/active-directory-b2c/
http://aka.ms/threatintelligence
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