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Al-Native Data Leak Prevention for Microsoft Teams

Nightfall for Microsoft Teams is the industry’s first Al-native data leak prevention solution that
prevents sensitive data such as PHI, PIl, secrets, and keys from leaking to Teams channels,
whether they're private, public, or shared. In addition to offering real-time detection and
remediation, our highly accurate ML-trained detectors can be fine-tuned over time to
enforce custom policies and minimize customers’ total cost of ownership.

How Nightfall for Microsoft Teams Works

@ Discover @ Classify * Protect

Register and onboard Scan for PCI, PII, PHI, Reach out to users and help
Microsoft 365 tenant and credentials & secrets using remediate flagged messages
enable support for MS Teams machine learning detectors out in channels. Cultivate strong
within minutes. of the box. security hygiene practices.

Key Features

« Support all Teams channel - private, public
and shared

« Exclude specific channels or channels in bulk
from scans

- Event driven, near real time scan of
messages and updates to existing messages

« Support messages as well as attachments to
the messages

«  Workflow to reduce noise from duplicate
violations

« Search & filter violations based on metadata
like team name, channel name, user name

- Review violations with an intuitive dashboard

- Alertin Slack or Jira when new violations are detected and push results to a SIEM, reporting tool, or
webhook

- Redact sensitive data*
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