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What we'll do during the workshop
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Focus on learning about Discover your identity Work together on high- Plan next steps on how
your priorities, initiatives security posture and level deployment plans we can work together.
and key influences on application identity for identity (with

your security strategy landscape. optional passwordless

related to identity. and endpoint

compliance) and make
design decisions.




Objectives
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Discover

Gain visibility into identity security posture and
application landscape related to identity (incl. 3
party identity provider)

Define deployment plans and next steps

Work out high-level deployment plans and next
steps for Azure AD Application management,
Identity Fundamentals, Self-Service Password
Reset, Multifactor Authentication, Conditional
Access and optionally Passwordless and Device
Compliance for Conditional Access

Define security strategy related to identity

Receive a documented security strategy related to
identity and migration of application identity for
your security teams and stakeholders



Securing ldentities Workshop phases and activities

Pre-engagement call Kick-Off Meeting — 1 hr Secure Score Overview and
-2 hrs Identity Security Posture

Application Discovery

Reporting and discussion

‘ * Engagement walk-through Assessment— 1,5 hr —-25hrs
* Introductions * Engagement tools
- Engagement walk- + Expectations * Present Secure Score. + Report discovered
through * What's next * Gather Identity Security applications and get ready

Posture for prioritization

* Expectations ; ; o . .
Application discussion

Business Value Presentation —

* What's next 1 hr Application Discovery )
presentation and setup — 2 hrs ®
. - * Present:
Securing Identities Workshop - Reduce costs and upgrade « Application Discovery
questionnaire with confidence from AD FS presentation
* Fillin and return the ORto Azure AD fooor;ilgure engagement

questionnaire

oth * Secure, seamless access to
ther pre-engagement all your apps with Azure
preparations Active Directory
®
Pre- Engagement Reporting

engagement Setup



Securing ldentities Workshop phases and activities

v
Azure AD Application Multifactor Authentication Customer Value Conversation
Management — 2 hrs (MFA) - 1 hr ~1hr
» Secure Hybrid Access * MFA options * Value of the Microsoft

* Single Sign-on
* Application Proxy
* My Apps
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Identity Fundamentals - 2 hrs ! Passwordless — 2 hrs MS identity experience
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Conditional Access — 2 hrs Identity platform

Demos — 2 hrs

» CA options
* Integration scenarios « Present and discuss Key results, recommendations
+ Cloud and Hybrid Identities passwordless options and next steps — 2 hrs
Self-Service Password Reset . . * Present design decisions
(SSPR) - 1 hr Endpoint Compliance - 2 hrs * Present prioritization

¢ MEM Overview * Discuss next steps

* Present and discuss ®
Endpoint compliance CA

* SSPR options

Planning Day

MANDATORY OPTIONAL



After the workshop, you'll...

@ Have a strategy related to cloud identity and for migrating applications to
Azure AD documented for your teams and stakeholders

Have high-level deployment plans with some design decisions already made.

Accelerate your cloud identity journey with Microsoft.
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Have defined next steps based on your needs and objectives.




