
Application architecture,
infrastructure and security
An in-depth look at the technology and procedures 
that power and manage the delivery of services from 
Sitecore® OrderCloud®
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Sitecore® OrderCloud® is a “headless” B2B e-commerce and order management platform 

delivered as a cloud service and exposed entirely via a REST API.

Always delivered over HTTPS, with CORS enabled, the RESTful API enables modern 

standards-based interoperability with other computer systems on the Internet. Each 

6LWHFRUH�2UGHU&ORXGp�UHVRXUFH�UHSUHVHQWV�D�XQLIRUP�DQG�SUHGHŴQHG�VHW�RI�VWDWHOHVV�RSHUDWLRQV�

that elicit an HTTP response that may be accompanied with a JSON object. Every resource 

HQGSRLQW�LV�SUHGHŴQHG�E\�D�FRPPRQ�VHW�RI�+773�YHUEV��*(7��3267��387��'(/(7(�DQG�3$7&+�

and are accompanied by robust error responses.

6LWHFRUH�2UGHU&ORXGp�GRFXPHQWDWLRQ��ORFDWHG�DW�KWWSV���RUGHUFORXG�LR��LV�PDQDJHG�WKURXJK�WKH�

SXEOLVKLQJ�RI�WKH�2SHQ$3,�RU�6ZDJJHU�VSHFLŴFDWLRQ��7KLV�GHŴQLWLRQ�HIIHFWLYHO\�PDSV�DOO�WKH�

UHVRXUFHV�DQG�RSHUDWLRQV�DVVRFLDWHG�ZLWK�WKH�$3,��7KH�6ZDJJHU�VSHFLŴFDWLRQ�LV�WKH�EDVLV�RI�WKH�

public documentation and auto-generation of all development tools and SDKs.

7KH�6LWHFRUH�2UGHU&ORXGp�$3,�VXSSRUWV�PDQ\�DGGLWLRQDO�VSHFLŴFDWLRQV�DQG�VWUDWHJLHV��$XWKHQWL-

FDWLRQ�LV�H[SRVHG�WKURXJK�WKH�2$XWK�����RSHQ�VWDQGDUG��,W�DOORZV�IRXU�GLIIHUHQW�ZRUNŵRZV��DOO�RI�

ZKLFK�XVH�D�FRPPDQG�PHWKRG�DQG�UHTXHVW�85/�

Webhooks, or HTTP push API, are a concept that provides a way to deliver other applications 

UHDO�WLPH�LQIRUPDWLRQ�WKURXJK�HYHQWV��8QOLNH�W\SLFDO�$3,V�WKHUH�LV�QR�QHHG�WR�SROO�IRU�GDWD��

Sitecore OrderCloud® supports webhooks on every resource endpoint exposed and allows for 

PXOWLSOH�FRQŴJXUDWLRQV�SHU�HQGSRLQW�

Platform architecture

Sitecore OrdeCloud Platform Architecture

2UGHU&ORXG�$UFKLWHFWXUH�*XLGH��_��3



Sitecore OrderCloud is fully hosted on the Microsoft Azure Platform. 

Azure and the combination of its services provides the reliability, 

scalability and security expected of all business applications. Sitecore 

builds its platform on Azure services which do not rely on any virtual 

machines Sitecore manages. The ability to rely on services allow 

6LWHFRUH�XOWLPDWH�ŵH[LELOLW\�WR�VFDOH�XS�DQG�GRZQ�EDVHG�RQ�ORDG�DV�

well as the ability to migrate services to other regions quickly. Virtual 

machines (VM) are only used to host Sitecore’s SIEM system as well as 

a VM used as part of the deployment process. The deployment server 

is only running while testing or performing a release. Security for the 

VM follows the standards put forth by SOC, PCI and ISO and is 

enforced and monitored via the Azure Security Center.

6LWHFRUH�2UGHU&ORXG�XWLOL]HV�WKH�$]XUH�64/�'DWDEDVH�VHUYLFH�WR�IXOŴOO�

the multi-tenant architecture of the application. The SQL Database 

service delivers predictable performance at multiple service levels 

including dynamic scalability with no downtime, built-in business 

continuity and data protection. Sitecore utilizes Azure’s SQL geo-

replication service to replicate data from the primary region to the 

Azure paired region. This has a RPO of 15 minutes. For example, in 

WKH�HYHQW�RI�D�GLVDVWHU�WKDW�UHVXOWV�LQ�GDWD�ORVV�LQ�$]XUH�86�:HVW��

6LWHFRUH�ZRXOG�EH�DEOH�WR�UHO\�RQ�GDWD�EHLQJ�EDFNHG�XS�LQ�WKH�86�

East region. All SQL databases also have Azure TDE enabled to 

perform encryption in the environment.

Security is enforced via Azure Security Center which tracks, monitors 

and alerts on irregular behavior in Azure or insecure settings across 

apps, storage blobs, SQL, active directory, etc. Sitecore also conducts 

monthly vulnerability scans via Rapid 7 SecOps. Any results from a 

test are logged and reviewed by the security team. Sitecore also 

utilizes AT&T Cybersecurity\ Alienvault as a SIEM system on 

6LWHFRUH�2UGHU&ORXG��$OLHQYDXOW�PRQLWRUV�DOO�WUDIŴF�DFURVV�WKH�

HQYLURQPHQW�DQG�SHUIRUPV�LQWUXGHU�GHWHFWLRQ��,'6���ŴOH�LQWHJULW\�

monitoring and alerting of unusual behavior. Sitecore also subscribes 

to Alienvault’s OTX community which monitors and provides 

intelligence on up to date threats.

Sitecore OrderCloud uses Rapid7 InsightOps for log management 

and searching functionality. InsightOps monitors system performance 

and helps assist and troubleshoot any errors or reliability problems 

being experienced on the system. OrderCloud® utilizes the Azure 

App Service to host the API and Integration services. App Services 

provide the automated scalability, security and reliability expected for 

D�ŴUVW�FODVV�EXVLQHVV�DSSOLFDWLRQ��$GGLWLRQDOO\��WKH\�SURYLGH�WKH�

capability for continuous deployment, debugging and diagnostic 

tools necessary to maintain a healthy API service.

Infrastructure overview
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Sitecore® OrderCloud® SDLC and release management

Azure Cloud

Sitecore follows a standard software development life cycle seen in the image below. 

All releases are tested, code reviewed and communication provided (if needed) 

prior to deployment.

Azure’s cloud platform is one of the most advanced, safe and secure platforms available. With 

the ability to scale up, diversify and backup data to multiple facilities data is protected and 

reliability high. As of July 2019 Azure’s core compute services have run at a 99.995% average 

across its global infrastructure.

$]XUH�VXSSRUWV�PRUH�WKDQ����FRPSOLDQFH�FHUWLŴFDWLRQV��LQFOXGLQJ�RYHU����VSHFLŴF�WR�JOREDO�

UHJLRQV�DQG�FRXQWULHV��VXFK�DV�WKH�86��WKH�(XURSHDQ�8QLRQ��*HUPDQ\��-DSDQ��WKH�8QLWHG�

.LQJGRP��,QGLD��DQG�&KLQD��$QG��JHW�PRUH�WKDQ����FRPSOLDQFH�RIIHULQJV�VSHFLŴF�WR�WKH�QHHGV�RI�

NH\�LQGXVWULHV��LQFOXGLQJ�KHDOWK��JRYHUQPHQW��ŴQDQFH��HGXFDWLRQ��PDQXIDFWXULQJ��DQG�PHGLD��

(PHUJLQJ�FRPSOLDQFH�QHHGV�DUH�FRYHUHG��WRR��0LFURVRIW�HQJDJHV�JOREDOO\�ZLWK�JRYHUQPHQWV��

regulators, standards bodies, and non-governmental organizations. These compliances include 

PCI, SOC, ISO 27001, HIPAA, CCPA, etc.

)RU�+RWŴ[�HPHUJHQF\�UHOHDVH��
- Documentation and communication can be bypassed and performed retroactively.

��$SSURYDOV���4$�PD\�DOVR�EH�RYHUUXOHG�LI�WHDPV�DUH�QRW�DYDLODEOH�
��3RVW�D�KRWŴ[�HPHUJHQF\�UHOHDVH�WKDW�WKH�VWDQGDUG�SURFHGXUH�LV�QRW�IROORZHG��2SHUDWLRQV�WHDP�ZLOO�
��FRQŴUP�SURSHU�GRFXPHQWDWLRQ�DQG�FRQŴUP�VLWXDWLRQ�ZDV�GHHPHG�Ŕ+RWŴ[�HPHUJHQF\�QHFHVVDU\ŕ
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Azure DevOps

6LWHFRUH�2UGHU&ORXG�XWLOL]HV�$]XUH�'HY2SV�IRU�GHSOR\PHQWV�DQG�YHUVLRQ�PDQDJHPHQW��8VLQJ�

slot swaps, deployments are instantaneous and no downtime is experienced. Sitecore SDLC 

prevents code from being deployed without proper testing. And a release must be accepted by 

certain members of Sitecore prior to the actual release happening.

Azure diagnostics

Azure diagnostics is used to monitor all Azure services. With basic logs Sitecore can monitor 

that the applications are acting appropriately and proactively deal with any potential issues. 

Proper monitoring and alerting is set up to notify staff in event of errors.

Azure PCI

0LFURVRIW�$]XUH�FRPSOHWHV�DQ�DQQXDO�3&,�'66�DVVHVVPHQW�XVLQJ�DQ�DSSURYHG�4XDOLŴHG�6HFXULW\�

Assessor (QSA). The auditor reviews the Azure environment, which includes validating the 

infrastructure, development, operations, management, support, and in-scope services. The PCI 

'66�GHVLJQDWHV�IRXU�OHYHOV�RI�FRPSOLDQFH�EDVHG�RQ�WUDQVDFWLRQ�YROXPH��$]XUH�LV�FHUWLŴHG�DV�

compliant under PCI DSS version 3.2 at Service Provider Level 1 (the highest volume of 

transactions—more than 6 million a year).

The assessment results in an Attestation of Compliance (AoC) and Report on Compliance (RoC) 

issued by the QSA. The effective period for compliance begins upon passing the audit and 

receiving the AoC from the assessor, and ends one year from the date the AoC is signed. The 

AoC is available to customers to show the QSA has determined that Azure is in compliance with 

PCI DSS v3.2.

Customers who want to develop a cardholder environment or card processing service can 

leverage the Azure validation in many of the underlying portions, thereby reducing the 

DVVRFLDWHG�HIIRUW�DQG�FRVWV�RI�JHWWLQJ�WKHLU�RZQ�3&,�'66�FHUWLŴFDWLRQ�

Azure redundancy

Azure has built in backup for all resources and services. SQL data and storage data is geo-repli-

FDWHG�IURP�$]XUH�SULPDU\�WR�$]XUH�SDLUHG�EDFNXS��H[��86�:HVW�WR�86�(DVW���)RU�VWRUDJH�

VRIW�GHOHWH�DQG�ŴOH�YHUVLRQLQJ�LV�UHWDLQHG�IRU����GD\V��$OO�GDWD�LV�DOVR�UHSOLFDWHG�PXOWLSOH�WLPHV�

within a region to reduce the risk of data loss.

Azure security

Azure provides a security center to all tenants for recommendations or potential problems on 

WKH�V\VWHP��$]XUH�LQYHVWV�RYHU�RQH�ELOOLRQ�86�GROODUV�DQQXDOO\�LQ�F\EHUVHFXULW\�UHVHDUFK�DQG�

development. Employs over 3500 security experts focused on security data and privacy and has 

PRUH�FHUWLŴFDWLRQV�WKDQ�DQ\�RWKHU�FORXG�SURYLGHU�

2UGHU&ORXG�$UFKLWHFWXUH�*XLGH��_��6



Sitecore understands that security remains a primary concern of our 

FXVWRPHUV��$OO�$3,�WUDIŴF�LV�UHVWULFWHG�WR�EH�VHQW�RQO\�RYHU�+7736�DQG�

is secured with SSL. Network participants’ information is protected by 

PDLQWDLQLQJ�&&3$��*'35�DQG�62&��FRPSOLDQFH��D�SULYDF\�SROLF\�DQG�

a secure application-hosting environment.

Sitecore as a company is SOC2 Type2 which means a 3rd party audits 

all controls and procedures. A copy of Sitecore’s SOC audit is 

available with permission from the security manager and a signed 

NDA. In addition, independent customer solicited security 

questionnaires and penetration tests have been performed verifying 

WKDW�WKH�FRPSDQ\�

Builds and maintains a secure network

•  Default deny all on network connections. Sitecore OrderCloud 

    relies on Azure access lists to control access to applications 

    and services.

•  Does not use vendor-supplied defaults for system passwords and 

    other security parameters

ř��3URGXFWLRQ�HQYLURQPHQW�QHWZRUN�LV�UHVWULFWHG�WR�RIŴFH�,3�DGGUHVV�RU����

    Sitecore VPN

Protects data

•  Ordercloud only stores credit card tokens

•  Encrypts transmission of cardholder data and sensitive information 

    across public networks

•  Strong passwords are required to access the database

•  Databases utilize Azure Transparent Data Encryption (TDE)

ř��,PSOHPHQWDWLRQ�RI�$]XUH�]RQH�UHGXQGDQW�FRQŴJXUDWLRQ�

    for databases

•  Sitecore developers are trained yearly on secure coding practices 

•  Databases utilize Azure point in time restore to allow restoration of 

    data anytime in the last 35 days

ř��6WRUDJH�DFFRXQWV�KDYH�ŴOH�YHUVLRQLQJ�DQG�VRIW�GHOHWH�HQDEOHG�WR�

    protect data

•  Production databases and storage accounts are geo-replicated to a 

    secondary region

Implements strong access control measures

•  Restricts access to data by business need-to-know

•  Assigns a unique ID to each person with computer access

•  Restricts physical and virtual access to cardholder data

•  Change management and development life cycle policies are in 

    place and followed when deploying code or infrastructure changes

•  Multi-factor Authentication (MFA) enforced via Azure Active Directory

•  Azure security center monitors correct Azure policies

Regularly monitors and tests networks

•  Rapid7 continuously monitors and alerts for API performance, 

    availability, and errors.

ř��$7	7�&\EHUVHFXULW\?$OLHQYDXOW�6,(0�6\VWHP�PRQLWRUV�DOO�WUDIŴF

    and logs on the system

ř��$]XUH�6HFXULW\�FHQWHU�YHULŴHV�DOO�DSSOLFDWLRQV��'%V��HWF�DUH�

    within compliance

•  Regularly test security systems and processes

•  Rapid7 SecOps vulnerability scans the OC API weekly

Maintains an information security policy

•  Maintains a policy that addresses information security

Security

2UGHU&ORXG�$UFKLWHFWXUH�*XLGH��_��7
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Sitecore OrderCloud supports credit card transaction 

SURFHVVLQJ�RQO\�WKURXJK�VSHFLŴF�LQWHJUDWLRQV�WKDW�KDYH�EHHQ�

created separately from the API platform.

 

Payments by credit card are supported by an Sitecore OrderCloud 

integration service using Authorize.Net API services. All credit 

card information is only passed through the integration layer

directly to the Authorize.Net payment facility and never stored on 

any system or database belonging to the Sitecore OrderCloud API 

platform.

Sirecore OrderCloud supports storing credit card information for 

reuse, but is restricted to the general tokenization strategy of the 

credit card merchant. This strategy completely removes the need 

to store credit card data. Tokens have no meaning by themselves 

and are worthless to criminals if the system is breached in any way. 

Additionally, Sitecore OrderCloud API supports elevated security 

claims that restrict the ability to store the credit card token to 

prevent abuse and unauthorized access.

Supported integrations, such as Authorize.Net, have several 

elevated security procedures. First, a proxy is available to store the 

merchant account authentication credentials. Secondly, the API 

endpoint for saving the tokenized credit card requires elevated 

VHFXULW\�FODLPV��/DVWO\��WUDIŴF�EHWZHHQ�WKH�LQWHJUDWLRQ�HQGSRLQW�

and the proxy are through a private tunnel, not over the internet.

Credit Card Processing on 
Sitecore OrderCloud

7KH�6LWHFRUH�LQFLGHQW�UHVSRQVH�SODQ�VSHFLŴHV�D�SURFHVV�IRU�

discovering, remediating, and reporting incidents of application 

failure or a breach of security.

Incident Response Plan

$SSOLFDWLRQ�VHUYLFH�IDLOXUHV�_�%UHDFK�RI�SHUVRQDO�LQIRUPDWLRQ�_�'HQLDO�

RI�VHUYLFH�_�([FHVVLYH�SRUW�VFDQV�_�)LUHZDOO�EUHDFK�_�0LVXVH�RI�VHUYLFH�_�

6\VWHP�IDLOXUHV�_�9LUXV�RXWEUHDN�_�6WRUDJH�FDSDFLW\�_�8QDXWKRUL]HG�

:LUHOHVV�DFFHVV�SRLQW�_�6\VWHP�DWWDFK�RU�FRPSURPLVH

Incident Types

•  Monitor application and supporting services for log 

    irregularities, performance and uptime

•  Monitor Cisco, Open Web Application Security Project 

    (OWASP) and Microsoft Technet advisories for software hardware 

    patches, security industry advisories and security alerts

•  Azure diagnostics monitors all SQL logs for irregularities and 

    alerts staff to potential security issues

•  Monitor physical access logs

•  Schedule responsible personnel for incident response 24x7

Incident Discovery



Data Recovery

For the purposes of business continuity, Sitecore is able to restore backups of system data to any 

point in time within the last 35 days should a disaster occur. In addition, Sitecore can restore client 

data in the event of accidental data integrity issues or deletion. Data recovery is not included as 

part of the service agreement and will incur a per-incident fee proportional to time spent by 

engineers to recover the data, Customers should take proper precautions to protect their data 

from being destroyed. In the event data restoration is required, Sitecore will provide a quote 

ZLWKLQ���EXVLQHVV�GD\�RI�QRWLŴFDWLRQ��ZLWK�FRPSOHWLRQ�RI�WKH�UHVWRUDWLRQ�ZLWKLQ�����EXVLQHVV�GD\V�

unless quoted otherwise.

The agreed upon restored data will be returned to the customer in excel format.

•  For security purposes no restored data will be placed into the production database by Sitecore.

•  Client is responsible to place restored data back into production.

ř��6LWHFRUH�ZLOO�127�UHVWRUH�HQFU\SWHG�RU�KDVKHG�ŴHOGV�

Scheduled Maintenance

6FKHGXOHG�PDLQWHQDQFH�LV�D�SODQQHG�DQG�GHOLEHUDWH�HYHQW�IRU�WKH�SXUSRVH�RI�XSGDWLQJ�DQG�RU�

performing maintenance. Azure service updates are performed seamlessly inside Azure with no 

downtime. Releases are performed using Azure DevOps. Deployments are performed using slot 

swaps and are instantaneous with no downtime.

Scope

7KLV�DUFKLWHFWXUH�JXLGH�LV�D�UHŵHFWLRQ�RI�KRZ�6LWHFRUH�2UGHU&ORXG�LWVHOI�LV�EXLOW��SURWHFWHG�DQG�

redundant. Any application built on top of Sitecore OrderCloud may have different compliance 

requirements, statistics with uptime and redundancy. It is the responsibility of the application 

owner to know those statistics and to maintain any needed compliance for their application.

Contact

www.sitecore.com
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