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Introducing Squirrel

Transforming Document Archiving

Squirrel is an innovative Traditional document Many Organisations face By seamlessly archiving
software as a service (SaaS) management often leads to escalating SharePoint online documents based on lifecycle
designed to optimise document inefficiencies in data storage and costs due to the increasing policies, squirrel reduces
archiving in SharePoint online. compliance risks. volume of data stored in SharePoint online storage costs.
SharePoint.
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Key Benefits of Squirrel

Reduce SharePoint
Online Storage Costs

Great User

Improved Efficiency Automated Document
Experience

and Productivity Archiving Process

Scalability and
Flexibility

SharePoint Reporting
and Analytics

Enhanced Compliance

Easil isabl
and Security asily Customisable
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How Squirrel Works

Squirrel automates the
movement of SharePoint Online
documents to Azure Blob Storage [

based on predefined lifecycle
policies.

This process reduces the need for
manual intervention and ensures
that documents are archived
systematically and consistently.

The stub file retains the original

document’s name, allowing it to

remain searchable and accessible
within SharePoint.

When a document is archived,
Squirrel automatically creates a
stub file in SharePoint.

Clicking on a stub file triggers
Squirrel to seamlessly retrieve the
full document from Azure Blob
Storage, ensuring a transparent
user experience.

Squirrel also maintains detailed
logs for compliance and auditing
purposes, ensuring that all
document movements are well-
documented and traceable.

All data transferred and stored is
encrypted, adhering to strict
security standards.

Users can access the archived
documents directly from
SharePoint.
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Authentication

Squirrel seamlessly integrates with your company's Azure
Active Directory (Entra AD / Azure AD), leveraging the
robust security of your existing Azure Multi-Factor
Authentication (MFA) solution.

This integration ensures that only verified users can access
the system, enhancing overall security.

Administrator access is strictly limited to the essential
SharePoint Administrators who require it, thereby reducing
the risk of unauthorized access and maintaining tight
control over your SharePoint environment.

With Squirrel, you can trust that your document
management is both secure and efficient.



Data Encryption

Squirrel ensures the highest level of security by
encrypting all data both in transit and at rest. This
means your sensitive information is protected from
the moment it leaves your device until it is securely
stored. Squirrel's encryption meets the standards
defined in RFC 8032 and FIPS 186-5.

Additionally, files are efficiently compressed and
saved within your Azure Storage Account.

This not only optimises storage space but also
ensures quick retrieval and management of your
archived documents.

With Squirrel, you can be confident that your data is
secure, efficiently managed, and easily accessible
when needed.
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File Archiving

Squirrel offers a robust global lifecycle policy for archiving
files, ensuring consistent management across your entire
Organisation.

Additionally, you have the flexibility to set individual
lifecycle policies for each SharePoint site, tailoring the
archiving process to meet specific needs.

Squirrel archives all versions of your SharePoint documents,
including the original file, based on criteria such as last
accessed and last modified dates.

To maintain seamless user experience, it leaves an HTML
stub file in place of the archived file. This stub allows for
easy retrieval of the original document with a few clicks,
ensuring that your workflow remains uninterrupted while
optimising storage and maintaining compliance.

SocialMedi

nyPolicyMov.csv
panyPolicyNov.docx.html
CompetitiveAnalysisJul.pptx
CustomerFeedbackQ2.pdf

|
~FeasibilityStudy2024.xls.html

|
“FinancialApr.xls.html

ITStrategyDecjpg

MeetingAgenda2021.doc

MeetingMinutesApr.xlsx

supportTicket2020.pptx
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Yesterday at 10:09 PM
5 days ago
5 days ago

Yesterday at 10:271 PM
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Welcome to Squirrel Restore Process :
Stub File

Squirrel replaces each file it archives
Please click the link below to restore the archived file to Azure Storage with a HTML Stub
file, using the same name as the
original file.

File Restore Request Details:

Should a user click on this stub file,

~ilename to Restore: BudgetForecastJan.doc either from SharePoint directly or
from a synchronised or mapped
SharePoint Site: https://smikar0.sharepoint.com/sites/Finance SharePoint drive, they will be

~ull File URL: https://smikar0.sharepoint.com/sites/Finance/Shared presented with the shown screen.

Documents/SOP_StandardOperatingProcedure/BudgetForecastJan.doc They simply Right Click and choose

Open now to start the restore process.

SiteGUID: fed195e6-8f41-47d7-a534-1db0f463172c

-ileGUID: 976672d6-95a8-448a-8754-84f1a98eb91d

Click here to restore file to its original location



Archived:
- 8e7-b6f5-ed9bc99bbc
-47d7-a534-1db0f463172c

Transferred Decrypted Restored

Complete Complete Complete Complete

Click here to go to your restored file!
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Yesterday Amount Archived

@ Archived Data - This Month

24 TB

Data archived - Month to date

@ Archived Data - This Year

312 TB

Data Archived - Year to date

Yesterday Archive Transactions

Archive Transactions - This Month

3342

Archive Transactions - Month to date

Archive Transactions - This Year

21856

Archive Transactions - Year to date

Yesterday Restore Transactions

Restore Transactions - This Month

240

Restore Transactions - Month to date

Restore Transactions - This Year

1265

Restore Transactions - Year to date

76

Percent Archived

%47 Archived

Percentage of SharePoint Archived

Total percentage of SharePoint storage
that has been archived.

Latest News!
==
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Search Squirrel

File:

Marketing [ product
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Dashboard

@ Archived Files

@ Restored Files

@ Orphaned Files

Billing & Analytics

$ Billing History

@ Cost

@ Storage

Bl Trancartinnc

Search Filename Date Archived k

CarbonFeb.pdf
JobDescriptionAug.ppt

ActionltemsQ2.png

CompetitiveAnalysisQ3.jpg

AssetinventoryDec.xls

ComplianceReportOct.doc

ServiceAgreementMay.png

TrainingManualQ1.pdf
VendorContractNov.pdf
ResearchPaper2023.pdf
AssetinventoryQ1.pptx
SalesPresentationQ4.jpg
HRHandbookNov.zip

PressRelease2022.doc

21/07/2024 07:07:09
21/07/2024 07:07:10
21/07/2024 07:07:11
21/07/2024 07:07:1
21/07/2024 07:07:12
21/07/2024 07:07:13
21/07/2024 07:07:14
21/07/2024 07:07:15
21/07/2024 07:07:16
21/07/2024 07:07:17
21/07/2024 07:07:18
21/07/2024 07:07:19
21/07/2024 07:07:20

21/07/2024 07:07:21

Site GUID | Search Site GUID

fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢
fed195e6-8f41-47d7-a534-1db0f463172¢

Size Uncompressed
7,710,904 bytes
162,445,266 bytes
46,845,577 bytes
163,814,990 bytes
39,251,388 bytes
4,295189 bytes
110,091,788 bytes
153,449,141 bytes
42,699,306 bytes
24,255,930 bytes
811,338 bytes
38,266,514 bytes
17,372,935 bytes
102,954,828 bytes

Action

Restore
Restore
Restore
Restore
Restore
Restore
Restore
Restore
Restore
Restore
Restore
Restore
Restore
Restore



@ Archived Files

@ Restored Files

@ Orphaned Files

Billing & Analytics

$ Billing History

@ Cost

@ Storage

B Transactions

B Site Size Reporting

#
V-000

INV-001

INV-002

INV-003

INV-004

INV-005

INV-006

INV-007

INV-008

INV-009

INV-0010

INV-0011

INV-0012

INV-0013

Amount_Total
500

1000

1100

1200

1300

1400

1500

1600

1700

1888

1974

202

2012

2200

Amount_Storage
20

20
20
2500
2500
2500
2500
2500
2500
2500
2500
2500
2500

2500

5000

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

2500

Amount_Hosting
10

10

10

2000

2000

2000

2000

2000

2000

2000

2000

2000

2000

2000

Date_Issued
01/04/2024

01/04/2024
01/04/2024
01/04/2024
01/04/2024
01/04/2024
01/04/2024
01/04/2024
01/04/2024
01/04/2024
02/04/2024
02/04/2024
02/04/2024

02/04/2024

Send

Send

Send

Send

Send

Send

Send

Send

Send

Send

Send

Send
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Top 20 Sites by Total Size

Click on a site bar to view Site specific history

. Engineering '--I Public

W Site_size

Site Size History for IT

2024_02

- Historical Size




..'r. -

—remp e e e e

W totalcount

h3

.d

1 Q
s - o o=l (=]
1 i ~
i c
i . |
1 I P
"I " remm remm remm r Bem N ..|I|._
; X A
i c
; c
i F 7
: : A
i . 1
i
1 (R -
i
i .
c H LiH]
i P
i —
5 e 9T
[ =
i R
]
1 I 1 -
i . |
1
r S .
i
i
| .
i e
; e
i
i . 1
i
. @
A =
i
; . 1
1
s [=]
i
i

Top 20 File Types by File Count




isWhitelisted”: @

"Site_GUID": "304685a9-5f0d-47cb-bl63-e3f903341799",
"Site URL": "https://squirrel.sharepoint.com/sites/ITDept",
Sitename URL": "ITDept”,
ite size": "25",
hive days": 9,
itelisted”: ©

te GUID": "4c266fb9-1abl-472c-8681-0cb5134441744",
ite URL": "https://squirrel.sharepoint.com/sites/Management™”,
itename_URL": "Management"”,
bite size™: "32",
archive_days": @,
sWhitelisted”: ©

GUID": "5210124b-c7ba-43e5-abb2-3bB1bb@334868",
RL": "https://squirrel.sharepoint.com/sites/SupportDept”,
e URL™: "SupportDept”,
5 2T,
e_days™: 5,
elisted”: ©

te_GUID": "68ca7982-0c94-4721-8e25-ac9df@4a434c9",
Site URL": "https://squirrel.sharepoint.com/sites/Public",
"Sitename URL": "Public™,
"Site size™: "35",
"archive days": 0,
"isWhitelisted”: ©




ArchiveDays 80 Specify the amount of days of Accessed inactivity before file Is archived.

Azure_AccessTler hat Specify the Azure Access Tier to be used for archive (hot or cool)

Azure Blob Mot Required Customer Azure Blob Key

Azure_Container test-container Specify the Azure container name

Azure_ResourceGroup RG-SQRL-AUE Specify the Azure resource group

Azure_StorageMame squirrelarchive Specify the Azure Storage name

AzureDeleteBlobAfterDays 3650 Specify the amount of days to delete the archive file from Azure blob storage. 0 Is don't delete.
baseurl https:f/squirrel.smikar.com/frestore/ Base URL for the companies squirrel site. Used for the URL Creation process

billing_address Squirrel Customer Address Billing Address

company_name Customer Name Company Name

DebugMode_Archive true Debug Mode Archive

DebugMode_Restore true

DebugMode_Scan




Smikar

Dronelnspections

ITDept

Management

SupportDept

Public

HumanResources

Engineering

SalesDept

304685a9-5f0d-47cb-b163-
e3f90cfc1799

4c266fb9-1ab1-472c-8681-
0cb5132b1744

5210124b-c7ba-43e5-abb2-
3b01bb08b068

68ca7982-0c94-4721-8e25-
ac9df04a99c9

8fa52183-dc7d-4411-9d24-
2fd7cc656764

d201ef5c-8e60-4d56-b02c-
194d54082cf2

d6f54861-63c7-4868-b4c5-
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60

Launch

Launch

Launch

Launch

Launch

Launch

Launch
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