MICROSOFT 365
SECURITY ESSENTIALS
IMPLEMENTATION
SERVICE

DIGITAL WORKSPACE

Kick-starting your Microsoft 365
security position, aligning with industry
best practice standards.

HOW DOES THE SERVICE WORK?

We have developed our Microsoft 365 Security Essentials Implementation Service to kick-start the security position
of your Microsoft 365 environment. We ensure it is configured to best practice set by Microsoft, Softcat and the
Centre for Internet Security (CIS). The service is available in two versions, aligning with Microsoft 365 licences -
standard and advanced.

The standard service looks at Conditional Access, user login security and Azure AD management as well as Mobile

Application Management, Data Loss Prevention and Microsoft Information Protection. The advanced service looks at
Privileged Identity Management and Identity Protection as well.

BENEFITS TO YOU

People Platforms Commercial

As more companies move to Data has become the most important During this engagement we will
utilising online services, keeping commodity for a lot of organisations implement security services and
users’ identities secure is becoming and utilising services such as Data features which are part of your

the highest priority. As part of this Loss Prevention and Microsoft existing Microsoft 365 licenses to
service, we will configure user login Information Protection allow us to ensure that you are making the most
security features such as MFA and help you protect that data within your  of your investment.

Conditional Access to ensure your own Microsoft 365 environment.

users stay safe.
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The Microsoft 365 Security Essentials Implementation Service is available in
two versions that align with the Microsoft 365 licences available.

Standard Advanced

E3 licensed features E5 licensed features
Global Administrator and privileged v v
account best practice
Guidance on deprecating legacy v v
authentication protocols
Azure AD management and portal defaults v v
User login security — including Conditional Access v v
& multi-factor authentication
Self-Service Password reset (SSPR) v v
Azure AD Password Protection v v
Microsoft Information Protection — including Data v v

Loss Prevention (DLP) and sensitivity labels

Mobile Application Management v v
Exchange Online Protection (EOP) v v
Azure AD Identity Protection x v
Microsoft Defender for Cloud Apps x v
Microsoft Defender for Endpoint - v
— Windows 10/ 11 pilot

Microsoft Defender for Identity x v
Microsoft Defender for Office 365 x v
Privileged Identity Management x v
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SUITABLE FOR YOU IF...

v You are an existing Microsoft 365 E3/E5 or EMS E3/E5 standalone customer or if you have purchased
the E5 security add-on. It will provide particular value to those new to the service or upgrading from
Office 365 standalone

You are concerned about the security of your Microsoft 365 environment
You are looking to kick start your security position

You'd like an expert security baseline to build on

AN

You want to make the most of your existing Microsoft 365 investment

WORKS WELL WITH WHAT'S INCLUDED

Microsoft 365 Security Assessment Flexible configuration — We can come to you, or
Providing an audit of your Microsoft 365 and provide remote configuration, implementing security

. . . feat inst Softcat, Mi ft | t practice.
Office 365 environments against industry security eatures against Softcat, Microsoft, and CIS best practice

benchmarks. . o )
Expert guidance — You're in safe hands with our expert

. . ) technical consultants.
Microsoft Teams Advisory service

Helping your organisation get the most out of Tailormade solutions — We work with you to

Microsoft Teams, so your users can collaborate understand your business objectives to ensure a successful
effectively. implementation.

Azure Security and Health Assessment Proven advice — We hold several Microsoft Advanced

. . . ialisation ross Azur n rk an rit
Ensuring your Azure environment is secure and Specialisations across Azure, Modern Work and Security,

running efficiently by identifying potential security so deliver high-value solutions to customers.

risks and cost savings. .
Clear reporting — We provide a detailed handover

report, allowing you to build upon the security
foundations.

SERVICES THAT BRING YOUR
TECHNOLOGY TO LIFE

Contact your Softcat Account Manager today

MAY 2022
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