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Cloud Modernization and
Migration Services
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Anywhere to Azure Migration

aligned with HBC (Holistic Business Case) Approach
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Ready to start your Digital
Transformation Journey? It
can be challenging if there is
no reliable partner nearby.

Every customer does have thoughts around the
Modernization and Migration to Cloud with certain
doubts in mind:

v" Lack of scalability v Complexity

v" High costs v Downtime

v' Lack of flexibility v" Integration

v" Security concerns v" Lack of automation
v' Management & troubleshooting v" Skilled resources

- .
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Cloud Modernization and Migration
Services are designed to help you:

v Adopt next generation technology solutions
which benefit your business

v Maximize utilization of the investments in IT
services and avoid high CAPEX

v" Maximize the scale & reliability of business
applications

v" Initiate digital transformation and cloud
adoption

v Meet large computational and storage
requirements

- .
(72 NOVENTIO Microsoft Partner



Customer Pain Points

Every customer does have thoughts around the Modernization and Migration to Cloud

Lack Of Scalability Downtime
When it comes to processing and storing more data, data centers Business processes may be disturbed, which
that are not built to scale may find it difficult to stay up. might result in downtime.
High Costs Integrations
Modernizing an infrastructure may get It could be challenging to integrate new
pricey, particularly if it calls for investing in technologies like 10T, big data, and Al after
new technology or updating current ones. updating the infrastructure.
- Lack Of Automation
Lack of FIeXIbIIIty DCs that are not automated may find it difficult
Conventional Environments are not made @ to meet the needs of a contemporary, digital
to sustain different kinds of workloads business.

Security Concerns
Current security requirements and
laws cannot be met by conventional

environments.

Management

° & Troubleshooting
Modern DC infrastructure can be challenging to
maintain and troubleshoot due to its complexity.

Complexity Skilled Resources

Modernization may be a complicated process
encompassing several components and technology.

(73 NOVENTIO

Modern DC Infra requires highly skilled individuals
which increases the cost as well as dependencies.
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Digital Transformation Approach

Cloud Ops & Governance

Cloud Health Check (Spend & Security
Assessment)

24x7 Infrastructure & Application
Proactive Monitoring & Management

24x7 Security & Compliance Monitoring &

Management Services

Cloud Enablement Services

Cloud Readiness Assessment
Datacenter Migration Factory
Application Modernization & Migration
Data Modernization & Migration
DevOps Services

Azure Labs Services

BCDR Services

Data, Analytics & BI Solutions
WVD Remote Desktop

ISV Onboarding

NoSQL Migration (Cosmos DB)
Oracle on Cloud

ERP on Cloud

(73 NOVENTIO

 GOVERNANCE

Cloud Security Configuration, Policy & Compliance Management, Cloud
Center of Excellence (DevOps & Solution Innovation)

x

GOVERN

MANAGE &@ OPTMIZE
24 x 7 Proactive Monitoring & Management, Usage Pattern & Trend
|_ Analysis, Capacity Planning & Right-Sizing ﬁ
MANAGE & OPTMIZE
DEPLOY/MODERNIZE/MIGRATE

Foundational Services, Site Recovery & Data Replication, Configuration,
Issues & Risk Mitigation, Dry Run, Functionality Testing & Cut Over

m.

DEPLOY /MODERNIZE
/MIGRATION

PLANNING

End State Design, Migration Phases,Workload Prioritization,
Scheduling, Issues & Risk Mitigation Plan

L

ASSESSMENT
[ ]

Discovery, Inventory, Dependency, Compatibility,
_ Capacity & TCO Analysis ﬂ
. ASSESS
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Cloud Adoption Framework

G.AN h AEADY ‘;;7}\ ADOPT @
: : N

Determine Digital Organizational and Tool Based Assessment fMigrate
Transformation Business Objective «  End State Solution + POC Migration & Testing
Motivation. Alignment with Cloud Design & Review * Datacenter Migration Factory
Key Business Objectives Adoption Plan o\ | - Foundational Services Efszezgafg%erﬁ;ﬁaeﬂct’:
to be Achieved and ' +  Hire Talent, Train Deployment \_
justification. Resources, and Complete *  Best Practice Validation
MVC or POC Project Certificationg . Ri_sl_< Id_entification & /.Imé%\lljztgo'uﬁon Eieh & A
+ Cloud Adoption Plan Mitigation Plan Build
*  Project Schedule & ‘ - Expanded Scenarios
Communication Plan + Best Practice Validation
\ J K / \_* Process Improvements -
(s m %\
GoveRNANCE Ml £
+  Cloud Security Best Proactive Monitoring &
. Practices Incident Resolution
M |C rOSOft Azu re +  Policies & Compliance Configuration & Change
Management Management
Pa rtn er Expe rt < +  Cloud Optimization Release Management )

»  Cloud IT Process Using DevOps CI/CD
=l Microsoft M SP Manggement Pipelin_e _

*  Service Improvement Capacity Planning

Initiatives

N AN /
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Noventiq used these models (7Rs, CAF and WAF) under various Industry
Segments

Healthcare

The 7Rs model can be used to streamline
clinical trials, telemedicine, and patient
engagement. The CAF model can be used to
ensure compliance with HIPAA and other
regulatory requirements. The WAF model can
be used to ensure the security and reliability
of patient data.

Finance

The 7Rs model can be used to improve risk
management and compliance processes. The
CAF model can be used to ensure compliance
with PCI-DSS and other regulatory
requirements. The WAF model can be used to
ensure the security and reliability of financial
data.

(73 NOVENTIO

Retail

The 7Rs model can be used to improve
customer experiences and streamline supply
chain operations. The CAF model can be used
to optimize e-commerce platforms and ensure
compliance with GDPR and other regulatory
requirements. The WAF model can be used to
ensure the security and reliability of customer
data.

Manufacturing

The 7Rs model can be used to optimize
supply chain and logistics operations. The CAF
model can be used to leverage loT and
machine learning to improve product quality
and reduce costs. The WAF model can be used
to ensure the security and reliability of
manufacturing data.

Global expertise, local outcomes



Noventiq had benefited sales organizations in various Market Segments

Noventiq helped the customer to improve its IT agility, reduce costs, and improve data security, resulting in

increased efficiency and revenue.

SMB (Small and Medium-
sized Business)

SCENARIO
A small e-commerce org is looking to
modernize its outdated applications
and consolidate its data storage.

USE CASE
Noventiq implemented a cloud-
based application modernization
strategy and migrating the business's
data to a centralized cloud-based
data storage solution.

(73 NOVENTIO

Mid-Market

SCENARIO
A mid-sized manufacturing company is
looking to modernize its legacy applications
and streamline its data storage and
processing..

USE CASE
Noventiq implemented a cloud-based
application modernization strategy,
modernizing the company's data storage
and processing capabilities, and
consolidating its data centers to a
centralized cloud-based solution.

Enterprise

SCENARIO
A large services organization is looking to
modernize its mission-critical applications
and data center infrastructure to improve
agility and scalability

USE CASE
Noventiq implemented a cloud-based
application modernization strategy,
modernizing the organization's data storage
and processing capabilities, and
consolidating its data centers to a
centralized cloud-based solution.

Global expertise, local outcomes
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Transformation Phases

Noventiq's digitalization journey
has 5 main stages, supported by
Azure Cloud Adoption Framework

(73 NOVENTIO
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Assessment and Discovery

o Infra and App Analysis and
Discovery
o App to Infra Mapping

Planning and Design

o Design Landing Zone on Azure
o Plan security at all layers
o DR & HA strategy

Cloud Migration

o Build Landing Zone on Azure
o Configure Infrastructure and
Application

Testing and Cutover

Preparing test plan and test
cases

Performing functional testing
Coordinating business testing

Hand Holding

o Handover to the respective teams

App Dependency Assessment
Workload Categorization
Calculating TCO

Prepare Migration Plans
and Deployment Plans

Identify cutover window,
initiate test failover & validate
migration status

Execution of Migration Waves

Performing performance
testing.

Performing UAT and patch
testing

o Train them on the respective technology to bridge the gap
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Assessment and
Discovery

It's a part of our Cloud Enablement and
Innovation Service Offering, where we assess your
environment for a better future and completely
aligned with the Microsoft's approach of Holistic
Business Case




Cloud Solution Assessment — Benefits and Business Value

Noventiq utilizes the Modern tools to Analyze the Apps, DB and the other components, providing the insights

along with recommendations.

(73 NOVENTIO

@ EXECUTIONS

Implement migrations that

are suited to your scenario.

DIGITAL
TRANSFORMATION

Get assistance securing
support for the digital
transition

LEVERAGE

Use digital modernization
to the advantage.

@ REDUCE COSTS

Make better educated
judgements to cut costs.

SECURITY UPGRADE

Upgrading your security
posture.

MATURITY

Raise sustainability and
advanced digital maturity

Global expertise, local outcomes



Cloud Assessment Strategy

Noventiq applies the best of the TWO Worlds, Human Intelligence and Automation Stack

e Automated Scan for all the
devices on the network

*  Multiple tools for Different
Data Views

e Infrastructure
Recommendations based on
standard Cloud
Configurations

« Auto generation of reports in
different portable formats

(73 NOVENTIO
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Collect Architectural and
Operational Data

Apply to tool generated
output to reconcile any
anomalies and errors.

Apply Optimisation models to
obtain updated
recommendations

Create data from all sources to
create one database of all
source infrastructure and
application.

Propose Future Cloud Design.

Create migration roadmap
including migration schedule,
test plan and Operational plan

Assessment Tools Stack

/il Cloudamize

CloudAtlas®
LW
CloudPilot®

\/

MOVERE

Global expertise, local outcomes



Assessment Approach

The approach which Noventiq follows for performing the workload assessments.

GYBRl 9

& algalon
WBOSEIVICES™ . te it

QOO

|
y

Assessment Tools

o @

/i, Cloudamize

& MOVERE

People, Process &
Tools Onboarding

Architecture Review
 Access Provisioning
* Current Capex & Opex
Cost

% « As is Infrastructure S
c Invgntory 5
78 * Asis Infrastructure & k)
) . . B
a Application &
< o
I -+
L ©
o O

(/‘ NOVENTIOQ

Infra Migration
Assistant

Data Migration
Assistant

Web/App Migration
Assistant

Client IT Stakeholder
Interview (Architecture
Question,

Data Analysis

Data Reconciliation &

Massaging 2
Application & -GSJ
Database Service 2
Dependency Analysis =
Cloud Compatibility 0
Matrix Review & é
Analysis O
Model TCO ﬁ

Optimization

Global

« TCO/ROI Analysis

* Cloud Migration
Approach

* Cloud Migration
Roadmap

» Migration Schedule

* Issues/Risk &
Mitigation Plan

» Migration Deliverables
& Cost

expertise, local outcomes



Readiness Assessment Report — Key Elements

Noventiq's Assessment Architect goes deep down while analyzing the workloads and present it with the holistic report
for the business leaders aligning ourselves with Microsoft’s approach of Holistic Business Case

i/ Executive Summary Presentation a Databases Assessment Report
~ + High Level View Of Findings & Recommendations W=d « Current State Database Inventory And Architecture
» Optimization Recommendations
N Infrastructure Assessment Report » Migration Strategy And Migration Path
 Current State of Servers / Appliances
» Azure Target State Options & Recommendations Cost Analysis Document
 Projected Operational Costs In Azure Based On The
Target

- Networking Assessment Report
:}'  Current State Of Networking / Connectivity
» Azure Target State Options & Recommendations

 Architecture & Client's Estimated Usage Data
» Operational Optimization Recommendations

——
—> Azure Application Migration Roadmap

 High-level Infrastructure Architecture Design
(Including RBAC, DR, Backup, & Other Considerations)

» Migration Plan & Cost Of Migration Effort
 Post-migration Operational Model
(‘2‘.‘ NOVENTIO Global expertise, local outcomes

— Applications Assessment Report
</>] « Current State Application Inventory And Architecture
» Optimization Recommendations
» Migration Strategy And Migration Path
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Planning and Designing
Phase

Noventig’s approach to the Ready stage of CAF
from Microsoft Azure




Well Architected Framework

Noventiq applies the framework to optimize the workloads on the five pillars.

V4

3.

Operations
Excellence

Run, Manage and
Monitor production
workload to deliver
business value and

continuous

Improvements on
supporting process

and events

(73 NOVENTIO

Security

Protecting
Information,
systems, and assets
from outside world
with risk
assessment,
unplanned failures
and deployment
strategies

Reliability

Auto Recover
Workload from
Infrastructure,
power system
failures with
Dynamic resource
management to
meet operational
threshold

&

Performance
Efficiency

Use Computing
Resources efficiently
to support on
demand change for
delivering
workloads with
Maximum
performance to
meet the SLA

o

[e]

Cost Optimization

Avoid and Eliminate
unnecessary cost or
replace resources with
cost-effective
resources without
impacting the,
performance, best
practices and business
needs.

Global expertise, local outcomes



Critical Design Areas

Noventiq employs these guidelines to assist clients in pursuing the best possible design for the intended architecture.

Enterprise

r

L

e

=l

Business Continuity

CLOUD STRATEGY

and Subscription

Organization

Governance and

Compliance

Management and

Azure AD Tenants Recovery
& EE @) ©
Management Group Security,

Platform Automation

Monitoring

and DevOps

SATdIONIYd NOIS3d

CONTROL FRAMEWORK

(73 NOVENTIO
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Architectural Components

Noventiq Delivery Team works to deploy the below Azure architectural components

§ RBAC

g ‘ Management Plane ‘

E ‘ Data Plane ‘

o

O Subscription

g ‘ Prod ‘

N | | Non-Prod |

< ‘ Isolated ‘
Baseline

‘ Azure Blueprint

‘ Azure Policy

(73 NOVENTIO

Azure Security

Encryption & Secrets

‘ Secrets Management ‘

‘ Key Management ‘

Threat Management

Config Hardening

Firewall

| |
‘ Patch Management ‘
| |
| |

WAF

Security Monitoring

‘ Security Center ‘

Azure Identity

Infra as Code

Identity Protection

‘ Conditional Access ‘

| MFA |

Identity Governance

Self Service mgmt
PIM
‘ Identity Mgmt ‘

Pipeline

‘ Code Repo ‘

‘ Deployment Pipeline ‘

Automation

‘ Terraform/ARM ‘

‘ Automation ‘

‘ PowerShell ‘

Azure Networking

Inter-connectivity

ExpressRoute

VPN

Gateway

Peering's

Virtual Network

VNET and Subnet

Security Groups

Routing

Load Balancer

Service Endpoint

Global expertise, local outcomes

Azure Compute and Storage

PaaS Compute

Azure SQL

SQL Ml

DNS

laaS Compute

VMs

Agents/Extensions

Disks

NIC

Storage

Blob

Managed Disks




Enterprise Landing Zone Setup

| ot |

Digital Enterprise enrollment

Azure Active
> Directory
— - Om Premise Domain
ea Identity and access management Controtier
Management group and subscription organization
Indentity . Tenant root group §
&  subscriptions G &8 g group r)lmgrmt
| evOps team
[ ‘] Resource group(s) | Primary Management Group |
|
|
| T 0 DevOps
Ha | | [ o | [
ault | Git Repository Boards
DC1 DC2 | [ I 1
Ik{ecov ery... | % ‘ ld.cnltily ‘ | Managel:mm ‘ ‘ Cnunelclivily ‘ ® Wiki
Cost Azure l | | | >
management +==} Monitor R iticus
2 Identity Management Connectivity Research Subscription Derno Subscription A1 Staging Subscription A1 Production © PolicySet definitions
S subscription subscription subscription Al o Al i ﬂ:?.;mm;ﬂ:
&r‘ > B | Rooceeeh Subscriotion] —— « Policy assignments
Role Policy Network  Security ose A‘,:, SHES Dema Subscription A2 Staging Subscription A2 subseription A2 Resource templates
enttlement  assignment ‘Watcher Center = Subscriptions *‘7 l
Management l Connectivity Application Production
o subscriptions G subscriptions o Q landing zone 0 subscriptions
[E Dashboards (Azure portal) Azure @ - _ _ = . = B B
: i
DDoS 4> V@[ DNs | | UDR® | |NSGIASGEs) <> Yl [ pns | | UbRe | [NSG/ASGE)
Automation © ey AERIE o P — oo — B E— networ
» » Inventory management
account(s) ‘VNet peerin, g e g S v (s
Update @ Azure DNS . Azure Firewall P 2 l Resource groups(s) [ ‘] Resource groups(s) [ 4]
+ ExpressRoute Application ﬂ -
Log analytics { ? Duhbourds VPN (P25/525) K f;m Application K, Amult
workspace Alertting I ile Share B Apolicat File Shas
pplication . e re
& ‘% e &. 5% - lll“"?UVer.Y-“ ] Recovery...
» 3 :
Subsot Role Policy Nglwnrk Security Role Policy Network Security :
enttlement assignment Watcher Center enttlement  assignment Watcher Center Dashboards Recovery Services Shared ‘ Dashboards Recovery Services Shared
(Azure portal) vault(s) services : {Azure portal) vault(s) services
On-premises systems &_{ Rt &1 C fiix o
~ 7 ] o )
Role Policy Network Security ; Role Policy Network Security
enttlement  assignment ‘Waicher Center ' enttlement  assignment ‘Watcher Center
v O
VM SKU(s) * VM SKU(s)
. = Access credentials “\ * Access credentials
. *+ In-guest policies/DSC ., = In-guest policies/DSC
E_ _____ = Backup policy « Backup policy
= Extensions = Extensions
Compliant Tagging
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VM templates

‘Compliznt
VM templates

Tagging

Deployment.
ipeline(s)

+ Subscription provisioning

« Rale provisioning

- Policy deployment
Platfarm deployment

Global expertise, local outcomes



Enterprise Landing Zone Building Blocks

Enterprise Portal Azure Portal

Enrollment [

I

[
Departments g Sales Engineering
Department Department
— |

|
[ | [ |
Accounts - Europe | |
US Team L Project 1 Project 2
[ |

|
Subscriptions Dev/Test W s bscriptions
N |

Resource Resource
Group Group L
EastUS WESEN)

—

Management Groups

Resource Groups

(_23 NOVENTICO Global expertise, local outcomes



Landing Zone Network Architecture

Hub Management Group P % Additional Resource Groups will be used for Azure resources as required for
better resource management and security control

-
Hub Resource Group(s)* [ﬁ] Non-Prod Management Group % »

On-premises Network HQ " . ="
1 ::Gateway Subnet <'> <‘>

1
1
! . ) Firewall I
1

% , S2SVPN Tunnel Subnet @ I
1 |

Dev Resource Group(s)* &
oo _______DevResourceGroup(s) ")

i v <oy

VNet : | Lo
Peering /”10.xx.xx.xx/yy 1 @l 1
! | |

| |

(Bidirectional) I
1 Dev VNet " I . I
| (Spoke 1) Loz N e W (e ) &

I

|

I

|

I

|

I

|

I

|
1 1 I
| I=-=-=-==-=-==== . 1
: I I Management <> Ip// Test Resource Group(s)* [."]
525 VPN Tunnel l el @ : 1= SITTTTC oL LTI !

ﬁ i | CHITTTD T
|

Lbomm e 1 A A

11 10xx K xx¥zz
11 l_1O.xx.xx.xx/zz

On-premises Network Site 2 -1 """ ==-==-===-=

| | | 1
I I ! |
1 1
] I 1 Oix.x_x.xi/zi ________ I ): I 11 11 | |
______________ 1 1 1 1 | I 1 1 1
| ST e [ty 0 @ @ @
. I <-> I Peering : Test VNet I 11 11 1 :
VPN Client ' | (Bidirectional) | (Spoke 2) L0000z 10000007z, a 100z D
|

|
| SIEM I
D . P2S VPN Tunnel | Subnet @ 1
|
|
F =3 '
|

I

I

I

I

I

I

I

I

I

I

I
o
AV

10.XX.XX.XX/Z2Z ! N
| |
|
|
' | I Prod Resource Group(s)* E."]
| WAF I I /11 N\ |- ———-——— === = =
HTTP/HTTPS | | I : --- |I—=- |I—== I
« . d Subnet L et N , < {0 <> .
w : 10.XX.XX.XX/yy | @ | | (Bidirectional) NI 1 1 1 1 1 1 :
I ' ! 1 10.XXXXXX/YY 1 | @ 11 @I |
Internet I Hub 1 | 1 | I 11 1 | I
1 VN t I | | 1 Prod VNet I P P : |
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Hub and Spoke Topology

Q
Q

T
b
e
e

_Itls PI‘OS and Cons!! Spoke 1 Subnets i :_-_____;_<"I'> i Spoke 3 Subnets
 _Spoke2VNer/!s | | EEER - | _ Spoke 3 VNet |
— ][] 54_
I—————=——--- 1 —>: El @ :4_ I——————-=---- 1

Hub Subnets

1 | 1 1 1
' | i | |
1 | 1
IR CINY | Gatewy 1 | IR OO
: Spoke 2 Subnets : : oubnet : ®|  Spoke 4 Subnets :
| _Spoke2Net !y 'Tuup_vyst_ T_: L _Spoke 4 WNetes,
P2S VPN 525 VPN
Tunnel Tunnel
Ll
= A
VPN Client On-premises On-premises
Network HQ Network Site 2
Hub & Spoke = Easier to manage shared services * Single point of failure
= Lower licensing costs = Overhead of managing UDRs
= Improved segregation
= Easy to scale
Simplified *  No single point of failure * Duplication of shared services (Firewall, SIEM)

= Higher licensing costs
= Challenging to scale
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Cloud Migration Phase

Noveniq's approach to complete Migration
of any workload to Azure




Cloud Migration Factory

Why Noventiq chose the Migration Factory Approach to Migrate the workloads to Azure

*  Multi-Cloud Transformation
Strategy

* Fast Pace, Consistent, Secure Microsoft Azure
Bulk Infrastructure Migration
Execution at Scale

* Tool Based Readiness

Assessment
*  Microsoft CAF Aligned Landing
ZO ne Deployment AUto mation Assessment & Planning Prepare/Schedule Rehost/Refactor Validation Test Release/Deploy
M Secu rity Gua rd raiIs Dep|0yment Migration Batch = Verify VM Image & = Service Validation »  CI/CD Pipeline
. . Preparation Configuration *  Accessibility Build &
& Mlg rat|0n Pre—CheCkS E Issues & Risk Replication E Functionality Management
Mitigation Plan *  Application Testing * App Code/
° 1 1 1 1 g . Rollback Pl U de, Re- . Perfe Pack
App|lcatlon MOdern|Zat|on e . M‘i)graiicon = plgtgfr:rni&e Tist‘i,rrl;ame Daccpligyemcnt!
. . . Scheduling Containerization Release
® Conta|ner|zat|on Strategy E Communication - Database Upgrade * Container
Planning o and/or _I'“Iigration o o Registration
» DevOps Framework & Services s
gation
* Non-Microsoft Platform based Hypercare Support, Cloud Security & Compliance, Agile Project Management & Governance
Application Migration
*5QL or NoSQL Database Execution Guardrails for Platform Agnostic Cloud Strategy to deploy workloads
Migrations

in Cloud Ecosystem at the Scale to meet Business Demand, Securely & Reliably

(_23 NOVENTICO Global expertise, local outcomes



Cross Cloud Migration Mapping

«

Azure
subscription

EEE
w ED !& E.E i' docker ﬁ@

Application Active Mail
Server Directory Servers Database Warehouse

Database  \arehouse
Data Lambda HDFS Database

Pipeline Function Cluster

@ T €@

Code Build Cod Noventiq determines & leverages Cloud Native or 3" Party
ode Bui ode Code Deploy AWS IOT . . . . . . .
Pipeline Readiness Assessment, Migration or Migration Validation Tools.

(_23 NOVENTICO Global expertise, local outcomes
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| Site Recovery I 0] Custom Build & Integration
Google Cloud Al Plastorm Cloug o e Optimized 05 | ! ‘
| I el DD
) I a I App Service DD
@ GDF | 1 Azure . ..
- Container Kubernetes
! Bitbucket : DevOps Registries Servi
Cloud Run BigQuery Cloud Container Cloud ucke 1 SIVICES
oegioyment Registry Dataprep | code source ) 1
| ’%
! : (oT Hub Machine
| ! Learning Analysis
| 1 Services
DCl ”EI " Kgy C\CG\OT Cloud SQL F[II\ d I I @ k
wew o e : ' GitHub code I ¢$ r
———————————————————————— | v $ o
' )
..l. | ! E Media
-..- a azon [ 1 Services Stream Azure Synapse
[T Web Sewlcesm I A | Data Factory Analytics Analytics
|
Athena Beanstalk Dynamo DB ! I I I
‘ g : @
= 1 Azure Database ! Q
o o 1 Migration Service I SQL Database Azure SQL MysSQL SQL Data
I |
I I
|
|
|
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Migration Methodology

Noventiq Delivery Team works on the 7Rs Migration methodology to accomplish any migration program.

» { |
—— s
/ \ Rehost
/ ; Sustain
\ ]
e, Determine Relocate
Discover
i ’j Replatform
B =v
Retain Optimize
Repurchase
Retire ’
qR——
— (&) ],
A Refactor
Grow
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On-Premises

R1Re-Locating

Application
Integration (Middleware)

R6 Retaining

Application

R2 Re-Hosting

Application
Integration (Middleware)

R3 Re-Platform R4 Re-Factoring RS Re-Purchasing

Application Application

Integration (M
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Migration Decision Tree

Helping customers to take well informed decisions

. Cost Reduction / Avoidance Risk Reduction Business Transformation
Ty.plcaI.CUSto_mer (i.e. License Renewal, Hardware (i.e. Regulatory Requirements, (i.e. Business Expansion, Merger &
Mlg ration Drivers Refresh, Operational Efficiencies) End of Life H/W, Unsupported Acquisition, Increased Innovation

Application, Audit Compliance) & Agility, Reduced Time to Market)

Cloud Readiness Cloud Readiness Assessment ﬂ
Assessment

Application Security, Risk & Technical Business |

Architecture Compliance Complexity Complexity

Assessment Assessment Scorecard Scorecard

Migration Candidates

Key Determinants
i : > 4 months . No i i Large icati No i
Time Available to Fixed Deadline For Size of Available 9 Is Application @ Transformation

Migrate? Delivery? Investment? End-of-Life? needed?

Yes Small Yes Yes

Migrations i i \
Re-Factor /
Patterns Re-Platform Re-Architect Re-Purchase

(_20‘ NOVENTICO Global expertise, local outcomes

< 4 months
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Testing and Cut Over
Hand Holding

Final Phases of Noventiq's Digitalization Journey




Migration Testing Methodology

Methodoloy which Noventiq applies in the Testing and CutOver Phase.

Industry
Best

Validation Practice
Testing

Testing and
CutOver

Process
Validation

Common
Challenges 04

(_23 NOVENTICO Global expertise, local outcomes



Cloud Migration Testing
Types of Cloud Migration Testing which Noventiq employs at this phase

NETWORK TESTING

SYSTEM TESTING

&

MULTI TENANCY TESTING

\ O\

INTEROPERATABILITY

TESTING
PERFORMANCE TESTING @

AVAILABALITY TESTING Q

(_2'0‘ NOVENTICO Global expertise, local outcomes

SECURITY TESTING

O N NN W

© -
-~ -
-« - -

DISASTER RECOVERY
TESTING

LOAD TESTING



Migration Testing - It's Benefits

Push the Environment
to the limits

Process applies to all

software Migration

Errors can be
spotted early

(73 NOVENTIO

Compare between
Legacy and
Migrated
Environment

Testing mitigates
the hidden risks of
Cloud Migration

Up-to-date
infrastructure at the
time of Cut Over

Global expertise, local outcomes



Deliverables of Each Migration Phases

Noventiq's Delivery Team, keeps the customer always informed with clear demarcation of Deliverables of each phase.

Assessment and Discovery

o Infra and App Analysis
and Discovery

o App to Infra Mapping

o App Dependency
Assessment

o Workload
Categorization

o Calculating TCO

Deliverables:

o Scope, RACI, roadmap of
project

o Assessment report and
Recommendation

o TCO report

(73 NOVENTIO

o Design Landing zone on Azure

o Plan security at all layers

o Prepare Migration Plans and
Deployment Plans

o DR & HA strategy

Deliverables:

o Technical Platform Design
document

o Workload Migration Solution

Cloud Migration

o Build Landing Zone on Azure
Configure Infrastructure and
Application

o ldentify cutover window,
initiate test failover &
validate migration status

o Execution of Migration
Waves

Deliverables:

o Build and Configuration
Guide
o Workload Migration Guide

o Deployment and Migration Plan o Migration Evaluation Report

Testing and Cutover

Preparing test plan and test
cases

Performing functional testing.
Coordinating business testing.
Performing performance
testing.

Performing UAT and patch
testing

Handover and Training

Deliverables:

(@]
(@]
(@)

Test plan and test cases report.
Test exit report.

System goes live in the new
platform on Cloud

Global expertise, local outcomes
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Cloud Computing PMOs

By focusing on the lessons learned and
management best practices that can be
focused, improved, and then defused to the
business, Noventiq seeks to create a
mechanism for management to build clear
lines of communication on what is a quickly
growing technology.




Program Management & Governance

Noventiq'’s Delivery Team works in the Agile Methodology which keeps us abreast of the timelines and deliverables
around them and managing any unexpected change and request during the process.

These determine KPIs, reports
and other metrics, per user, in
order to monitor that the
process is working as agreed

Mapping processes to
determine the starting

Evaluation 5 S point and the "Actual State”
and

Monitoring

Evaluation of
processes and
current structure

of the company

Weekly delivery of developments
for the end user to operate and
request for changes. It is IDEAL that

; Application N Slrtestelteenleeriiicticteesl
the end user is part of the process ey _Q_ [ A —
of development and testing i J:dc = MethOdOlOgy 2> >

<

L tat Optimize a process with a
il itlisiinigt Suggestions for P P

; right combination of
improvement

%O e and process technologies

optimization

A et 2 SCRUM PROCESS

design | O ,
togetherwith [ 1]
the client O |

£

SCRUM MASTER

2

DAILY STAND UP ”

we choose technologies and review
options with the client. The client is
part of the project from the very

beginning and feedback is VITAL ”VISlON . - -
=t

USER STORIES SPRINT BACKLOG
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Enablement Factory Deliverables

We at Noventiq treats our Management Program Office as an Enablement Factory with demarcated Deliverables to
enhance the process.

Gate #1

Eligibility Criteria

* Workload
Compeatibilities

Gate #2
Factory Readiness

Develop low-level
designs

Gate #3
Landing Zone

Develop target shell

Build compute,

Gate #4
Workload Migration

Play runbooks

Modernize workloads

Run test cases

Validate functional

Gate #6

Workload
Certification

Sent out validation
summary report

* Application » Develop architectures storage, network, . Move containers and non-functional Sent out application
Dependency Analysis Develop database, middleware, parameters functional testing
. i * Build applications . .
modernisation plans ?grlgae;?w Ier:i]:g]t?g’n PP Validate security report
+ Configure data mplian
+ Develop proof of Begin st y 9 :;’ ul?ré?n gsts Sen]:c out .
concept reference /(:gp;r;icsafc)i?fe creation . |ntegrate data 9 per o;mance testing
. repor
* ldentify the right cloud Set " * Synchronization of E;T;E?rr\;ks h
migration tools etup security data Gat (eref?%rtih
itor i signed-off by the
playbooks, test plans, o / no-go call ) J
success criteria, best 9 9 ' Gat _f?r 3rd party
practices, and create certr |cat||on
blueprints (optional)
Provide KT and
deployment
. document
N N ~
Assess, Design & Build Build, Deploy & Migrate Validate & Test
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Engagement Activities

Our Program Management Team work very closely with customer’s SPOC on Stake Holder Management, Resource
Mapping, Blocking Calendar for Reviews and having the Communication Plan in place for smooth delivery.

Stake Holder Alignment

Program Sponsor
(Business Owners)

.

—  Executive Stakeholders

J

|\

— Project Manager

J

|\

— Technical Teams

|\

J

Program Sponsor
(Country Head/MD)

.

MSP VP/Delivery Head

J

.

Client Success Manager
& Project Manager

J

.

(73 NOVENTIO

Project Delivery Leads
/Architects

J

Due-Diligence
Project Kick-Off
Monthly Steering Committee

g 2]

Due-Diligence B
Project Kick-Off BB
Monthly Steering Committee
Weekly Project Review (Optional)

Due-Diligence

Project Kick-Off EH
Weekly Project Review &
Daily Scrum Meeting

DN N N NN

AN

Blocking Calendars Communication Plan

Weekly Project KPI Report
Risk/Issues Communication
Weekly WBSe Tracker
Project Change Review

Schedule Change
Communication

Milestone & Phase Completion

Transition Plan & Status
Updates

Hyper-Care/Operation Go Live
Project Closer Report

Global expertise, local outcomes
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Application Modernization
Noventiq offers the App Modernization as a service to its customer where Code Base is of highest priority.

INFRA REFACTORING

Refactoring a programme entails some design
changes but does not involve significant code
alterations.

CONSIDERATIONS

1. Itis crucial to utilize the codebase and
development skills already in place.

2. When the Agile Methodology is used, and
code portability is a concern

BENEFITS

Use containers or the built-in DevOps to promote
continuous innovation. Easily usable and extensible

programming models, languages, and frameworks
already in existence.
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NO CODE Modernization
Noventiq offers the App Modernization as a service to its customer where Code Base is of highest priority.

Existing application Modernization Deploy

Validate e m{ﬂ
D = On-premises
R — cof-“fert S | | | |€> .................... Pu:bl:ish .................... > I

VM : Container : Azure Container > C)
P = Registry Azure

Container Agnostic Azure DevOps Integration

Platform Agnostic

Utilize Azure to run any Integration of Azure DevOps Server

on-premises and Azure DevOps
Service allows for faster app

Utilize a prescribed platform or

container of your choosing. build your own.

deployment.
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Azure DevOps - Why?

Covers the complete application lifecycle, supports DevOps capabilities, and offers version control, reporting, requirements
management, project management, automated builds, testing, and release management features.

Powerful

With built-in DevOps for continuous innovation and Cloud
Native features, increase corporate agility. By shifting your

programs to the cloud, you may immediately increase the
performance, scalability, and resilience of such apps.

Flexible
E Supports every step of the modernization process for apps,
‘ from lift-and-shift through cloud-native. Utilize virtual
‘ machines, containers, microservices, or serverless to
‘ replicate or update app infrastructure.

Open

Bring your stack, and we'll provide a cloud that can run any
programme in any language on any platform. Build apps
using the language and tools of your choice. Azure supports
your current tool set, allowing you to quickly get up and

running.
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Azure DevOps - Technical Expertise

Continuous Integration (CI)

When we build apps in the cloud and release them to Azure
using Azure Pipelines or Jenkins, it is automatically built,
tested, and errors are found more quickly with each commit.

Continuous Deployment (CD)

Infrastructure as code (IaC) and continuous integration work
together to produce identical deployments, giving us the
freedom to do so whenever we choose. If your CI/CD tests
are successful, you can automate the entire process with
continuous deployment, from code commit to production.

Continuous Learning & Monitoring

When features are prepared, we will be able to provide

them to your consumers safely by utilizing Cl/CD
techniques and monitoring tools. With the help of Azure
Application Insights, we can determine how the
applications are doing and determine whether recent
deployments have improved or worsened things.

(_20‘ NOVE&EIv 1 1 Global expertise, local outcomes



Azure DevOps - Tools and Technology Stack (ABT Approach)

(73 NOVENTIO

ASSESS

|_| 1 i -‘;':‘:'-:_‘h

Cast CloudAtlas®
Highlight Cloud Atlas
BUILD
r“' Azure I I
DevOps
Azure DevOps NetBeans
TEST
Apache Jmeter Selenium

Global expertise, local outcomes
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SQL on Azure - The Best Approach

INNOVATION

Reimagine your business
offerings and operations by
modernizing SQL apps in Azure

FLEXIBLE

Maximize your SQL investments
by migrating to the only cloud
with end-to-end hybrid
infrastructure

(73 NOVENTIO

COST

Save money in Azure by
leveraging your existing licenses
and free upgrades

SECURE

Protect your data with the most
comprehensive set of
compliance and security
offerings in public cloud

LIMITLESS

Guarantee performance at
limitless scale with industry-
leading SLAs and built-in high
availability

Global expertise, local outcomes



Migration Options for your SQL Databases

Destination for SQL workloads in the cloud

—> Modernize to Azure

SQL Server on
premises

mmd Modernize on premises

(73 NOVENTIO

Lift-and-shift to Ml for fully managed database
services. Your app always runs on evergreen
features, avoiding manual patching, upgrade, and
End of Support

Move to PaaS with
Azure SQL Database
Managed Instance (Ml)

Upgrade to SQL Server 2019 on Azure VMs, or
Move to laaS with
Azure SQL VM

Move “as-is” with Resource Provider for auto
backup, patching, etc and get 3 years of Extended
Security Updates* for free for SQL 20012/R2

Upgrade to SQL Server 2019 and
Windows Server 2019

Upgrade on premises

Global expertise, local outcomes



How to pick Azure SQL models and service tiers

User needs

Programming ]

model and
management
control

Service tier
(Data size and HA)

Rehosting
and/or can
tolerate 80
vCore and
100TBs

Fast provisioning
and scalability

Single database

Optimize price-perf
for intermittent and

unpredictable
workloads

Serverless
single database

Shared resource
consumption for
multi-tenant support

Elastic pool

High compatibility
with SQL Server and
native VNET support

Single instance

Migrate smaller
instances to the
cloud at scale

Instance pool

Maintain
control over
O/S, patching,
scaling, HADR

SQL Server on
Azure VM

SQL Server

General Business General General Business General Business General Business
Hyperscale e Hyperscale e s .. on Azure
purpose critical purpose purpose critical purpose critical purpose critical VMs
100 TB 47B 4TB 200 TB 47TB 4TB 8TB 8TB 4TB 8TB 4TB 64 disks
Read-scale Storage Always On Read-scale Storage Storage Always On Storage Always On Storage Always On 80K 10, 800
cluster replication 99.995% HA | cluster replication replication 99.995% HA replication 99.995% HA replication 99.995% HA MBps
99.99% HA 99.99% HA 99.99% HA 99.99% HA 99.99% HA 99.99% HA 99.99% HA
HTAP /
Data
Marts OLTP Rehosting

(73 NOVENTIO
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Comparing Manageability

SQL Server
on Azure VMs

Azure SQL DB
managed instance

Azure SQL
Database

1]
a

Managed by customer

Intelligent performance/security Intelligent performance/security

Managed by
Noventiq's NOC
Services

Applications

Applications Applications

Managed by Microsoft

Machine learning
capability

Database

Database Database

SQL instance-level features

SQL instance-level features SQL instance-level features

High Availability /DR/Backups High Availability/ DR/Backups High Availability/ DR/Backups

Database provision/ Patch/Scaling Database provision/ Patch/Scaling Database provision/ Patch/Scaling

Operating system Operating system Operating system

Virtualization Virtualization Virtualization

Hardware Hardware Hardware

Datacenter management Datacenter management Datacenter management

O
o]
—+
Q



How Noventiq's Advisory Services Helps!

Validate , Secure, Optimize
& Manage (MSP)

Migrate Databases as per the defined

plan
FINISH
Define a migration plan, approach, methodology &
Timeline
Define Capacity and Identify the best
START possible SKU / Licensing Model Fit for

the Databases

Assess Current Infra & Database, Identify
Dependencies & Integrations
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Assessment Output and Way
Forward - Example

HBC Aligned




Deliverables of Each Phases

Noventiq's Delivery Team, keeps the customer always informed with clear demarcation of Deliverables of each phase.

Assessment and Discovery

o Infra and App Analysis and
Discovery

o App to Infra Mapping

o App Dependency
Assessment

o Workload Categorization

o Calculating TCO

Deliverables:

o Assessment report and
Recommendation
o TCO report

o Design Landing zone on Azure

o Plan security at all layers

o Prepare Migration Plans and
Deployment Plans

o DR & HA strategy

Deliverables:

o Scope, RACI, roadmap of project o Technical Platform Design document

o Workload Migration Solution
o Deployment and Migration Plan

Cloud Migration

o Build Landing Zone on Azure
Configure Infrastructure and
Application

o ldentify cutover window, initiate
test failover & validate migration
status

o Execution of Migration Waves

Deliverables:

o Build and Configuration Guide
o Workload Migration Guide

o Migration Evaluation Report

Testing and Cutover

Preparing test plan and test cases
Performing functional testing.
Coordinating business testing.
Performing performance testing.
Performing UAT and patch
testing

o Handover and Training

O O O O O

Deliverables:

o Test plan and test cases report.

o Test exit report.

o System goes live in the new
platform on Cloud

(73 NOVENTIO
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Current Infrastructure Estate

Architects gets deep into the Infrastructure to get the complete details of the landscape

Infrastructure VMs/OS Types

Infrastructure Servers/Application Groups

mCore

® Data & Analytics
84 m Digital Services
® Front-end

m [ntegration
mIT

B Operation

117

®m Partner

(73 NOVENTIO

514

13

114

m Appliance Linux (64-bit)
m CentOS

m IBM AIX

m Linux AWS OVA

m Microsoft Windows

m Microsoft Windows Server
m Oracle Linux

® Red Hat Enterprise Linux

W SUSE Linux Enterprise

Global expertise, local outcomes



Cloud Readiness State

Overall Migration Readiness Operating System Compatibility

1% 1% 2%
31%
97%
68%
m Ready For Azure m Ready For Azure With Conditions = OS Supported on Cloud m Conditionally Supported OS
m Not Ready For Azure m OS Not Compatible
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Categorization Of Apps & Identification Of Risks

Critical (B1-A)

High (B1-B)

Medium (B1-C)

Low (B1-D)

(73 NOVENTIO

Windows 2003 Server In use and is no longer
supported. This is red flag and can cause security issues
going forward

Multiple Legacy version of CentOS / RHEL being used
which is not recommended and should be upgraded to
latest version to ensure continuous support

Some of the Systems are leveraging low spec disks that
should be upgraded as part of the migrations.

The environment has legacy database versions, which
were not suited for this Azure migration, these will have
to be modernized to best suited the deployments.

Global expertise, local outcomes



Engagement Plan

Steering Committee

Business & Project
Excutive

Project Manager

1
1

1

Infrastructure Lead Assesment Lead !
1

1

1

1

1

1

1

1

1

1

. . . 1
Application Lead Security Lead 1
1

1

1

1

1

1

1

1

1

1

1

1

1

Database Lead Solution Architect Lead

’ .
(Z NovenTa




Timeline Definition

Engagement Journey

Handover &

Discovery & Planning Landing Zone Insights Design Implement Migration -Waves Operationalize

- O EEEE—— o EE— @) E— _‘_._.d

Migration Wave Journey

Foundational Setup Extend Domain Database Files.& Data Applicqtion Validation & Operations
Controllers Rehosting ~ Replication Rehosting Testing Handover

_‘_‘_‘_‘_‘_‘_‘d
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Total Cost Of Ownership

Noventiq showcases its customer the breakup of charges along with the services

MANAGED SERVICES
CHARGES AZURE CHARGES

One Time - NoventlQ DC Migration Offering ‘ml One Time — Azure Landing Zone Deployment

Recurring — Noventiq FinOps Services Recurring — Azure Hosting Charges

Recurring — Noventiq Cloud Operations Offering
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Azure Hosting Financial Models
Noventiq clearly showcases the customer all the available Financial Models from Azure

Pay As You Go Model

There is no upfront commitment, and
you only pay for what you use after the
free limit. You can also cancel at any
moment.

Reserve Instance Model

Reduce costs significantly with one-year or three-year
contracts for Windows and Linux virtual machines,
saving up to 72% compared to pay-as-you-go pricing
(VMs)

(/o‘ N Global expertise, local outcomes



(2 NOVENTIQ Why Noventiq?

‘J Global expertise, local outcomes

Revolutionize your business operations with our innovative Azure-based solution
that offers cloud-based services and automation. Our team of experts will
collaborate closely with you to evaluate your current infrastructure and devise a
personalized plan to cater to your distinct requirements. By upgrading to our
future-ready technology, you can reduce costs and enhance performance, and
take the first step towards a successful digital transformation journey.

Revamp your Business with our
Cloud Modernization and
Migration Offer



Global Delivery Capabilities

o)
2

Shared
Services

Pre Sales Standalone
Workshops Deployments

>1000 >800 >1 00,000 Process

Technology

Client Engagements Professional Services Managed Services

* Cloud - Largest proportionof ~ * Supportservices

+ Security activity through delivery

* Modern Workplace « $5K - $100K revenue centres

» Change & Adoption range » Complex projects
delivery at scale $25k
- $250K
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Noventiq's Consultation

Areas in which Noventiq helps customer to achieve Digital Transformation

Datacenter expiration

Eliminate recurring expenses

Defending against cybersecurity threats

Cloud security solutions deployed by
Noventiq like Azure Sentinel, Security Center

Managing constrained budgets

Shifting on-prem operations to Managed
Service Provider like Noventiq

(73 NOVENTIO

Ensuring business continuity

Resilient apps and operations

Improving cash flow

Shift from CAPEX to OPEX

Application innovation

App innovation — Build, Measure and Learn

Global expertise, local outcomes



Unleash the full power of Microsoft with Noventiq's Cloud Center of Excellence
Your trusted partner for innovative solutions!

Noventiq is a leading global solutions and services provider in digital transformation and cybersecurity, a trusted partner in Microsoft Cloud Partner Program with
deep solutions expertise supported by Azure Expert MSP status and 11 Advanced Specialization in Azure, Security, Modern Work and Business Applications.

Noventiq’s Cloud Center of Excellence specializes in multi-cloud environments with a focus on Microsoft technology, coupled with expertise in software, solutions and
proprietary services for transformation, management, security and modernization to enable customers’ success.

25+ 550+ Skills & Certifications

Partnership Professionals = Microsoft: Azure, Microsoft 365 & on-premises solutions

with Microsoft = AWS: Networking, Data, Security

= Google: GWS & GCP

= Virtualization: VMware, Citrix

= Backup & Recovery: Acronis, VMware, Symantec

40+  Project Managers = Unified Communications: AudioCodes, Genesys Cloud, Poly, ASC

AZURE SECURITY
ENGINEER

480+ Engineers
6 Delivery Centers 20+  Architects

1 50 + 0 = Security: McAfee, Checkpoint, TrendMicro, Kaspersky
Azure Managed 100 /0 = Hardware: HP, IBM, Dell, Lenovo
Services Clients Projects Delivery Rate = Database: MS SQL, PostgreSQL, Oracle , MySQL and NoSQL e .

v I 4 N 7 5

. . .
HE Microsoft HHE Microsoft HE Microsoft j i i
.. M Ic ro SOft B Solutions Partner B solutions Partner BN solutions Partner =. thlzessf?aﬁner L gll!ﬁil;gssgﬁner L L 'S\ﬂhfiggssgﬁner
SO|utI0nS Pa rtner Infrastructure Data & Al Digital & App Innovation . . o
Azure Azure Azure Security Modern Work Business Applications

Microsoft Partner

Azure Expert MSP Azure Security Modern Work & Business Applications
RS Microsoft Advanced Specializations: Advanced Specializations: AR Syl

Member of Infra and Database Migration to Cloud Security Adoption and Change Management
Microsoft Intelligent Microsoft Azure Identity and Access Management Calling for Microsoft Teams

Security Association Microsoft Azure Virtual Desktop Threat Protection
&% Microsoft Kubernetes on Microsoft Azure Information Protection and Governance

Teamwork Deployment
Microsoft Low Code Application Development




CLOUD MODERNIZATION AND MIGRATION OFFER

Learn more: www.noventig.com

Click Here To Onboard

(3 NOVENTIO HE Microsoft
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https://cmp-onboarding.azurewebsites.net/

