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& Z) Microsoft Cybersecurity Reference Architecture

S ity O ti Center (SOC . .
Cybersecurity Reference Architecture

| R Microsoft Threat Experts | | R Incident Response, Recovery, & CyberOps Services

April 2019 - https://aka.ms/MCRA | Video Recording | Strategies
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Windows updates

Windows update X4 HM X &

CPU

2 CPU cores

Memory

3.5GB

Hard disk

XA 50 GB O At

.NET Framework

Version 4.6 O] At

CSAT A @7 At

Windows updates

Windows update X4 HHH H&

CPU

4 CPU cores

Memory

16GB

Hard disk

SSD 80GB O] At

.NET Framework

Version 4.6 O| At
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Endpoint scan collection

Network scan collection

Network traffic

2|t E2M Scan ME = of2f ot Zt&L|Ct,

Endpoints2| @ 2= WMISSH =
Endpoints H& 4%  Push® Sele Hsiof 50| X
WMI A{H| A7} EndpointsOfl SHIEA T & X| 2 75' 1|6|_+|_| e A%

Active Directory 2702 32 & AD X LDAP #H2| Sl =%
Azure AD, Office 365, SharePomt Online %! Intune §|0|E{= Microsoft APl &

CSAT.exe 5SMBAH It SA[0f 3071 2| Endpointdi| & 7t (X[CH 150MB)
CPU A2 2F: 1 ~5%

| = 2| AFRE'E 40 ~ 70MB

Network load : Z|C 2F 100MB
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Port number A

443 Outbound TCP Office365, SharePoint Online and AAD Scan

4432 Inbound TCP For the CSAT Portal

8018 Inbound TCP Used by the Enumeration service

8080 Inbound and outbound TCP Used by the Deployment service, used to deploy the

dissolvable agent

8090 Inbound TCP Used by the Analysis service

8288 Inbound TCP Used by the Network service

13
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Firewall Rule Name

File and Printer Sharing 139
(NB-Session-In)

File and Printer Sharing
(SMB-In) 44>

RPC Dynamic Ports
Remote Scheduled Tasks Management | (49152 to 65535)
(RPC)

(*)For Windows Versions older than
1025 10 5000 Windows 7 & Windows Server 2008

Windows Management Instrumentation 135
(DCOM-In)

Windows Management Instrumentation
(WMI-In) ALL ports for svchost.exe
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File & Folder Virus and Spyware 0| 2| 2| 2|AE

%windir%oWTempWcsatWcsat.exe
%windir%#Temptcsatcmat_dwnld.exe
%windir%#System32¥#certutil.exe
%windir%tSystem32#cmd.exe

Installation Requirements OS

Windows 10 Professional or Enterprise, build 1607 or newer
Windows server 2019

Windows server 2016

Windows Server 2012 R2, though not recommended
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Active Directory
SharePoint 2= 2{| 0]~ ] Office 365 B ...

@  softnet365.0nmi... dbbbef34-49ch-.. 797e703b-a0c2- httpsi/fsoftnet3s.. SN

Office 365/Azure

HEE 0|~
softnet365.0nmicrosoft.com

OfZ2l# 0l 1D *

dbb6ef34-49cb-4317-aa33-dc9f2faaci {3

oiZ2lAHolE 2= -

E D AFO]E URL PIl 285t FIHE

Intune

Password, Usern...

SharePoint Online
2| AFOIE URL *

https://softnet365.sharepoint.com

=2t0| 2 E D *

797e703b-a0c2-4433-b919-1bb212b50ce7

Satojgie ef= ¢

M

Password, Username, Secret. 55N,
Social Security Mumber, lll, patient
number, patient ID, IBAM, Bank account.
Account number, Credit card,
MasterCard, Visa, Gender, Income,
Religion, Faith, Belief, Last name,
Private, Breed, Religion, Health, Political
preference, Telephone number, License w
nlate Ane Date of hirth. | oanin data

F

admin@qs-csat.com .

Office 365 / Azure ; | H E O|Z — softnet365.onmicrosoft.com
O{Z2|#0|M ID - dbb6ef34-49ch-4317-aa33-dcof2faac7f3
SharePoint Online : 22| AFO| E URL - https://softnet365.sharepoint.com

Z 20| E D - 797e703b-a0c2-4433-b919-1bb212b50ce7
7|2 E &3 (Scan & 7| E)
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Al=EP 22 HA Holg HEY WA~ | OFA[EE.. Opx|=f 228 LFEf OpA( =L DNS E4E 0|2
PDCWPARKO0T bows 10 Enterprise =7 [ o | UNKNOWN 20194 108  PDCWPARKOO.softnet.cokr

pdows Server 2012 B2 Standard Clzgz =7t [ of ] UNKNOWN 20191 102  SN-INF-CSRDBO1.s0ftnet.

ws Server 2016 Datacenter Cl=aE 2| =% [ 0 | UNKNOWN 20194 108 -DCO1 softnet.co.kr

?E‘!]EEE?{NPO' CI=EE| =7t ED UNKMNOWM 201949 102 SN-BHGO-NPO1 net.cokr
SN WTKIM-NPO2 Cl=E 2| =7 ED UNKNOWN 20191 102 SN-WTKIM-NPOZsoftnet.coks
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SN-INFHOSTO02 =R =3t =3 UNKNOWN 20194 108 SN-INF-HOSTO2.softnet.c
SN-INF-DCO1 e =7t =3 UNKNOWN 20194 102 SN-INF-DCOT.softnet.cokr
SOCINEDC0Z =R %7} [ oi | UNKNOWN 20194 102 2 softnet.cokr
J]RLE%'.‘Z‘\}',.E‘ECT Ci=EzE| =7t EB 2019'9 102 JRLEE-WEB( softnetcokr
SN JHLIM-NPOZ lows 10 Enterprise EEEE 7t [ o | 20191 108 SN-JHLIM-NPOZ softnet.cokr
JRLEE Clicnt01 fows 10 Enterprise LTSC mEE =7t ED UNKNOWN 20194 102 JRLEE-Client01.softnetcokr
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administrator N=Administr..  softnet oue [ER oue . om0 20170101 00 QO LUE =t g &40 F& AL, M. ZEAE 221 v
dwkim CN=dwkimOU...  softnet [ o ] ol ofa . 2019.04.08 512 Ous sinet 7 0 LS ne ML S R O L
shlee CN=shleeOU=... softnet OUe  (OLR . 20190329, 52 Qus
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myshin CN=myshinQ..  softnet 0UR  (OLR . 20190722 2019.05.08. sz QU
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Azure Connect Service Account 2019.10.29. AZURE_CONSVC@Softnet35.onmicros (1) AZURE EMS CONSULTING 14 AP M EE
AEE B3 2019.10.29. chlee@softnet.cokr [OF:] 28 10 28! M EE
kil 2019.10.29. gyang@softnet.co.kr O EENHA MFA Enable Group 5 O MEMEE Intune M H2AH: O EE
gEe 2019.10.29. cwpark@SOFTNET.COKR O EeEHE WIP-WINT0 1 WIP-WINTO O] Lt OB
ga4 20121029, hbyong@SOFTNET.COKR O EeENH BCS Admins 1 M EE

2019.10.29. hhcho@softnet.co.kr [OF:] OO0 2A5HO TS =02 S5 2 HHOOIS AR IIYS SHO E8  OtUR [OR25

BEE 2019.1029.  hhhan@softnet.cokr [OR:2 ABL 2 AD/ADEP/SCCM 1 ABL & F AD/ADEP/SCCM orLg [OR=2=
oEE 2019,10.29, hjhwang @softnet.cokr [OR=E k] Security 3 Network Menitoring Group Mail Accoul O EE
ZEH 2019.10.29.  jkkim@SOFTNET.CO.KR [O}:2 CMSadmin 2 softnet CMS Z+2I Xt o EE
05 [ o ] 2019,10.29, jrlee@softnet.cokr [OF-] LGEEE SCCME 0|88 PMSPIZ2E 22 6 opLg D EE
ZEE 2019.10.29. Jtkim@softnet.co.kr [OR=Eauk] DnsUpdateProxy ] DHCP MB{2t 22 O E3 [OR=2-
g$Ee 2019.10.29. jwpark@softnet.cokr O HENH E=ATD AD/SCCM PIZEp =5 Z2HME g EAT AD/SCCM 2123 orH= O EE
£zY 20191029,  kmhong@softnet.co.ke [O=E R ZAHHAIZE 2 BAAALE-SRER [OR25
o 2019.10.29.  mckim@softnet.cokr [OF:] Exchange Recipient Administrators 1 Users in this group can manage Exchan [0S
2ok 2019.10.29, mskim@softnet.cokr [OF-! Recipient Management 1 Members of this management role grou OR=2=

Azure AD AI’S &EH 22l Azure AD 12 AMEf =9I
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