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% 93 % of organizations are concerned about internal risks. !

Workshop highlights

For most organizations, external cybersecurity risks have been a priority

Discover.the internal risks hidden in for many years. But these organizations are now viewing the risks posed
your environment by trusted insiders as an equal or even greater threat. Organizations are

beginning to recognize the importance of establishing controls that allow
Monitor user behavior and them to quickly identify and manage internal risks.

communications to detect risky
behaviors

the Data Protection Baseline Investigate intelligently and take action
on insider risks

Receive an analysis and report on
findings and associated risks

8 Assess your environment against

Detecting, investigating and acting on malicious and inadvertent
Know the tools and services that can activity in your organlz‘atlon is critical to ensuring trust, creating a safe
o . workplace and protecting company assets.
mitigate risks

The Risk Management and Investigation Workshop provides you
with the information you need to understand internal risk in your

(y Explore the recommendations organization.
and next steps

As your business-critical data expands and your workforce shifts to remote work, having an integrated
approach that can help you quickly identify, classify and act on risky internal user activity is more important

than ever.

By attending this workshop, our experts will work with you to:

Document your internal Show how to detect, Demonstrate ways to Provide the following

risk objectives and investigate and take accelerate your practical steps

strategies. action on internal risks. compliance process depending on your
with the latest needs and objectives

Microsoft technologies

Risk Management and Investigation Workshop
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Presentation and Microsoft Compliance Recommendations
scoping meeting Summary and Next Steps
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User Risk Check uncovers risks that could be detrimental for your organization

The user risk check is the core activity of the Mitigating Compliance and Privacy Risks workshop. The activity is
spread over several weeks to allow time to run over your cloud infrastructure and discover and identify internal
and privacy risks in your organization. User Risk Check leverages Microsoft 365 automated tools and services to
monitor user behavior and communication to uncover inadvertent or malicious behavior that may pose a risk to
your organization.

The automated discovery process will monitor user behavior and communication for:

Presentation and
scoping meeting

Data leaks, accidental oversharing or malicious intent
Data theft by departing employees

Inappropriate text in corporate communication
Sensitive information
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Evaluation of Data Recommendations

Protection Basis Sy alEl and Next Steps
Summary

Internal Risk Communication
Management Compliance

What to expect

At the end of this workshop, Microsoft compliance experts will provide you with:

@ User Risk Verification Report that includes findings @ Data Protection Baseline Assessment Report with
and insights from the automated discovery suggestions and key improvement actions.
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process.

A list

Set of long-term recommendations on your
of recommendations and practical next steps @ compliance strategy, with key initiatives and tactical

that will help mitigate the identified risks. next steps.

A clear view into Microsoft's approach to
mitigating and controlling internal and regulatory

risks.

Why Overcast?

When it comes to compliance, you need an experienced partner.

Contact us today to get started!
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