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Sopra Steria, a trusted partner

Microsoft awards

HE Microsoft

Solutions Partner

Security

Specialist
Identity and Access

Management
Information Protection and
Governance
Threat Protection
Cloud Security

Microsoft Partner
Azure Expert MSP

Bf Microsoft

BEST IN CLASS

Sopra Steria
2022

Cybersecurity market recognition
* NelsonHall Cyber Leader
* ISG Cybersecurity Leader in France & Germany
{? * Forrester Nowtech Cybersecurity
* Forrester Wave Challenger
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Our cyber entity
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DETECT & RESPOND

Detection

Investigation

Response

Threat Intelligence
Vulnerability Management
Command & Control
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PREVENT

Strategie
Gouvernance

Risques

Conformité

Audit technique

Audit offensif
Formation &
sensibilisation
Assistance a RSSI &
sécurité opérationnelle

Protect by Design
Protect Device
Protect Data
Protect Application
Protect Connectivity
Protect Identity
Protect Trust

PROTECT
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Protect content and data

Beliefs & principles

Service Catalog

Reduction of risks related to an attack surface
and impacts, thanks to a multi-layer protection
around the data with:

» Discovery

» Classification / Tagging
» Access and transfer

» Export Control

« Compliance

* Encryption

» Integrity

Ability to respond to data breaches through
interaction with Detect Investigation &
Response teams that can be activated
following a disaster.

Application of our services throughout the
data lifecycle according to its location, the
legislation applied, the volume and its type.

Services

Lifecycle

Data
Location

Data
Volume
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Data Encryption

e Data Data
Data i Access & Transfer & Data
Discovery EEIng < Activity Sharing Destruction
Classification
Controls Controls

Data Integrity
Cloud public Azure Microsoft 365

Managed Devices Unmanaged Devices

Sizing Personal

Data
Type
Managed Devices Database

Risk &
compliance

For risk, compliance,

and legal teams Microsoft
Purview

Unified data
« governance

* For data consumers, data
engineers, data officers

Microsoft Products ~

Defender for Office
Defender for Cloud
Purview

Major references

Sopra Steria: tagging &
classification on M365 50k
users.

Aeronautics: double encryption
of drives & mails in the cloud.
Aeronautics & insurance: DLP
implementation, export control
& compliance
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Protect datas

By Sopra Steria

Our assessment service

1 scoping workshop Increase visibility on your attack surface

2 days assessment by our experts

1 audit report with improvement plan Leverage your existing protection solution

1 restitution workshop

Scoping
Py
Assess
. 9
Plan ‘

Report
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Your benefits

Reduce your attack surface

Improve your Cloud Security Posture
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Services Design Conseil Expertise
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Data Encryption ',
Data Data
Data
lifecuels Data Tosaing & Access & Transfer & Data
Y Discovery s Activity Sharing Destruction
Classification
Controls Controls
Data Integrity
Cloud public Azure Microsoft 365
Data
Location
Managed Devices Unmanaged Devices
*s,
s,
.
Personal .:'
Data Data
Volume Type
Managed Devices Database
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Meet our experts
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Microsoft Cyber Security practice manager Protect DATA product manager
sebastien.roche@soprasteria.com sebastien.monnot@soprasteria.com
06 71 16 08 71

Stephane Mathieu

DUMOND FERNANDES
Protect ENDPOINT product manager Protect DATA product manager
stephane.dumond@soprasteria.com mathieu.fernandes@soprasteria.com

39

David
CASTANER

Protect IDENTITY product manager
david.castaner@soprasteria.com
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