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Sopra Steria, a trusted partner

Microsoft awards

HE Microsoft

Solutions Partner

Security

Specialist
Identity and Access

Management
Information Protection and
Governance
Threat Protection
Cloud Security

Microsoft Partner
Azure Expert MSP

Bf Microsoft

BEST IN CLASS

Sopra Steria
2022

Cybersecurity market recognition
* NelsonHall Cyber Leader
* ISG Cybersecurity Leader in France & Germany
{? * Forrester Nowtech Cybersecurity
* Forrester Wave Challenger
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Our cyber entity
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DETECT & RESPOND

Detection

Investigation

Response

Threat Intelligence
Vulnerability Management
Command & Control
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PREVENT

Strategie
Gouvernance

Risques

Conformité

Audit technique

Audit offensif
Formation &
sensibilisation
Assistance a RSSI &
sécurité opérationnelle

Protect by Design
Protect Device
Protect Data
Protect Application
Protect Connectivity
Protect Identity
Protect Trust

PROTECT
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PROTECT DEVICES

Convictions & principes

Thématiques / domaines d’intervention

Major references

Our added value

e Devices trust enhancement

¢ Risk Reduction

e MDR capabilities enablement

What: Protect Device product
prevents assets connected to
enterprise network from being a
security threat.

Why: All kind of endpoints can
be the entry point of an attack
or initiate lateral movements
allowing the attacker to
complete the killchain.

Mission: Build expertise on
endpoint protection technologies
and an extent view on their top
editors landscape

Value Delivered: Protection
adapted to client risk exposure
and visibility on protection
maturity level

EndPoint Protection Platform
 Mitre Defend matrix coverage
 Antimalware Protection
 Exploit Protection

EndPoint Detect & Response
 Mitre Att&ck matrix coverage
» Zero Day protection

« Insider Protection

Mobile Threat Detection

+ Mitre Att&ck Mobile matrix coverage
* Risk Remediation

» Hardening

Périmetre de protection

Environments— A contextualized protection strategy to the device type

Standard Mobility Hardware  ExtraScope*
l Windows 1 { Mobile ’ (Dpeeggehgm : ’ I or ‘
’- Linux/Unix ‘ { Tablets l —_— =
l Mac0S | [ ioT ’ (Obss‘:lslt;l':zce) 1 I toud ‘

Transportation sector : MDE
deployment
Sopra Steria: MDE deployment

Produits Microsoft

Defender for endpoints 5
Endpoint manager QU

Intune
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Protect devices

By Sopra Steria

Our assessment service

Your benefits

1 scoping workshop Increase visibility on your attack surface

2 days assessment by our experts

Reduce your attack surface

1 audit report with improvement plan Leverage your existing protection solution

1 restitution workshop

Scoping
Py
Assess
. 9
Plan ‘

Report
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The world is how we shape it

Improve your Cloud Security Posture

Range of activities

EndPoint Protection Platform
Mitre Defend matrix coverage
Antimalware Protection
Exploit Protection

EndPoint Detect & Response
Mitre Att&ck matrix coverage
Zero Day protection
Insider Protection

Mobile Threat Detection
Mitre Att&ck Mobile matrix coverage
Risk Remediation
Hardening
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Meet our experts
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Microsoft Cyber Security practice manager Protect DATA product manager
sebastien.roche@soprasteria.com sebastien.monnot@soprasteria.com
06 71 16 08 71

Stephane Mathieu

DUMOND FERNANDES
Protect ENDPOINT product manager Protect DATA product manager
stephane.dumond@soprasteria.com mathieu.fernandes@soprasteria.com

40

David
CASTANER

Protect IDENTITY product manager
david.castaner@soprasteria.com
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