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Insider Risk Management Case Study

* Problem

— No matter how many controls were put in the environment to protect against outside threat actors looking
to get in, understanding potential risks within the company was not known. Even with Data Governance
including DLP in place, there was a growing concern about what issues may be developing within the
environment from people that have been provided their permissions to interact with potentially sensitive
information.

- Solution

+ Spyglass worked with the customer to develop policies that were focused on detecting potential risk
associated with activities by employees within the company. By connecting to HR and badging systems,
baselines were able to be created on users which allowed deviations and risks to be monitored.

- Benefits

+ By leveraging Insider Risk Management which was already licensed as part of the Microsoft 365, policies
could be put in place that helped to provide visibility across employees to understand where potential . -
threats could be. While the policies were focused on internal threats, the telemetry being created also . . .
helped determine if there was a potential account breach. - s
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