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Microsoft Insider Risk Management (IRM) Implementation

Protecting organizations from insider threats

The Challenge

Organizations have been building capabilities to protect, monitor, and The Details

react to threats that come from outside their environments, but most lack e 2weeks”

the same level of controls and insights into what is happening within their o $25K*

own environment. Access to sensitive information and systems is e * Cost and duration based
performed daily by people that are inherently trusted based on their roles. on scoping

While trust is often warranted, sometimes either with or without malicious

intent, those trust employees can exfiltrate data, disseminate information Deliverables

internally without approval, and/or cause harm to internal system. « IRM Implementation

: Configuration
Internal issues revolve around how to:

¢ Know what is being shared and by whom

¢ What normal behavior is for people

How to perform deep monitoring while keeping privacy in mind
Being able to perform formal investigations

The Solution

The Spyglass Microsoft IRM Implementation focuses on closing the
gap of securely monitoring, reporting, and responding to potential
threats from entities that are within the organizational walls while still
maintaining the necessary security and privacy for those entities. While
the focus is on the entities inside the company, IRM relies on other
solutions within the Purview stack to help address the necessary
identity and data protection components that need to be accounted for
to help prevent the access and exfiltration of any data that should not
be performed.

The implementation of IRM will focus on the following key components:
e Assessing existing controls.
o Defining use cases for Insider Risk Management.
¢ Implementing controls for those use cases

Spyglass MTG Can Help!

We can help you protect your organization from insider threats. Contact us today!

About Spyglass MTG- A Women Owned/Women Led Company
For over 15 years, we'’ve closely partnered with Microsoft to bring their vast and expanding suite of enterprise solutions to clients—from

better apps to powerful analytics to cloud flexibility. We can help you enhance, implement, integrate, support and procure your Microsoft
products. You'll solve business problems and leverage the platform to increase maximum business productivity and results within your
organization.
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