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Stay on top Cybersecurity

From Cyber Security to Business Continuity

NSOC360 is a cloud cybersecurity platform for organizations
and MSPs to monitor, manage and secure their client’s
environment, in the Cloud or On-Premises.

The Platform protects cloud applications by auditing &
monitoring security policy enrollment to significantly reduce
the risk of a security breach.

It allows companies and service providers to stay on top of
the cyber security, eliminate vulnerabilities and prevent
threats.
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Protecting your security perimeter

Plan your Cyber Security Risk Management as a
Discipline

It is unclear to most Business Owners what needs to be
done to defend information systems and if their
organizations are well protected.

Business Owners want to know that they have a
trustworthy team and tools that are effectively defending
their information systems.

IT Teams want solutions to quickly and effectively identify,
mitigate, prevent attacks, and report to the Business
Owners.
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Protecting your security perimeter

NSOC360 is an enterprise-ready cybersecurity monitoring solution for threat detection, integrity
monitoring, incident response with relevant outcomes for compliance and governance.

Capitalize on the NSOC360 unified platform to proactively and reactively control risks and acquire a
holistic overview of possible impacts on your business.
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User Intelligence Vulnerabilities Management
]
 Manage Groups and Users across all organizations. « NSOC360 helps you identify vulnerabilities in your
» See the list of Risky Users and apply quick actions network and applications, enabling you to take
- block or delete. proactive measures to mitigate any risks they
« See who is not MFA capable in your organization. may pose.
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Protecting your security perimeter
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Incident Management Governance, Risk, Compliance
]
: Instar?tly .detect Cyber incidentetinbieRy « NSOC360 ensures that your organization remains
organization s compliant with industry standards and
° Track andimanageieyeilinciceiit Sttt regulations, including GDPR, HIPAA, and PCI DSS.

solve the problem.
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Microsoft Office 365 Windows Defender Threat Status
|
« NSOC360 shows all the necessary information NGO el the s srevelee By
about the usage of Office 365 enabling you to T BEEer - Eeesad devices, sy
op;cllrrkllze y.our resourCes iR EICS Users, Vulnerable Software and Security
collaboration e EeeiEEE Recommendations from Microsoft.

» Sharepoint and OneDrive Usage let you know
which files were shared and with whom.

» Various adjustable widgets allow you to see the
usage of storage, pages, files, sites and more.
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Aleks K. k.aleks@nsoc360.com external Users

(Sharepoint, OneDrive),
55

Mark V. markv@nsoc360.com

Q Jonnathan S. jonnathans@nsoc360.com 2.1 Average Parameters Scores

S 0 c HelenT. helent@nsoc360.com ;sz;/

Stay on top Cybersecurity.

Stephen B. stephenb22@nsoc360.com

Daniel D. danield@nsoc360.com

The total number of Risky Users are 21 e
Go to the following link to get the Full List https://app.nsoc360.com/s/riskyUsers 2FA).100

Powered by SQNetworks Cyber Security

Data Shared with
external Users.
(Sharepoint, OneDrive),
92
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Q NSOC360 Azure Risk Assessment Report shows Bhsoc o
the Risks found in Microsoft Azure for your 2. Resilience Level and Compliance of your Organization

od in Users @lsoc o

6. Top Recommended Actions

organization. It reflects how vulnerable is your Total Scanned Asse
organization to Cyber Security Threats in Microsoft -

5
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Azure.

NSOC360 recommmends you to take the following Acti

Secure Score. The Microsoft Secure Score updates ma

Block all Office applications from

creating child proces:
Devices at risk, 85

Q The Azure Report shows what actions need to be
Block untrusted and unsigned

taken to solve these threats according to

Block Win32 API calls from Office

mac

Microsoft.

Block executable content from
email client and webmail

Block executable files from
running unless they meet a prev

Block Office application from

njecting code into other proc

THE AVERAGE RESILIENCE LEVEL OF YOUR ORGANIZATION IS ential stealing from the

ycal security aut

Block Office communication
application from creating child p
Create Safe Links policies for

Compliance score Exposure distribution Exposure score email message:

Set ‘Minimum password age’ to ‘1

or more day(s)’

/3_4\ Turn on Safe Documents for

/ 4.' / Office Clients

] MEDIUM MEDIUM furn on Microsoft
Low, 66 Office 36¢
Medium, 22

High, 12

by SQNetworks Cyb
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3. NSOC360 Heat Map Ghsocze0”
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organization's cybersecurity posture, helping them

make informed decisions about their cybersecurity

strategy.

Q NSOC360 External Risk Assessment does quick

security assessments of your website and firewall

with Continuous security monitoring and Attack

surface discovery with passive scans.

Q NSOC360 Internal Risk Assessment report helps
organizations to find the weak spots in their
critical assets and take corrective action before

attackers exploit them to sabotage their business

or steal confidential data.

®

o parameter at zero!

THE AVERAGE RESILIENCE LEVEL OF YOUR ORGANIZATION IS

4
Ne of guest login users

Good job on decreasing this
indicator.

Compliance score Exposure distribution Exposure score 13

50 50

75

25, /_\75 25,
o MEDIUM 100 ® ® 100 Exposed devices .
ow,
ediul
i

Pay attention to the increase of
11 this indicator.
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NSOC360 Heat Map provides an overview of the scores achieved from the main

parameters for each company. The higher the score the better performance is achieved by

your customers. @1800

2. Resilience Level Comparison

Good Electronics
PJSC, 7

Data shared with external
Users (via Sharepoint &
OneDrive)

aeaoagaagnns

Risky Users(no 2FA)

2.1 Average Parameters Scores

oEEEEnERBas

Powered by SQNetworks Cyber Security

Jowered by SQNetworks Cyk Security

@csoc 360°

7. Top Ten Risky Users
B ky @1300360"
With the information provided by NSOC360 Azure Risky Users, Administrators can find
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About SQNetworks

SQNetworks is a leading business organization related to cyber threats and business intelligence,
helping small to medium enterprises to safeguard their organization from increasing cyber threats

while driving digital modernization initiatives.

SQNetworks Cyber Security BV

Maanweg 174
2516 AB The Haque
The Netherlands

g, +31(0)85489 17 00
&
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