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In today'’s interconnected world, secure, confidential and
accessible IT is essential to nearly every aspect of society,
underpinning our economy, government, national security,
and daily lives. However, this digital dependency has fueled
an unprecedented surge in cybercrime, costing the UK nearly
£30 billion annually.

As attacks grow in volume, speed, and sophistication, the
challenge for organisations to stay secure has never been
greater. To combat these risks, many are partnering with
managed security service providers (MSSPs) to proactively
address key vulnerabilities, including:

e Persistent cyber security attacks

e  Atrisk, legacy infrastructures
e (Changing regulatory compliance requirements
e Financial constraints

e Lack of in-house resourcing

Our Managed Security Operations Centre combats these
issues, by providing businesses of all sizes with enterprise-
level threat detection and incident response capabilities,
without the need for heavy internal resourcing.

London Bristol Manchester

0207 043 7044 0117 9745179 0161 399 1305

Underpinned by Microsoft Sentinel, our award-winning
SOC has been developed to operate within our customers
own Microsoft 365 tenancies, enabling full access and
visibility over the service we deliver, whilst additionally
gaining deep insight into the toolsets we are using.

Offering a range of 24/7 managed security plans, our team
have developed solutions that suit both need and budget.

Dedicated resource for event handling,
endpoint detection and 24/7 monitoring.

SOC MANAGE (XDR)

Monitor plan, & dedicated resource for
alert management and threat reporting.

SOC 360° (MXDR)

Manage plan, & ASR, CSA, Phishing Training,
Vulnerability Assessments.
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A COMPLETE 360°
SECURITY SOLUTION

Split into three core areas, our SOC plans cover a
comprehensive set of core capabilities, to ensure our clients
are supported when they need it most.

These capabilities include:

DETECTION & PREVENTION

e Real-time always-on monitoring

e Advanced threat hunting and detection

e Endpoint detection and response (EDR)

e Internal and external vulnerability scanning

e Migrate and sync relevant services from your existing
platform, into Microsoft 365

e  Microsoft security and compliance monitoring

RESPONSE & INVESTIGATION
e Investigation of risks

o Containment of threats

e Emergency, breach, and incident response

e Forensic investigation

REPORTING & COMPLIANCE

e Educational simulation phishing campaigns
e Vulnerability management

e  Monthly vulnerability assessments

e Internal and external vulnerability scanning

e Regular product reviews and security roadmaps

STRIPEOLT.COM



IN-HOUSE MANAGEMENT

SOC DEPLOY
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We've built these these core capabilities into our managed SOC plans, all of which have been developed to provide you with
the security tools and expertise your business actually needs.

With this solution, your team will be empowered with the security
capabilities of Microsoft Sentinel, and gain the ability to remediate risks

in-house.

We will deploy Microsoft Sentinel into your tenant, configuring the
appropriate SOC tools and frameworks to enable alerts and detect

malicious activity.

URITY PLAN

§ STRIPE OLT

Implementation of Microsoft Sentinel in your
M365 tenant

Configuration of key security toolsets

Deployment of in-house SOC

MANAGED MONITORING (EDR)

SOC MONITOR

INCLUDES SOC DEPLOY

Built to suit IT leaders that need extra

eyes on their environment, our team

provide 24/7 security coverage.

Dedicated Resourcing for Event

Handling

Endpoint Detection and Response

(EDR)

Proactive Threat Hunting

24/7 Monitoring and Support

London

0207 043 7044

hello@stripeolt.com

Bristol

0117 9745179

hello@stripeolt.com

SOC MANAGE

INCLUDES SOC MONITOR

For those that want to take their
business security one step further and
gain a dedicated, team to monitor and

manage their security alerting.

All the capabilities of SOC Monitor

Dedicated Resourcing for Alert
Management

Threat and Vulnerability Reporting

Cloud Security Baseline Monitoring

Shadow IT discovery and

Management

Manchester

0161 399 1305

hello@stripeolt.com

MANAGED MONITORING & ALERTING (XDR) FULLY MANAGED (MXDR)

SOC 360°

INCLUDES SOC MANAGE

SOC 360°, delivers unparalleled
security management. Your business
will benefit from a fully managed
security suite that detects, triages,
and remediates threats in real time, in
addition to user empowerment.

All of the capabilities of SOC
Monitor & Manage

Phishing Attack Simulation and User
Training

Vulnerability Assessments

Attack surface review

Chief Security Advisor (CSA)
insights
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UNDERPINNED BY
DEEP TECHNICAL
EXPERTISE

Our highly certified, UK-based SOC, is comprised of ex-
military personnel, cyber security analysts, SIEM engineers,
ethical hackers and threat intelligence analysts who, as a team,
are a virtual extension of our customers’ in-house IT security
resource.

Utilising a range of bespoke toolsets and configurations,
underpinned by Microsoft security technologies, our experts
protect, detect and respond to cyber security threats in real
time, across your entire M365 Environment.

RESPOND
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MICROSOFT SENTINEL
The ultimate SIEM & SOAR
solution.

MICROSOFT DEFENDER FOR
CLOUD

For posture management & cloud
workload protection.

MICROSOFT DEFENDER FOR
ENDPOINT

Endpoint protection, detection
and response (EDR).

MICROSOFT DEFENDER FOR
IDENTITY

Used to protect client identities

from multiple types of targeted

cyber-attack.

AZURE INFORMATION
PROTECTION

For cloud based data classification,
tracking, protection, and
encryption.

MICROSOFT CLOUD APP
SECURITY

A comprehensive cloud access
security broker.

MICROSOFT INTUNE
For device endpoint management.

MICROSOFT ENTRAID
For identity management and
access control.

AZURE LIGHTHOUSE

To manage and monitor security
across multiple client Azure
environments from a single,
secure control plane.

HE Microsoft
| Partner

Solutions Pa

ma Vicrosoft

Solutions Partner

Modern Work

Specialist
Threat Protection
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Internal Kick Off

Our technical and operations
teams meet internally to discuss
project scope; exploring timeline,

WHAT TO

E X E dependancies and risks. .
CZ) L ) Client Kick Off
— Your organisation and Stripe OLT
- meet to discuss the full SOC and
Transitioning to a new supplier or S infrastructure scope, to confirm
service can feel daunting, but our - next steps, timeline, risks and
. . -_— dependancies.
streamlined onboarding process =
is designed to make it simple. — . .
Discovery & Audit
Through a carefully staged | Our team begin the start of their
technical engagement, with a view
approach, we partner closely to document and create a library
with you to fully understand your of technical assets. This is done to
organisation’s needs, ensuring ensure the scoped infrastructure is
every aspect is set up seamlessly readly for enboarding.
so that you enjoy a high level of (O :
service from day one. E Provisioning &
fa) Ingestion
TthUghOUt your journey V\_/Ith Y During this phase we provision
Stripe OLT, you'll have dedicated < | Azure Sentinel within your
resources at every step. During (@) estate, setting up the technical
onboarding, a dedicated project m foundation. Here our team set up
manager will guide you, and 4 Gap AnaIySiS log ingestion, log collectors and
. build out playbooks.
once live, your Partner Success (@]
Manager will provide consistent Here our team perform a
support and a single point of security gap analysis on your
infrastructure. The core focus
contact to keep your goals on i
here is to document and
track. highlight security risks before
p— O |ive.
- J
Gap Reporting
I
O The Gap Analysis findings are
presented to your team with a
” Z view to improve your security
) P posture, idenfity quick wins and
< . . agree next steps for long-term
/ | Service Go Live risk remediation.
Security monitoring begins. Your
organisation will be provided with
formal documentation including
R
user guides. We'll schdule
upcoming Quarterly Business
Reviews and you'll be introduced to
your Partner Success Manager.
s b g
London Bristol Manchester
0207 043 7044 01179745179 0161 399 1305
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HEAR DIRECTLY
FROM OUR
CLIENTS

London

Stripe OLT’s expertise and prompt response

to any issues have not only strengthened our
security posture but also provided peace of mind
to our entire organisation. We are grateful for
their outstanding support protecting our vital
data and infrastructure

Director of IT
National Healthcare Organisation

We now know we've got eyes on our assets
24 hours a day, 7 days a week and with that
peace of mind, we can focus on other business
critical tasks. The Stripe OLT Sec Ops team

are professional, knowledgeable and always
available when needed.

CTO
Leading Finance Specialist

With trust comes responsibility, and one of
those responsibilities is to make sure we look
after all of the information about our clients.
Having Stripe OLT look after and help protect
that, is a key part of maintaining and continuing
to earn the trust of our clients.

Partner
Top 500 UK Law Firm

Bristol

0207 043 7044 0117 9745179

hello@stripeolt.com hello@stripeolt.com

Manchester

0161 399 1305
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WHY CHOOSE
STRIPE OLT?

24/7 COVERAGE

Using the latest Microsoft security and detection
technologies to hunt for and eliminate malicious actors
before they pose a threat to business, we offer round-the-
clock monitoring of networks, systems, and data to detect
; and respond to security threats as soon as they occur.

! - We're here to alleviate the pressure of hiring and covering
staff inhouse, minimise the potential impact of security
breaches, and protect against attacks from escalating into
large-scale incidents.

UK BASED SOC TEAM

With offices in London, Bristol and Manchester, our team
are based across the UK, working day and night to protect
our clients from global threats.

COST SAVINGS

By outsourcing security requirements to an MSSP like
Stripe OLT, organisations can save on the costs associated
with hiring and training in-house security personnel,
purchasing and maintaining security equipment and
software, and dealing with security incidents. For SME'’s
we estimate building a small, in-house security operations
centre can cost upwards of £300,000.00 - with us you can
benefit from a saving of over 70%.

SCALABILITY

Our flexible Microsoft cloud solutions can be customised
to meet the changing needs of any organisation as it
grows and evolves. In utilising the cloud, you can scale up
or down as needed, without having to invest in additional
resources and only pay for what you use.

HIGHLY CERTIFIED

HE Microsoft

CYBER e .
: ESSENTIALS [ | Solutions Partner
L SO 27001

CREST

CERTIFIED
PLUS

/ CONSORTIUM

London Bristol Manchester
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ABOUT US

WE'RE A HIGHLY ACCREDITED,
AWARD-WINNING
CYBER SECURITY PARTNER

Microsoft Solutions Certified Partner

At Stripe OLT, over the last three years we've invested
heavily in building our Microsoft certifications and as

a result, we are now one of the UK's leading Microsoft

computing computing gy - . megabuyte partners in cloud and security. Our team have the
g(%léﬂence (E:!(%:(Ijlence \:: AB{,}ASRIQSI %Olg(si power to leverage the full capabilities of both Sentinel
Awards Awards and the Modern Workplace - empowering our clients
2021 2022 SPARKes with the Microsoft solutions they need to take back
Winner Winner control of their IT infrastructures.

MSPofthevear  Comseutylt AWARD WINNER COMPANY

CREST - Penetration Testing Certified
Proudly providing services that are underpinned by a

20-year legacy of expertise, and strategically guided
by highly-certified consultants, we support critical
infrastructures in established organisations.

In achieving this globally recognised accreditation,
we've positioned ourselves as a leading provider of
penetration testing services in the UK. In undertaking
these stringent assessments we have demonstrated

) ) that our business processes, data security and testing
As a trusted MSP and MSSP, we deliver tailored

solutions that address the unique challenges of an ever-
evolving technology landscape. Specialising in Microsoft
cloud and security technologies, our commitment to
Microsoft technology is unwavering. We seamlessly
integrate it into our 24/7 operations, offer it as a valued
solution to our clients, and are deeply passionate about
its potential to drive transformation.

methodologies meet the highest standards.

ISO 27001 Accredited

The ISO 27001 certification is a framework that helps
organisations establish, implement, operate, and
manage their information security; acknowledged and
accepted internationally as a leading data security
accreditation.

Leading organisations trust us to be the strategic partner
they need to stay secure, agile, and prepared for the
future.

Computing Cloud Excellence Awards Winner

At Stripe OLT, our mission is to provide secure, cloud-
first business technology that enables transformation,
protects the workplace and delivers results. With two
consecutive wins at the awards in 2021 and 2022, we
have been recognised as both a leading MSP & MSSP.

§ Rail Delivery Group
Bristol # Airport -
© National Rail Megabuyte 100
Moneysupermarket e Vel e Jr
Group ) NHS Confederation e MegaBuyte awards are renowned for
spotlighting the best of the UK's tech sector. Through
exhaustive research backed by Megabuyte's leading
@ H u boo analysts, they celebrate high-performing scale-ups,
dynamic mid-market players, and innovative firms.
HARGREAVES In 2024 we were named as a top 50 emerging star,
LANSDOWN highlighting our expertise within the UK technology
landscape.
London Bristol Manchester

0207 043 7044

hello@stripeolt.com

0117 974 5179

hello@stripeolt.com

0161 399 1305

hello@stripeolt.com



ADDITIONAL
SECURITY
SERVICES

Looking for more? We offer a range of offensive, defensive
and advisory cyber security solutions.

THREAT MANAGEMENT
SERVICES

DIGITAL FOOTPRINT REVIEW

With our Digital Footprint Assessment, business leaders can
gain an in depth understanding into their online presence,
from hidden social media activity to breached credentials
checks. Our ethical hackers have the power to re-create
your digital profile, through the eyes of a malicious actor.

Tailored to senior stakeholders, this service will help leaders
understand the risks associated with vulnerable, open

INCIDENT RESPONSE SERVICES

Stripe OLT's highly certified Incident Response team are here
to help businesses get back on track. Whether it's to help

an organisation recover from an attack or prepare them for a
potential breach with an incident response plan.

Speak to our team for more information.

ADVISORY SERVICES

MICROSOFT 365 SECURITY
GAP ANALYSIS

Our security gap analysis is a technical assessment of your
M365 infrastructure, relating specifically to Microsoft 365
Cloud services. In carrying out this assessment, we'll help
you understand how your technical controls are configured,
where they could be improved and in turn, how to effectively
implement them.

London Bristol Manchester
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CYBER ESSENTIALS PLUS

The Cyber Essentials & Cyber Essentials PLUS
certifications, are government and NCSC backed
accreditations that will help to safeguard your business
against the most common types of cyber-attack.

We are certified by IASME, a licensing certification body
that carries out Cyber Essentials and Cyber Essentials Plus
certifications - you can trust in our team to help guide you
through this process.

OFFENSIVE SERVICES

PENETRATION TESTING SERVICES

We provide five core penetration testing solutions, to cover
a vast range of cloud and on-premises requirements, these

include:

e Mobile

e Web App
e Cloud

e Network

e  Wireless

If you're looking for an offensive cyber security assessment,
conducted by CREST certified ethical hackers, get in touch
today.

RED TEAM ASSESSMENT

This type of simulated cyber-attack takes security testing to
the next level.

With our Red Team Assessment, our ethical hackers will
replicate known cyber-attack Techniques, Tactics and
Procedures (TTPs), acting as an adversary to challenge
the strength of your people, processes, technology, and
physical security.

To view our full list of security services, visit our website

WWW.STRIPEOLT.COM

London Bristol Manchester

D 0207 043 7044 D 01179745179 D 0161 399 1305
&3  hello@stripeolt.com &3 hello@stripeolt.com &3  hello@stripeolt.com STRIPEOLT.COM



gsmlPE OLT

London Bristol Manchester

[J 02070437044 [J 01179745179 [J 0161399 1305
£9  hello@stripeolt.com £  hello@stripeolt.com £ hello@stripeolt.com STRIPEOLT.COM



