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Microsoft
Security Copilot

Proof-of-Value and

Adoption Plan

Move forward confidently along the path
to adopting the power of Generative Al for
Security.

BDO DIGITAL



Prove the Value of Microsoft
Security Copilot

Establish the necessary safeguards against
excessive access and misuse while readying

®
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your group for safe, cost-effective adoption. I GLOBAL CUSTOMERS

BDQO’s Security Al Specialist team is among the best
in the world. We use Microsoft’s latest, Al-powered
platforms to accelerate assessments and reduce the
time to engineer solutions.

BDO brings operational effectiveness to better
understand your IT environment, provides
tailored architecture and detailed posture
insights for identity and devices.
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26) 250+ SECURITY SPECIALISTS

Future-proof your workplace security
to empower your business with BDO.



A Low-Risk, High-Impact Approach

to Al-Powered Security

Security leaders are looking to Generative Al for Security to improve their
performance across operations and engineering. But how do you adopt Microsoft
Security Copilot while safeguarding sensitive data? And how do you justify the

investment?
TYPICAL CLIENT CONCERNS
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Limited Resources Emerging Threats

and Tech

Modern security
teams must invest
heavily in upgrades
and skills to keep
pace with Al-driven

threat actors.

Over allocated
personnel and
financial resources
hinder effective
operations.

Complexity Secure Productivity

Teams need a broad
range of adept
guidance and
advanced technologies
that aren’t available
internally

Complexity requires
advanced tools and
knowledge to manage
effectively.

HOW BDO CAN HELP

J

Guidance & Deployment
Integrate your broader
security ecosystem
safely for threat
visibility, and setup an
evaluation model.

Prove Value - Set up
automation workflows to
reduce incident response
times, improve alert
management and
investigations while
capturing pain points
and metrics

Getting Ready - Get a
winning plan for how
best launch a controlled
adoption while realizing
the highest gains at the
lowest cost



Proof-of-Value and
Adoption Plan Engagement

TYPICAL ONBOARDING

Onboarding clients typically takes just
2-6 weeks.

KEY BENEFITS OF BDO’s SERVICE
» Business and Technical Outcome:

« BDO packages our findings for use by
both risk management and CFO
decision makers

» Acceleration:

e BDO offers tactical steps to help you
progress rapidly with confidence,
drawing on our internal experience,
close collaboration with Microsoft’s
product group, and extensive
experience with clients who have
adopted Al solutions

|ldentify goals, challenges and project
risks. Identify and address
dependencies on people & tech.

PHASE 1
Prepare

Define the technical boundaries, use

PHASE 2 cases and measurements that will

Design fully and quickly prove value.
Integrate systems with Security

PHASE 3 Copilot and empower a cohort of

Deploy users with Promptbooks and threat
intelligence.

PHASE 4 Capture results, assess and frame the

Evaluate cost-effective adoption pathways.



How BDO Helped a Large Healthcare

Nonprofit Standards Firm Assess
Security Copilot

Industry:

>

Healthcare

Brief Company Description:

>

Authoritative scientific
nonprofit organization that
sets standards for the
identity, strength, quality,
and purity of medicines,
food ingredients, and dietary
supplements

Area of Focus:

>

Management controls for
pay-as-you-go spending of
Security Copilot and
excessive security
administrator access of line-
of-business data

Microsoft Security Copilot: POV and Adoption Plan

BUSINESS CHALLENGE

» While exploring

productivity gains from
Copilot, BDO discovered

that that significant
sensitive data was

overshared and surfaced

to unauthorized users

» Security Copilot
inherited the excess
access issue and proved
costly when run using
ad hoc prompts
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SOLUTION -

» With industry-proven
use cases customized
for the client, BDO was
able to prove the value
of Security Copilot for
key operational metrics
for threat hunting,
investigations, and
training

» BDO provided an access
model, dashboard and
prompt library to limit
costs

» BDO used existing tools
to limit security admin
access to line-of-
business data

For the proof-of-value use
case, Copilot seamlessly
adopted the new protections E
and no longer surfaced
sensitive information to
security administrators

Client has an adoption plan
for adding use cases over
time as access controls are
deployed

Related investigation-
metrics have improved by
over 20% using BDO's
targeted prompting
approach with cost control




Resources

Get Started with BDO Digital and Microsoft Security Copilot

BDO Cybersecurity Everything To Know Data Security’s Role in BDO Digital
Solutions About Microsoft Your Microsoft Copilot Digital Transformation, Al &
Security Copilot Journey IT Consulting Services
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http://www.bdo.com/services/bdo-digital/cybersecurity
http://www.bdo.com/services/bdo-digital/cybersecurity?SOURCE=MSCMP
http://www.bdo.com/services/bdo-digital/cybersecurity?SOURCE=MSFTCMP
https://www.bdo.com/services/bdo-digital#contact?SOURCE=MSFTCMP
https://www.bdo.com/services/bdo-digital?SOURCE=MSFTCMP
https://www.bdo.com/services/bdo-digital?SOURCE=MSCMP
https://www.bdo.com/services/bdo-digital
https://www.bdo.com/insights/digital/data-security-a-key-component-of-your-copilot-journey
https://www.bdo.com/insights/digital/data-security-a-key-component-of-your-copilot-journey?SOURCE=MSFTCMP
https://www.bdo.com/insights/digital/everything-to-know-about-microsoft-security-copilot
https://www.bdo.com/insights/digital/data-security-a-key-component-of-your-copilot-journey
https://www.bdo.com/insights/digital/everything-to-know-about-microsoft-security-copilot
https://www.bdo.com/insights/digital/everything-to-know-about-microsoft-security-copilot?SOURCE=MSFTCMP

Trust BDO As Your Microsoft Partner

Strategic Alliance for your Success

Microsoft Practice by the numbers:

450+ Microsoft Certified Professionals
250+ certified Security Specialists
$5OOM Technology Solutions Delivered

130+ Managed Security Clients

CLICK TO LEARN MORE »
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PEOPLE

119,000+

&

COUNTRIES AND
TERRITORIES

166

BDO DIGITAL
PROFESSIONALS

12,000

OFFICES

1,800


https://www.bdo.com/insights/press-releases/bdo-global-announces-recognition-as-winner-of-multiple-2024-microsoft-partner-of-the-year-awards?SOURCE=MSFTCMP

‘BDO’, ‘we’, ‘us’, and ‘our’ refer to one or more of BDO International Limited, its network of independent member firms
(‘the BDO network’), and their related entities.

The BDO network is an international network of independent public accounting, tax and advisory firms which are members
of BDO International Limited and perform professional services under the name and style of BDO (hereafter: ‘BDO Member
Firms’). BDO International Limited is a UK company limited by guarantee. It is the governing entity of the BDO network.

Service provision within the BDO network is coordinated by Brussels Worldwide Services BV, a limited liability company
incorporated in Belgium. Each of BDO International Limited, Brussels Worldwide Services BV and the BDO Member Firms is
a separate legal entity and has no liability for another entity’s acts or omissions. Nothing in the arrangements or rules of
the BDO network shall constitute or imply an agency relationship or a partnership between BDO International Limited,
Brussels Worldwide Services BV and/or the BDO Member Firms. Neither BDO International Limited nor any other central
entities of the BDO network provide services to clients.

BDO is the brand name for the BDO network and for each of the BDO Member Firms.

© Brussels Worldwide Services

BDO
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