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E-Vigilant – Alerts and Notifications – Use Cases

Business Driven Notification

• Notify the right people

• People involved in the 
incident

• End user

• Management/Upper 
Management

• Technology and 
business

Business Driven Actions 

• Business risk-based 
actions

• Workflow based alerts 
and notifications

• SLAs 

• Actions to be 
performed based on 
impact

• Enforcement 

• Escalations

Seamless user experience

• Centralized user 
notifications via Teams

• Centralized administrator 
view via E-Visor/E-Visor 
for Teams*

* Q2 CY2020, Available today in PowerBI



E-Suite – Alerts - Business driven actions

Organization-based
• Individual who performed action
• Upper Management 
• Owner of process/document

Content-Based
• Content related notifications

Risk-Based
• Risk-based, as defined by the organization

Others
• Additional considerations
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Business Driven Actions

Block
• Block user access via conditional access rule (Mitigation)
• Upper Management 
• Owner of process/document

Disable
• Content related notifications

Risk-Based
• Risk-based, as defined by the organization

Others
• Exceptions



Seamless User Experience

End-User
• Block user access via conditional access rule (Mitigation)
• Upper Management 
• Owner of process/document

Administrator
• Content related notifications

Management
• Risk-based defined by the organization

Others
• Exceptions
• Ticket management system



E-Vigilant - Business driven notifications
E-mail DLP [Example]
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M365 Information Protection [E-Mail] - PCI
• Simon tries to send dozens of credit card numbers via e-mail to multiple external recipients; DLP detects and 

blocks; E-Vigilant notifies his manager, and the SecOps team to follow up on this incident
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E-Vigilant for M365 Information Protection [PCI]

• User Tries to send sensitive financial information outside of the 
organization

• Microsoft DLP Blocks attempt

• E-Vigilant provides user follow-up

















E-Vigilant for M365 Information Protection [PCI]

• After DLP PCI incident, manager receives e-mail, e-bot notification













E-Vigilant for M365 Information Protection [Configuration]

• E-Vigilant Configuration



E-Vigilant for M365 Information Protection [E-Mail]

• Ana tries to send more than 10 Colombian citizen IDs via e-mail to an external recipient; 
DLP detects and blocks the message; E-Vigilant notifies Ana, her manager, and IT to follow 
up on this incident. 



E-Vigilant for M365 Information Protection [E-Bot]

• E-Vigilant service also notifies user via E-Bot in Microsoft teams



E-Vigilant for M365 Information Protection [Case Management]

• E-Vigilant provides the personal/employees case management [Native Teams app] 



E-Vigilant for M365 Information Protection [Case Management]

• E-Vigilant provides the personal/employees case management [Native Teams app] 


