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Workflow
sent Alert

Bot
Notification

Bot Logging

Bot

Bot Actions .
Interaction




E-Vigilant — Alerts and Notifications — Use Cases @@
o il

Seamless user experience

=

Business Driven Notification Business Driven Actions

e Notify the right people e Business risk-based e Centralized user
e People involved in the actions notifications via Teams
incident e Workflow based alerts e Centralized administrator
e End user and notifications view via E-Visor/E-Visor
e Management/Upper * SLAs for Teams*
Management e Actions to be
e Technology and performed based on
business impact

e Enforcement
e Escalations

* Q2 CY2020, Available today in PowerBl



a2 E-Suite — Alerts - Business driven actions

Organization-based
* Individual who performed action
* Upper Management
* Owner of process/document

Content-Based
* Content related notifications

Risk-Based

* Risk-based, as defined by the organization

Others

« Additional considerations
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Business Driven Actions

Block

* Block user access via conditional access rule (Mitigation)
* Upper Management
* Owner of process/document

Disable

* Content related notifications

Risk-Based

* Risk-based, as defined by the organization

Others

* Exceptions

o
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Seamless User Experience

End-User

* Block user access via conditional access rule (Mitigation)
* Upper Management
* Owner of process/document

Administrator
* Content related notifications

Management
* Risk-based defined by the organization

Others

* Exceptions
* Ticket management system

o



“# E-Vigilant - Business driven notifications
E-mail DLP [Example]
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E - Vigilant &b
M365 Information Protection [E-Mail] - PC

« Simon tries to send dozens of credit card numbers via e-mail to multiple external recipients; DLP detects and
blocks; E-Vigilant notifies his manager, and the SecOps team to follow up on this incident

— E P ‘ Sam

E-with with PCI data : , - External E-mail
.......................................................... > [J Office365 % cevescreresucnsescsircsecacescssp . Personal

e — Recipients g
E é Lt ® . R £ mail
Outside

D
Alerts, Notifications, and actions ,
[Justification] via E-mail, E-Bot and
Teams app ﬁ
Workflo.w-based Business
Actions Rules
e oeessccecsecsceccosssssscccessssssccccsecsssccsssssccccssssssans E-\Iigilant for DLP
Alerts. Notifications. and actions IT focused Alerts, Notifications, and Case TeCh.nlcaI
. [Justificati'on Escalate I-{pprove Etc.] via Management actions [Justification, Audience
E-mail ’E-Bot an;:I Teams a' ’ Escalate, Approve, Etc.] via E-mail, E-Bot
- ! PP and Teams app

Valeria

End to End Enterprise DLP Activity, Business,
Compliance and technical Incident Management SYGY “*




E-Vigilant for M365 Information Protection [PCI]

e User Tries to send sensitive financial information outside of the
organization

* Microsoft DLP Blocks attempt
* E-Vigilant provides user follow-up

o



8% Mail - Simon - Outle
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Outlook

New message

Favorites

Inbox
Sent ltems
Drafts

Add favorite

Folders

Inbax

Drafts

Sent ltems

Deleted Items

Junk Email

Archive

Motes

Conversation History
RSS Feeds

New folder
Groups

Document Sharing
Mew group

Discover groups

= b

X

145

%]

145

(%]

1640

9 &

©

office.com

&2 Focused =1 Other (& Filter ~

Security notification Hello simon@modern...

Ana =
MNews emergency meeting 5/25/2020
Mo preview is available.

Ana |
Support Meeting 3/25/2020
support team

Ana 5
account2 5/18/2020
Mo preview is available.

Ana E !
> Account Meeting 5/18/2020
Tue 5/19 9:00 AM - 9:30 AM

Event canceled Remove
Sam

Sam shared "Bill paying c... 5/15/2020

Sam shared a file with you Here's the docu...

Sam 1]
* Invoice information  (2) 5/15/2020
Mo preview is available.

Bl Simple Inveicebt
Sam 8 0
> Sales Information (2) 5/15/2020

Sam (Sam@modernworkplacedemo.com) h...

Ana =
Daily Work 5/13/2020
Mo preview is available.

Ana i
» Sales Meeting 5/13/2020

Mo preview is available.

B Send

To ° sam@nwnow.com X

(Eg o raulputoy16@hotmail.com >

Detail information

D Sales Forecast Tracker.txt
3KB

Sam -

[m Attach rﬁ Sensitivity ]E Discard

Please find attached the information discussed in our last session. As discussed, do not share (for your eyes only).

Thanks!

Simon

AIP Review

& (No subject)

X

I
I
Il
Il
@
>

X b

2

& Detail information *

5

=

o

Bcc

Draft saved at 10:37 PM




8% Mail - Simon - Outlook
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Outlook

New message

Favorites

Inbox
Sent ltems
Drafts

Add favorite

Folders

Inbox

Drafts

Sent ltems
Deleted ltems
Junk Email
Archive

Notes

145

145

1640

Conversation History

RSS Feeds

MNew folder

Groups

Document Sharing

MNew group

Discover aroups

O &

]E Delete

©

O

®

i

office.com

Wed 7/29/2020 10:38 PM

. . dev AG#2
= Archive ® Junk Q/ Sweep Bl Maveto v Categorize > (D Snooze “) Undo = 'T'i:;gr?’owe:z:DDAM
& Focused =) Other Filter Detail information bav
Microsoft Outlook @ (@D Tosend this message again, click here.
> Detail information 10:38 PM
Your message couldn't be delivered to mul... Microsoft Outlook
@ % >

Microsoft Cloud App security

Security notification T:18PM

Security notification Hello simon@meodern...

Last week
Microsoft Audio Conferencing

Audio Conferencing for Mi... Tue 7/21
— Audio Conferencing for Microsoft Teams ...

This month

Juan Carlos Najera (Synergy Advisor [&] |

? Synergy meet month Fri 7/17
Mon 7/20 4:00 PM - 5:30 PM

Event canceled Remove

Juan Carlos Najera (Synergy Advisc [&] |

» QA Esuiste Fri 7/17
Mon 7/20 12:30 PM - 1:30 PM
Event canceled Remove

Juan Carlos Najera (Synergy Advisc & |

» AIP Meeting Fri 7/17
Tue 7/21 12:00 PM - 1:30 PM
Event canceled Remove

Juan Carlos Najera (Synergy Advisc & |

7 AIP Meeting Fri 7/17
Tue 7/21 12:00 PM - 1:30 PM
Event canceled Remove

Juan Carlos Najera (Synergy Advisc [& |

Detail information

To: Microsoft Outlock +1 other

E Detail information
12 KB

) Office 365

Your message couldn't be delivered to multiple recipients.

An admin in your organization set up a policy that
blocked your message.

modernworkplacedemo.. . %
Office 365 Multiple domains

Action Required Recipients

Blocked by policy

Couldn't deliver the message to the following recipients:
sam@nwnow.com, raulputoy16@hotmail.com

How to Fix It

An admin at modernworkplacedemo.com set up a policy to block
messages that meet specific conditions. Try the following:

® Make sure your message doesn't include information that
shouldn't be shared. For example, remove prohibited words or
attachments, reduce the amount of content, or remove recipients
that shouldn't have access to the information.

If the problem continues, forward this message to your admin at
modernworkplacedemo.com. Although they might not change the
nolicy's conditions. vou can discuss other wavs to deliver vour

& (No subject) *
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U & office.ccom

dev AG #2
= New message ]E[ Delete = Archive ® Junk ™~ 6{ Sweep 1 Moveto v 0 Categorize ™ @ Snooze E| ?—E::;g:cwe:a:gomﬂ
~  Favorites (©) & Focused =] Other Filter ~ Potential DLP policies violation

Inbox 146 O E-Suite notification Service Jo (@ This message was sent with Low importance

Potential DLP policies viol... 10:50 PM
Sent ltems On July 30, 2020 at 5:50 AM, E-Vigilant de... E-Suite notification Service

ES I 01050 g o 9
/ 20 10:50 PM

Drafts 1 @ Microsoft Outlook [GH

? Detail information 10:38 PM
Add favorite Your message couldn't be delivered to mul...

[E] sales Forecast Tr...

~  Folders

o Microsaft Cloud App security On July 30, 2020 at 5:50 AM, E-Vigilant detected one or more viclations of your organization's data lost prevention DLP policies.
p Inbox 146 Securfty nmr_'camn ) TEPM E-Vigilant has detected one or more of your organization's policy rules.
Security notification Hello simon@maodern...
& Drafts 1 Eve
Last week Sensiti
nsitive
B Sent ltems Type & Tarcet recipient inf ti Confid Matched DLP  |Manager
mm Microsoft Audio Conferencing status arget recipient(s) T e '°: SlICEE Policy Rule reponse
il Deleted ltems 1638 "% Audio Conferendng for Mi... Tue 7/21 Items coun
— Audio Conferencing for Microsoft Teams ... To:
©  Junk Email 2jsopzoze EMAL @ sam@nwnow.com _ |EXO - Esuite
This month 6 |smgm5 apg | MESSACE with ® BlockAccess cc 133 65 % Motifications - PCI
= Archive =issisa A attached files ' Information
,' Juan Carlos Najera (Synergy Advisor [E | @ raulputoy16@hotmail.com
Notes ? Synergy meet month Fri 7/17
Mon 7/20 4:00 PM - 5:30 PM Regards
Conversation History
Event canceled Remove

E-Vigilant notification service

RSS Feeds
,’ Juan Carlos Najera (Synergy Advisc & |
MNew folder > QA Esuiste Fri 7117
Mon 7/20 12:30 PM - 1:30 PM
v Groups Event canceled Remove
Document Sharing ,. Juan Carlos Najera (Synergy Advisc [= |
> AIP Meeting Fri 7/17
New group Tue 7/21 12:00 PM - 1:30 PM
Event canceled Remove
Discover aroups
= =] e W & i Juan Carlos Najera (Synergy Advisc [&] |
AL B oo e




microsoft.com

.-

These are some of the options i can help you with:
Request access to a protected file

Request access to a protected file on behalf of another user

@ E-Vigilant 10:30 PM

Warning!
E-"..ﬂ.g'\lam = Hi Simon, July 30, 2020 at 05:50 AM, E-Vigilant
- detected one or more violations of your
bl
organization's data lost prevention (DLP) policies.
Soc E-Vigilant has detectad one or more of your

organization's policy rules

MNo.  User Severity Detail

1 Simon@modernworkplacedemo.com Medium ~

EXO - Esuite Notifications - PCI Information E}EI

Targets:

Cc raulputoy 16@ hotmail.com Member

To sam@ nwnow.com Member

Type Count Confidence
EXO - ESuite Notifications - Sensitive 133 63.0%
Information

(D) Detail

Type your guestions here

E3 A ¢ @@ B B 8 - =




Microsoft Teams #

@® E-Vigilant Chat DLPAlerts About

Q. Search

Last read

é E-Vigilant 10:50 PM

Warning!

: Hi Simon, July 30, 2020 at 05:50 AM, E-Vigilant
-BT detected one or more violations of your
organization’s data lost prevention (DLP)

policies. E-Vigilant has detectad one or more of
your organization's policy rules

MNo. User Severity Detail

1 Simon@modernworkplacedemo.com Medium -~

EXO - Esuite Motifications - PCI Information 'g’g
Targets:

Ce raulputoy 16@ hatmail com
To sam @nwnow.com

rmis
mb:

Type Count Confidence
EXO - ESuite Notifications - Sensitive 133 B50%
Information

@ Detail E' Justify

@ E-Vigilant 11:00 P
Please enter your justification

1104 PM
Qur partner MWMNow (Sam) requested access to some of our shared customers information

@ -Vigilant 4 P
Are you sure you want proceed with the justification: * Our partner
MWHMow [Sam] requested access to some of our shared customers
information '?

Yes No

1104 PM
Yes ®
E-Vigiant 1104 P
This may take few seconds, please wait...
Your justification has been saved successfully. Case |d: 24b04b9e-543d-49b5-8fe5-27d4b37d2cdd
Help
Type your questions here
e @ S g ... B




Name Simon
UPHN simon@modernworkplacedemo.com
Company Modern Inc
Department Accounting
Job Title Accountant lead
Search [T, 4
Manager reponse Insident id Event date I Type B Status ¥ From Action Target recipient(s) Justification Sensitive information items count Confidence 38 Matched DLP policy r
@ oms BOF25653-0358-CEDD-3600-05 D6 244AFFFE 2020-07-30T05:38:25 E-Mail message with sttsched files @® Open com . Cur partner MWHow (Sam) requested scoess to 133 EXO - Esuite Notifications -
. L com some of our shared customers information Information
L] raulputoy 18@hotmail com
- m 98B70952-BESE-4C4A-516A-CBIDECAS319C 202007-26T02:30:15.02 | Attempt for sharing using ShareFoint | @ com . We 2r2 sharing this D= 2nd soditionsl contractor | 12 EXO - Exuite Notifications -
. L] bz info to our business partner/customer who Information
those i for Q2
© ravlputoy 1E@gmai. com engagements. (I
@ ana@nwnow.com
0o m SE0EERAE-COAZ-4250-55TF-ECTSBCIEF ICE 2020-07-28T02:30:18.02 | E-Mail message with attached files @ Closed com - Mot allowed, proceed to escalate 31 SFO/OD4BTeams - Exuite
Matifications - U.S. FIl
Information
Pyw— m B05EB55-COAZ-4250-99T F-5CTS6CIEF 1IGE 2020-07-26T0Z:30:18.02 | E-Mail message with attached files @ Chosad com . Not allowsd, proceed to escalate 91 EX0 - Esuite Motifications -
® anag@nunow.com Information
Py m 1BFCARSC. 2888 48F7.B85719T18ADTCESD 202007-25T02:20:12.02  Tezms chat massags ® Open com . 12 EXO - Esuite Notifications -

Q, Search

07/22/2020

2020 - Synergy Advisors LLC.

07/31/2020

Count of cases by status

Report dats was updated on: Thu, 30 Jul 2020 06:57:57 GMT

Q GetData

@ Cp=n @ Chs=d @ Escalated @ Fending approval

@ aiorunc@mancw. biz

Count of cases by severity

@Low @ Medium @@ High

Information




Microsoft Teams

lant Chat DLP Alerts About

Workload: E-Mail message with attached files
Case: Esuite Motificatio PCI Information
From: Simen@modermnworplacedemo.com

To: ! 18@hotmail com;sam@nwn

(Case status Justification

mwonkplzcedem: @ Fending ur parter My
mooal

Showing 1to 1 0f 1 rows

Insident id: BOF25383-0958-CEOD-3500-0808344AFFFE (3] B Save changes




E-Vigilant for M365 Information Protection [PCI]

 After DLP PCl incident, manager receives e-mail, e-bot notification



v

Mail - Valeria - Outlook

a

New message

Favorites

Inbax 67
Sent ltems

Drafts

Add favorite

Folders

Inbox 67

E-suite Notif... 162
Drafts

Sent ltems
Deleted ltems 523
Junk Email

Archive

Notes

Conversation Hist...

RSS Feeds

New folder

Groups

MNew group

Discover groups

&£

https

+

outlook.office.com

elete B Archive
2 Focused =7 Other Filter
—
E-Suite notification Service Jr
Potential DLP policies vio... 11:19 PM

On July 30, 2020 at 6:19 AM, E-Vigilant d...

Microsoft Cloud App security
ecurity notifi

5
Security notification Hello valeria@mode...

Juan Carlos Najera (Synergy Advisors)

synergy dev AG #3 12:33 AM
Fr 12:00 AM - 1:00 AM
No conflicts RSVP

Juan Carlos Najera (Synergy Advisors
synergy dev AG #3

Event canceled Remove

Yesterday

Juan Carlos Najera (Synergy Advisors

synergy dev AG #2 ue 11:46 PM

7/30 12:00 AM - 1:00 AM

Thu 7

No conflicts RSVP

Juan Carlos Najera (Synergy Advisors ]

Meeting Test #2 ue
Meeting Test #2 Evisor Migrated Meetin..

Juan Carlos Najera (Synergy Advisors 5

synergy dev AG #2 ue 11:41 PM
Juan Carlos Najera (Synergy Advisors) (jc..

Juan Carlos Najera (Synergy Advi
Meeting Test #2 ue 11:34 PM
Wed 7/29 11:00 AM - 12:00 PM

Event canceled

® Junk v~ § Sw

synergy dev AG #2

51 Moveto ~ ¢ Categorize ~ (D) S

2ep (® Snooze = in 39 min
Potential DLP policies violation
© This message was sent with Low importance
@ E-Suite notification Service a4 o S
Ned 7/ 011:19 PM - -

E -Vig__ilant

On July 30, 2020 at 6:19 AM, E-Vigilant detected one or more viclations of your organization's data lost prevention DLP policies by one of your
direct reporting users below:
E-Vigilant has detected one or more of your organization's policy rules.

Simon@modernworkplacedemo.com

Event details
Type Sensitive
& information
status items count

Target recipient(s) Manager reponse

@ Approve
E-Mail o EXO - Esuite © Reject
7/30/2020 |message @ sam@nwnow.com ficati
W .C Not 1 elails
5 |5:38:25 with ® Blockfccess|Simon@modemwaorkplacedemo.com Cha - 133 65 % _ Fc;)cllwca 1ons 0 D
AM attached - Information
files ®raulputoy16@hotmail.com i EEEE
~  Forward
Regards

E-Vigilant notification service

Av @ @ W B B




E-Cryptor | Microsoft Teams aF

2 [
InPrivate p-

O & https;//teams.microsoft.com

Microsoft Teams Q, Search

@® E-Vigilant chat Files Home Approvals Files shared with me  About

Help

E Thanks for Bot! I'm here to let you know if there's
something that needs your attention in the app or If there's
anythin, resting to check out.

. These are some of the options | can help you with:

Request access to a protected file

il

Request access to a protected file on behalf of another u...

@

No.  User Severity Detail

Simon@modemworkplacedemo.com M

EXO - Esuite Notifications - PCI Information  [E]§

Justification
*  Qur partner MWMNow (Sam) requested access to some of our
shared customers information

Type Count Confidence

@ Approve e Reject CD Detail

M Escalate A Forward

s

OB B & f - =

h 2 ©@

Ir questions here




Microsoft Teams QL Search

&% E-Vigilant Cnat DLP Alerts  About

&=

Count of cases

@ User details
Count of cases by status Count of cases by severity
@ Open @Chosst @ Escalstzd @ Fending & Low ® Vedum @ High

Name Valeria

UPN leria@ placedemo.com

Company Modern Inc

Department Management

Job Title GEOQ

0] 9 Y
@ Cases
Searcl @R | 7T
Manager reponse Insident id Event date B Type B Status B From Action Target recipient{s) Justification Sensitive information items count Confidence B8 Matched DLP policy rule

No matehing records found

© 2020 - Synergy Advisors LLC.




Microsoft Teams Q, search *

&% E-Vigilant Chst DLPAlerts About O @

Report data was updated or: Thi, 20 Jul 2020 06:51:21 GMT

smon@medermworkplacedemo.com ., e

[ [S=lect al]
Sieeiosif O vateris@medermworkplacedeme. com
.....SiMon@modemnworkplacedemo.com
0O -...ana@medemworkplacedema.com
D com
D som
D com
D m
D com
Cases by user Count of cases by severity
) a ™
Biow B Medium O @ Low @ Medium @ High

ana@modemworkplac...

simon@modemworkp..

sdamEmosermasrin

Simong@modemworkp...

Count of cases

Search & T
Manager repanse Insident id Event date I Type m Sestus I From Action Target recipient(s) Justification Sensitive information items count Confidence B Matched DLP policy rule
[y — FATEFE33-0150-4104-854F-505TDEE0FETT 2020-07-25T12:11:2802 | Astempt for sharing using ShareFaint @ Escalated om . s ) 4 1 EXO - Esuitz Natificaons - PCI
. 0 L] Information
L] [ad +
® zna@ninou.com
Py —— BOF25483-0856-CEDD-3600-08DE44AF FFE 2020-07-30TD5:38:25 E-Mail messags with attached filas @ Cpen - am . s - Our partner MWNow (Sam) requested access fosome | 133 EXO - Esuit= Natificaons - PCI
. o of our shared customers informasn Information
L] [ad +
® rauiputoy 16@hotmail.com
9FZ55003-23A5-4FHE-8CAB-B002CTH412EA 2020-07-26T1Z31:1802 | Attempt for sharing using OneDrive @ Cpen com . i Mot justified 4 EXQ - Esuite Natificaions - PGl
Oapmm O Rajct o
@ ztonno@mwmove biz e Information
L] [ad +
® rauiputoy 18@gmail.com
90870952 BEIE-4C4A-816A-CEDIECARIIEC 2020-07-26T02:30:1802 | Amempt for sharing using ShareFoint @ Escalsed com . i o We are sharing this 105 and additonal conractor infe o | 12 [ 51% | SPOIOD4ETeams - Esuitz
our business parnericustomer who raquested thoss: Notifications - U.S. Pl Information

outsourcing resources for O3 eﬂgagements.e

- W are sharing this 105 and additional contractor info to 12 EXO - Esuite Matifications - PCI
« GenerateincidentReport | @ raviputoy18@gmailcom | our business parinericustomer who requested those: Infemation
‘cutsourcing resources for Q3 agagemenls.e

06870082 BEOB-4C4A-216A-CEO0ECALIIOC 2020-07-28T02:30:18.02 Agtzmpt for sharing using ShareFPoint @ Escalated com

® ztorune@mmon iz

© 2020 - Synergy Advisors LLC.




Microsoft Teams Q_ search

Report data was updated on: Thu, 30 Jul 2020 06:53:01 GMT

Count of

@ My Team
Cases by user Count of cases by status Count of cases by severity
Biow Medium W High = @ Cp=n @ Clhssd @ Escalated @ Pending approvs ®Low Medium @ High
simon@mosemuerip.
2) 2
Simon@modsmwe
T T
0 1 2 3
Count of cases
U
@ Cases.
Search TR 4
Mznager repanse Insident id Event date o Type n Sttus B From Action Target recipient(s] Justification Sansitive information items count Canfidance B Matched DLP policy rule

BOF25883-0958-CEDD-3500-0808344AFFFE 2020-07-30T0D5:38:25 E-Mail message with attached files @ Open i com . Our partner MWHow {Sam) requested access to some 13

. i o ] of our shared customers information

EX0 - Esuite Motifications - PCI
Information

® rsuiputoy16@hotmail com

08370082-BE08-4C4A-315A-CE00BCALIIAC 2020-07-28T02:30:18 02 Attempt for sharing using i @ Escalsted i com

. We are sharing this IDs and additional contracor infoto. | 12 Ea EX0 - Esuit= Natificasions - PCI
« GenerateincidenReport | @ raulputoy15@gmailcom | our business pannericustomer who requested those Information
outsourcing resources for Q3 mgagemamﬁ.o

@ storunc@mumoe biz

@ <am@rwnow.com

Information

187 CABSC-2052-43F7-5857-10718ADTCESD 2020-07-26T02:30:18.02 | Teams chat message ® Oper i com . . 12 EXO - Esuite Notificasions - PCI
. i = Information

Orpprow O Rejpct

] [ad L]

Onpprove O Raect

a [ad +~

[y — 95058655-C0A2-4250-99TF-5CTRECIEF 1CE 2020-07-26T02:30:1302  E-Mail message with atiached files @ Clos=d i com . ] Hot sllowsd. procsed 10 sscalate @t m EX0 - Esuite Notifications - FCI
a [ad +

Py [ 51% |

i ] [ad +

® rsulputoyiS@gmail com

® uiputoy1 6@hotmail com

® 2020 - Synergy Advisors LLC.




E-Vigilant for M365 Information Protection [Configuration]

B E-Suite Administratic

(& ‘@‘ esuiteadmin.azurewebsites.net

] 488  Removed block acoess action Aation ADMINISTRATOR DLP protection policy was updated, 2 BLOCK ACCESS ACTION was removed form the policy DLP o #
[] 485 Protection poiicy match Policy USER DLF founds 2 protection policy match DLP o #
] 464 Incident report generated Ation SYSTEM DLP generates an inciden report DLF Operations 1 s
7] 483 Block access Aation USER DLP blocked the access to the protect DLP Operations =3 #
Block acoess
Event Type Clags
Description
P
Alert configuration
Event threshold Monitoring peried (minutes) Work Flow
0 : n + Generic event threshokd nofification for actors without escalation (v2.0) -
Delivery method [ [Email []E-Bst | (Custom SIEM Priority (Low (Mediom (gyHigh (Critesl — Select workflow —
All parties nofified, automatic manager escalation (v1.2)
Generic event threshold nofification for actors without escalation (v2.0)
Notes

Operator userfoperator group

Enabled
m
] 482  User notification Action USER DLF notified the user about a policy condition match DLP Cparations o £
Seurity
478 File shared with unauthorized Segurity alert USER File policy ‘File shared with unauthorized domain’ was matehed by Correo Seguro (DLF) - Reporte DLP.dosx Szourity Operations o #
473 DLP Policy Security skt USER File policy ‘DLP Poiicy’ was matched by “Simple Invoice D01-Only Valeria can open this file. xisx Security o £
(] 328 Fike contsining FCI de Segurity alert USER File policy ‘File containing PCI detected in the cloud (builtin DLF enging)” was matched by ‘sampie-data Cradit card y SSN.xisk Szourity o #

Showing 1 to 13 of

Synergy Adviso




E-Vigilant for M365 Information Protection [E-Mail]

* Ana tries to send more than 10 Colombian citizen IDs via e-mail to an external recipient;
DLP detects and blocks the message; E-Vigilant notifies Ana, her manager, and IT to follow

up on this incident.

Potential DLP policies violation

O [ this mes:

with Low importance |

On July 26, 2020 at 8:11 PM, E-Vigilant detected one or more violations of your organization's data lost prevention DLP policies.

E-Vigilant has detected one or more of your organization’s policy rules.

E-Mail message| o Encrypt

with attached o NotifyUser

PM .\atezecc@mwnonuc 84 60 % ID’s (10 or more)
files * GeneratelncidentReport Encrypt Justiy

Regards

E-Vigilant notification service

On July 26, 2020 at 8:11 PM, E-Vigilant detected one or more violations of your org ata lost prevention DLP policies by one of your direct rep
below:
E-Vigilant has detected one or more of your organization's policy rules

= Ana@modernworkplacedemo.com

Ana@modermworkplacedemo.com| @ yacevedo®mwnow.biz
identReport

Regards




E-Vigilant for M365 Information Protection [E-Bot]

 E-Vigilant service also notifies user via E-Bot in Microsoft teams
HQ Microsoft Teams _ (O Microsoft e

Count  Confidence

= | o
&
=

H(Q Microsoft Teams




E-Vigilant for M365 Information Protection [Case Management]

 E-Vigilant provides the personal/employees case management [Native Teams app]
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E-Vigilant for M365 Information Protection [Case Management]

 E-Vigilant provides the personal/employees case management [Native Teams app]
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